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STACCATO Malin Conclusions_

The STACCATO project arrived at several key conidos on European security
technology and market issues by establishing a aamtgn of public and private
stakeholders and developing common language methmde- the STACCATO

“tools” — that are presented in detail in this report gbase, security taxonomy,

report on dynamic scenarios...) in order to maméaid further develop this network.

It is evident from the work conducted in STACCATI@at in many casegchnology
exists but adaptations or specific developmentsneeessary towards integration,
interoperability and innovation. The exhaustiveleiption of current technologies as
well as accessibility and affordability (cost ispaee also key issues that need to be

examined when looking for new technologies.

As far as theEuropean security market is concerned, it exists but is very
fragmented. Taking into account the specificitiésecurity technologies and market
and each security area/sector, it needs to be ldateal and developed at the EU
level with related regulations, standards and fagdnechanisms (including new
additional and complementary). The consolidationusth include emerging actors
and sectors as well as new developments such dibe¢halization of markets and the

developments within the EU in sectors like eneogynmunications, environment.

The development of an European Security Equipmeaitkbt (ESEM) should also
include competitiveness as a key issue with adequaéasures regarding the
international competition: international cooperatiand international norms taking
into account European interests regarding the acwemarket in two levels : intra-
European and access to third countries. In gensealjrity could be seen as a big
opportunity for European competitiveness in termf industry and R&T
developments, through concrete research projeasn@ore national and European
programmes, including more joint and structuringrapches and innovative funding
mechanisms. These activities will have to be deedan close cooperation, since the
identification of needs by the (end-) users towatts procurement, delivery and

support services.



should foster a set of the procurement policiedriee the innovation in the security

field. The Communication (COM(2007) 799 final Pmyumercial Procurement:
Driving innovation to ensure sustainable high dwyafublic services in Europe,
outlines a number of issue that should be examiaddpted to cover research and
development activities in the security area. As example, identifying public
purchaser in a selected number of areas should dmsilgle, especially if
demonstrators are to be developed under the ESRHRisl way, concrete organising

the risk benefit and sharing of such procuremeuntdctbe established.

Security constraints may not only hinder the usethef technology, but also the
innovating solutions and products may generate thegats and new vulnerabilities.
There will be tradeoffs between public acceptanicéhe additional constraints and

the improvement of the citizen’s security.

In general, to improve the citizen’s security thésaman” related factors must be
taken into account. Actions and Member States jealishould also take into account
the fight against the roots that are generatingaasty. Reducing societal difference
and gaps, more communication and education aboet cihitural and ethnic

differences should benefit from the support actions

The role of Member States will of course have tmag important and taken into
account since security is a key issue of natiowakreignty, but this should not
prevent from more interactions and cooperationhat EU level. New policies and
initiatives at European level also generate newodppities for European security

actors, contributing at the end to the securitthefEuropean citizen.

STACCATO’s recommendations will be disseminatedE®RIF and can also be

useful to European and national security R&T progres.

Finally, further studies are needed for ESEM sjp@tiés and common opportunities,

to be considered as a key European and natiormaltypri



STACCATO Recommendations

on European Security Equipment
Market (ESEM)

The main objective is to foster, facilitate, enkargnd consolidate the European
Security Equipment Market (ESEM).

These recommendations are based on the STACCAW@Q@ and aim at contributing
to the ESRIF (Working Groups dedicated to Securéghnological and Industrial
Base —STIB-, ESEM and innovation), as well as herotelated security activities

undertaken at national, European and internatioleaiel.

There should be particular attention to mid and doterm objectives advising
European and national level in coherence with ESEASRIF context and

perspectives.

On the basis of the key issues identified during #tudy, the following

recommendations have been identified

Y Including the ones discussed during the STACCAT®alFForum held in Brussels (European
Commission premises) on 24 April 2008.



STACCATO Recommendations:

1. Security asa High Priority for the EU

1.1.1t is essential to integrate the creation, enlarget and consolidation of
the European Security Equipment Market (ESEM) aB@rpriority in the key
political initiatives and related documents (comigations, green papers,
regulations, etc. taking into account the draftebiive on Defence and
Security Procurement).

2. Security Needs

2.1.In terms of security needs, it is important tatier analyze the threats, to
define priorities, taking into account urgent neddsvards a common set of
security requirements at EU level. It has been esiggl to establish

permanent and structured dialogue between custamisupplier, including

with the support of simulation tools (“living lahs”through potential EC

support actions (process to support the definibioneeds).

3. Programmes and Funding Mechanisms

3.1. In order to better use the European funds it's artgmt to create
“interdisciplinary” programmes (going beyond resdaim a more long term
and structured, coordinated, integrated approdok)uding complementary
funding mechanisms between EC, Member States dmet dibdies, among
different thematic area such as the best practready developed in Space

(GMES) and in Software Defined Radio, and in depaient for Unmanned



European funds. In this context, there should besibpte evolutions with the

new EU Lisbon Treaty principles, for more coopemati synergies and

interactions between the (former) pillars.

3.2. To further develop the mechanisms for funding 8&E® at an optimal

level :

o 3.2.1.taking into account strategic vision for the séguin Europe
including for R,T&D activities, new integrated invative and cost-
effective services approaches, taking into accotie level of
“sensitivity” of security missions and technologies well as Private
Public Partnership -like approach.

o 3.2.2.To develop and implement potential complementanding (to
EC FP7 and Industry/RTO contribution, from Membé¢at&s and/or
from other EU bodies such as more joint actioneg@mmes and
associated joint calls, between DGs, themes, EGodrat bodies such
as FRONTEX, EDA, ESA, etc.).

0 3.2.3.To create new budget lines dedicated to secunity the EU

budget.

3.3. To create dedicated budget lines for the acqarsiof equipments,
systems and services in the budgets of the Europgancies involved in
security matters (ex. FRONTEX). The question on sindle European
agency” for security procurement was discussedchdutie Final Forum. This
is today not envisaged but could be potentiallgused at ministerial and EC
level, future group; related agencies already exasid (for example
FRONTEX) could be considered and developed indhection.

3.4. Various options for cooperation could be envisagbddough pooling,
specialization; need a toolbox at EU level (inchgdbenchmarking analysis)

of available and future solutions.



be done by focusing research activities on they€lacale) demonstrations in

the future; beyond research, towards transformaitbe concrete products

with associated effects on security at Europeal lev

3.6. To develop and further integrate innovative andt-@ffective service

approaches in the field of security.

3.7. To develop capacity of programme management, dnadu contract

management, at national and European level.

3.8. In order to further analyse the key issues of Ewgopean Security
Equipment Marlet, and in particular the procuremaspects, STACCATO
recommends to launch a dedicated study on fundidgoaocurement issues in

the field of security.

4. Norms, Standards and Regulations

4.1.1t's important to foster the development of noram&l regulations (and to
promote wide dissemination of already existing itssand documents) related
to European Security Market, between European Casian, Member States,

other European Bodies and Industry.

4.2.1t's essential to foster Standardization actigitie the field of security.

0 4.2.1. Dedicated budgets should be increased and oriemteck
specifically towards the efficient and concrete bekation and
implementation of standards.

0 4.2.2.In addition, EU funds allocations (for examplesustural funds
and external border funds) should be conditionettiéantegration and

development of a minimum of standardization andrisperability (for



logistic aspects, between end users and betwekenatit countries).

0 4.2.3.There is a clear need to define mechanisms toeaddurgent
needs of standardization (consultation processwgeka customer and
supplier).

0 4.2.4.Standardization’s actors should be involved, witbre networks
between them, at national European and interndtievel.

0 4.2.5.Taking into account the global approach therehis need to
support the links between standards, sensitivityI®Rs.

0 4.2.6. To make a mapping of laboratories, including todts

certification; towards a “European security label”.

 4.3. A limited scope proof of concept Technology Watdémonstration
should be set up, e.g. under the auspices of ESRIBther network,
containing at least 8-10 actors from industry acadd@mia. To gain the trust of

the user community it should use a transparentgsgmpen to scrutiny.

* 4.4.To establish a list of the more relevant exisstendards, technical norms
and regulations (i.e. intra-EU transit, securigssiification, certification...), in

order to further propose the potential adaptatigpsrting the ESEM.

* 4.5.To develop the role of the EC as a Regulatory Badyharge to address :

0 4.5.1.The possibility of defending local policies compld with the
rules organized by the EC should be left to the ldengtates.
0 4.5.2. The impact of the rules in sensitive technologideuld be
evaluated :
= |TAR
= Export regulation
= Dual use regulation
o 4.5.3. Among other possibilities under discussion, it Idowe
interesting, on the basis of the existing lists, bioild up a new

consolidated list of security products, serviced aefated technologies
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the domain.

5. European and National Security Networks

» 5.1. Participation, in the European security networkwtidoe rewarded by

access to information and online networking tools.

o 5.1.1. This would especially benefit SME’s and actorstli®e new
member states. The STACCATO database is a stéysinlitection, by
providing a networking tool which natnly helps the ESTIB to self-
define itself; it also helps create new partnerslaigross Europe.

o 5.1.2.1tis important to organize meetings, workshopd aetworks at
European level, but also at national level for materactions between
local actors, interfacing with European level. Na#l security
workshops can also help to prepare position atésdl] using also the
EU Working Groups composed by Member States reptatees.

o0 5.1.3.0n key priorities, concepts papers should be etdboat EU
level, setting up public-private task forces amdirdng action plans
(examples DG JLS priorities : radiological, chermji¢arrorism, border
monitoring and control, false documents, maritimervsillance,
airspace surveillance).

o 5.1.4. After ESRIF there should be a more institutiorediplatform
for PPP dialogue.

o 5.1.5.There is a need to create a platform (potentthllgugh a virtual
network) dedicated to test, exploitation of resuitsiew or projects.

o 5.1.6.There is a need to further integrate the privataigty market in
addition to the public procurement market.

o 5.1.7.Centres of excellence should be promoted, at matisegional
and European level, with objectives and concredgammes.

11



6. Sensitivity | ssues

6.1. STACCATO recommends also to further analyse theanimg of
“sensitivity” related to technologies and missiansthe Security field (in
cooperation with the European Commission, MembeateSt other Bodies (EC
agencies...) and Industry/RTOs). In this contestaitt the meaning does not
depend only on the technology and its relatiorh&orhissions, but it's strictly
related also to the Context in which the missiolhtake place and the level of
confidentiality (example of criteria: Security ohfbrmation, Security of
Supply, special security measures, essential stt@feMS, ...) considered as
appropriate by the relevant authorities.

6.2. Data privacy, respect of human rights, acceptdycthe public opinion;

security — democracy have also to be taken intowatc

7. Competitiveness

7.1. In order to ensure competitiveness, it is impdrtem know well the
solutions and their potential evolutions. Secuitty(and will be more and
more) a global market, more and more inter-depemdiérere is a need to
keep advance with regard to competitors (some lagady global) - time to
market issue - and therefore there is a constaed e investments, R&T
activities and standards (here considered as «iamgr, for technology issues,

but also cultural, privacy aspects, etc.).

8. Intellectual Property Rigths (1 PRS)

8.1. To consider the proper treatment of IPRs of primortance to the
interests of all contracting parties: European Cdssian (and all relevant
Agencies), Member States and Industry, with conseges for the quality of

results delivered.

12



o 8.1.1.Industry is always looking for flexible “instrumisii able to take
into consideration the level of funding, the impoxte of the
background brought by industrial stakeholders, teehnology
maturity and aiming to avoid unnecessary duplicatiothe European
STIB.

o 8.1.2.IPRs principles ensuring flexibility should be pné&gted to treat
in priority :

= Foreground dissemination for further cooperatiothwihird
Parties.
= Background dissemination (not foreseen during ttigobase)

o 8.1.3.Patents should also be protected.

* % %
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Introduction

Presentation and Main Objectives

STACCATO STAkeholders platform for suppl€hain mapping, marke€ondition
Analysis andr echnologieOpportunities) started on TSanuary 2007 as a European
funded supporting activity under the Preparatorytigkc for Security Research
(PASR) call 3 / 2006 and lasts 16 months. It isoboW up activity of SeNTRE
(Security Network for Technological Research in dp&) which was a supporting
activity funded under PASR call 1 / 2004.

STACCATO supporting activity aims at proposing noeth and solutions for the
creation of a security market and a structured Isuppain in Europe. In line with

ESRAB (European Security Research Advisory Boastommendations, it goes
beyond research needs and gap analysis alreadytakete through efforts supported

by PASR, by identifying implementation measures.
To this end, STACCATO:

- maps existing competencies in the EU-27, highlightparticularly the role
of the SMEs in order to integrate their innovatipotential and examine
ways to effectively undertake a coordination of theopean Security and

Technological Industrial Base (STIB),

- proposes a methodology for a technological watch,

- analyses the conditions and propose recommendatosvelop a common
European Security Equipment Market (ESEM), by idgimg common

needs, taking into account regulatory issues awddomating with regional,

national, international and EU security researcdy@mmes.
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These activities are supported by an enlarged +sedtior stakeholders platfor}ﬁ""' —

composed of users, industry, SMEs, academia an#l tanks of the EU-27 based on
the SeNTRE and ESRAB experience.

The Origin

STACCATO built up on the legacy of “SeNTRE” (SedwuriNetwork for
Technological Research in Europe) a previous suimgpoActivity (PASR call 1 /
2004) which delivered in March 2006 a final repont « Strategic Research Plan for

Security ».

The added value provide by SeNTRE was an organ@sumunity of Security
Stakeholders across Europe, a short-, medium- amg-term capability and
technology requirements and an unique Security fexy (further improved in
STACCATO (ee hereaftgr

STACCATO starting point raised form the considematof needs such as the need to
link research results with policy strategies and esers requirements, to understand
the existing environment for security application€Europe, to enhance a European
Security Equipment Market (ESEM) and to identify Buropean Security
Technological & Industrial Base (ESTIB).

STACCATO was therefore tailored to go beyond thBI'BRE results by identifying
concrete recommendations.
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The STACCATO Study Logic

STACCATO is implemented following the rules of ardustrial project. Beside the

project support activities (Work Package — WP —rdpning through the whole

duration of the project, the implementation logidl we as indicated in the figure

below.

Competencies of the
Supply Chain

MWethodology for
technology watch

STACCATO study logic

Market conditions analysis

Integration of Priorities
and Recommendations

Fegulatory Environment at ELI &
National Level and Impact on
Future & Existing Technologies

hethodaology for a
Dynamic Scenario for
Threat Assessment

!

Stakeholder platform

|

Mapping of the STIE in the
ELUZ7, including SMEs

Recommendations

3

+

MWapping of the current
technical and equipment
envinonment

¥

Opportunities for Common
harket

Coordination with Mational,
Regional, International and EL
research Programmes

Yy ¥

Key Issues & Recommendations

!

| Dissemination & Uptake of Results & Recommendations to the EC & Mational Authorities |

The first tasks of the project are the definitiohtlee methodology for the STIB

mapping and the scenarios preparation, the regylawvironment analysis and the

preparation of the stakeholder platform work andkshbops.

The stakeholder platform contributes to a prelimynaentification of common

needs, systems and opportunities for common matketontributes to the STIB

mapping and to the inventory of existing or plannegkearch programmes.
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These inputs are gathered and reviewed to addreys iksues and draw
recommendations to be discussed and disseminatedyding to their level of
confidentiality with the stakeholder platform paipiants, EC and national authorities
and the STIB.

The STACCATO Work Packages Structure

The project was structured alongside five work paes (WP).




WP 1 was devoted tdManagement and Coordinationand assured the-;e ore the ————
Secretariat support and Administrative Project Mgmaent, the technical
Management in terms of coordination of technicativdes, the organisation,
methodology and assessment report for networkinghf® project itself and assured
the inter project coordination between STACCATO &ixCURE SME.

WP 2 — Analysis of Competencies of the Supply Chaindeals with the mapping of
the competencies of the European Security Techiealbgnd Industrial Base (STIB)
(covering all relevant technologies, technical amtustrial players in all the EU-27
Member States with specific attention to SME), raopgendations for new member
States and methodology for technology watch.

WP 3 — Stakeholders Platform -is devoted to the enlargement and sustainability of
the existing SeNTRE networks of users, industried @academia with representative
of SMEs and the new EU MS and other sectors liketédthnology, biometrics ecc... ,
the identification of common activities and pricgg at European level and the
contribution to the STIB and technical equipmentiemment market, technology
gaps and preliminary recommendations.

WP 4 — Market Condition Analysis — aims at providing a close analysis on the
security market conditions, looking to the suppdéyrdind by mapping the existing and
planned equipment systems in EU, the current Eamopegulatory environment and
the on-going and planned research projects andiémtification of opportunities for

a European Common Market.

WP 5 — Integration of Priorities and Recommendatios — is devoted to the
elaboration of a methodology for a dynamic scenéoiothreats and vulnerabilities
assessment, identify technological challenges astl implementation of security
research activities based on the integration airpies identifies during the study, to
propose recommendation to structure and strengtinerESTIB and to support the
common market development in Europe and the ideatibn of a methodology for
the dissemination and uptake of results througma Forum and the Stakeholders

Platform.
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The STACCATO Study Outputs

The output of STACCATO is:

A strategicanalysis of the key competenciesncluding those of the SMEs, in

the Europe of the 27 coupled withngethodology for a technology watch

and monitoring of worldwide trends in security-telhtechnologies.

The refined security technology taxonomy, tH8TACCATO Security

Taxonomy’, using the unique SeNTRE security technology taxon as a
starting point.

A multi-sector public private network to support an efficient security

dialogue in Europe in key areas such as Bio, Bidot Transport,
Energy,..., involving all stakeholders (users, retars Industry and services,
SMEs, RTOs, Academia and Think Tanks,...).

An analysis_of the market conditions including an understanding of the

regulatory environment at EU and national level asdmnpact on the existing

and future technologies and systems.

A detailed report presenting methodology for a dynamic scenariofor

threats and vulnerabilities assessmenttechnological challenges, priorities

and recommendations for the future as well as sirattiong term R&D needs

along with the FP7 and the national programmes2sicales.

The « STACCATO Database »providing an overview on the EU Security
competences that can be used by all registeredeboand allowing the
information to be displayed in a logical format.ilky technologies or

geographical location
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« The Database will remain in operation following trenclusion of the project.

The Database is accessible through the ASD wefygitev.asd-europe.ojgor

directly through the linkttp://staccato.jrc.it/staccato

The Partnership

COORDINATOR ASD

DASSAULT AVIATION
DIEHL

EADS

INDUSTRY EADS ASTRIUM
EDF
FINMECCANICA
INDRA

SAGEM SECURITE
THALES

ARSENAL

CEA

RTOs FOI

IABG

TNO

VTT

THINK TANKS kRS

IAl
ASSOCIATIONS EBF

EUROPABIO

Contribution to other Initiatives

STACCATO contributes its main results to otheriative relevant in the field of
security research. Among them is the European 8gdiesearch and Innovation
Forum (ESRIF). STACCATO contributes its Securityxdaomy to be used as a
common language of understanding, the mapping ef Ebropean STIB and the
Recommendations on ESEM. STACCATO anticipates algtito two ESRIF

working groups devoted to “Innovation” and “Forddignd Scenarios”.
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The results of STACCATO are also to be contributeéuture research activities, to
the 7th Framework Programme (FP7) and nationalrpromes in the field of security
research.

The STACCATO Security Taxonomy has been contributedSO. At the ISO/TC
223 meeting in Seoul it has been agreed to forracahoc group tasked to conduct a

study for 6 months on "Societal security technatagcapabilities” (Resolution 60).

The overall objective is to foster the security kedin Europe.

Presentation of the Structure of this Report

This final project report consists of three parts:

- The first part is dedicated to the presentation of the “tool®¥niified and
developed within the STACCATO study, in particultte competency
mapping and methodology for technology watch, thellase, the technology
taxonomy, the report on methodology for dynamicnsc®s and threat

assessment and also the stakeholders platforms.

On the basis of these STACCATO tools, two othertsp@enerate analysis and

recommendations on technology and on market issues

- Part 2 will present the key security technologies anduéss identified:

technology gaps, emerging technologies and comragnssues.

- Part 3 will focus on the market issues, including natiosecurity regulations
and research programmes, and in particular thevatly points towards
opportunities for common market: the specificitafsthe European security

market, the regulations and standards and therigridsues.
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N s
Finally, this report will present the main concluss of the STACCATO project, ———

and in annex the synthesis of the priority researels.

Competency Mapping and Technology Watch

Database, Technology Taxonomy, Dynamic Scenarios

e

Security Technologies Security Market ESEM
| W | ’
Technology Gaps Specificities
Emerging Technologies <. m Regulations & Standards
Common Key Issues Funding

~N

Recommendations
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Part 1. The STACCATO “Tools™: Mapping of

Competencies and Technology Watch

Recommendations for how to introduce a technologycty, and for which primary
purposes, have been elaborated. It should primbelyasked with supporting R&D
policy decisions on National and European level$ work through the mobilisation

of existing actor networks in a new transparenmnéeork.

For the sake of promoting networking and creatirigad for the continuous mapping
of the European STIB, an online database was fieltts core consists of the new
security taxonomy which will act as a key tool fialogue and visualisation of the
various parts of the STIB. This Database will coné in operation, and will grow
until it spans the entire STIB in EU and associatations, helping policy-makers
understand the market, and helping the market @.¢toform connections and learn

from each other.

1.1. Mapping of Competencies and Database

An online database has been created in the franke@brSTACCATO. In this
database European security actors are encouragedgister on behalf of the
organisation they represent. The database is bniltop of the new STACCATO
security taxonomy. When an organisation is regestén the database the registering
person selects capabilities according to the taxgnonvhich best match the

competencies of his/her organisation.

Thus for each registered organisation, being iIBRIE, an University etc, its security
competencies will be mapped. As an incentive testeg registered organisations can
access the contents of the database, for examplesing taxonomy terms to find

partners in a specific security domain.
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This tool, which primary purpose is the mapping thie European Security
Technological and Industrial Base (ESTIB) usinggbeurity taxonomy developed by
STACCATO, will remain in operation beyond the erfdtlee project and will also

serve as a networking tool where potential partripséclients/suppliers in the
European security field can be quickly located #malr potential contributions and
needs easily ascertained. This ICT network supjoarit will help to keep alive the

network of public and private stakeholders esthblisin STACCATO.

In return for registering, the new members areera$icrutiny that they fulfil the
ESTIB criteria, granted a personal login to thedbate. The use of a new security
taxonomy as the core of the online database haadhantage of helping all users
share and use a common semantics and common languegardless of their
organizational or linguistic background. In thisyne very basic networking tool has
been fielded, capable of bringing its users ong skaser to bringing together SME’s,
Industry, Academia, Government and Research Itssitn Europe.

Interested stakeholders can register either via A@bsite www.asd-europe.org

or directly throughttp://staccato.jrc.it/staccato
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STACCATO Database — 1 s
ASD

(example)

22 STACCATO database website - Microsoft Internet Explorer
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sdcress | @) hitps:if139.191.1. 21 1 staccatof

T = ‘
s |t |Aajc|c|Aa| T| O]
NEWS ABOUT US DATABASE EU FUND CONTACTS PRIVACY

Welcome to the STACCATO database web site

STACCATO ai
a

Slide 14

Figure 1.STACCATO Database main page. It containseneral project information. Navigation
between the database pages can be conducted usihg imenu on top of the page.

STACCATO Database — 2 .
7A§D (example)

2 STACCATO database website - Microsoft Internet Explorer

File Edit View Favorites Tools Help
Qe - © - [ [B] | Psewsr Frrawns: @ (3- &

Address [ ] https://139.191.1.211/staccatojdatabase.jsp

HOME NEWS _ ABOUT US EU FUND _ CONTACTS _ PRIVACY

Welcome to the STACCATO database web site

Slide 15

Figure 2. STACCATO Database “Login page”. Each userhas its own personal login and

password, enabling the modification of organisatiorinformation and the conduct of searches on
the contents of the database.
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STACCATO Database — 3 .
7A‘_SD (example) @
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Welcome to the STACCATO database web site

e
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e
& Dore S @ Internet

Slide 16

Figure 3. STACCATO Database, contact information pge. Here the information necessary for
identifying the organisation and it's designated cotact can be inserted or modified.

It is evident that the STACCATO database is noargdted survey. It is a ongoing
operating tool whose contents are continuously tgubhy the users, all of which are
volunteers who have classified themselves (withmit$, the administrators is free to
reject registration requests) as part of the Ewnpsecurity market. Their main
incentive for volunteering this information is nerking, the ability to be found, and
to find other players in the security market. Thif§ also ensure that the contents of
the database stay up to date and provide a comsputear real-time view of the

market.
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1.2 Methodology for Technology Watch

The European Union strives to enhance the innavadiod competitiveness of its
Member States and has in recent years increasifugglysed on enhancing the
European Security. A European Technology Watch (ETWM support both these
goals, by helping clarify the European Securityuistdy Structure, and by identifying

market growth potentials and deficient industrytdes.

The task of an ETW will be to observe, track, filteut and assess potential
technologies from a very wide field. Life-cycles méw technologies are becoming
shorter. As a consequence, the process of introgu¢them from R&D to

standardisation and markets must be fast, flexabte practical.

In order to cover all thematic fields and lower thek of missing potentially

disruptive technologies, it is suggested to combiraed’ methods such as literature
study with ‘soft’ methods, such as interviews, eaxppanels, questionnaires,
workshops, etc. The efficiency of an ETW will besed on its ability to get broad
input, of varying precision and partiality and esfiing the international bandwidth of

innovation.

In order to be truly useful, an ETW must be ablgan the trust and acceptance by
all its stakeholders and target groups. Outmo warst be taken to ensure that there
is no suspicion of commercial or political bias its output. The key to this is
transparency and impartiality, to meticulously limdividual conclusions to their

related sources.

Two Potential main User Groups for a European Technology Watch (ETW)

A crucial step in the creation of an ETW is to clgalefine who the users are. The
specific user requirements will determine both fitnen and function of any ETW.

There may be large differences between mechanisqusred for policy support and

those needed for industry support. In order todfillpotential needs this may require
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different methods. Private technology watch medirasi are already in place by

many industry and other market actors, and these wedl question or oppose the
need for and the conclusions of an ETW. There egli@tever, two target groups that
would significantly benefit from an ETW: SMEs andlipy makers on the national

and European level.

For the sake of strengthening the European marketpetitiveness policy makers

require policy support bynonitoring developmentwithin and beyond the EU to

identify important research and innovation areaf$ering a comprehensive and
realistic picture including the identification ofeficient support factors, such as
possible regulatory gaps. Moreover, often the w@tergoal of policy measures is hard
to define, as well as which policies will best lgadhis goal. For this reasopolicy
impact assessmeiols and methods for obtaining rapid feedback fen dffect of

policy measures, and particularly on any unexpectegative side-effects, have a

clear value.

Another requirement of policy makers may be thadrfeetechnology warningsrhis

entails monitoring evolving technologies not onty their economic potential but
also for their potential security value or threathd possibly also their political
implications. Technologies that may have negatimesequences on society need to
be monitored as they appear and mature. Negatigetefare here used both denoting
a direct threat potential such as e.g. small amectfe EMP generators, or more
indirect threats, such as disruptive technolodmes in themselves are no danger but
which when widely introduced may generate new sgcliabilities unless action is

taken early enough to ensure mitigation.

And finally, there is the need to getlefinition of critical componen&nd equipment

which could negatively affect European economy sacurity if internal or external

supply was cut off or degraded, i.e. by essemiaijn dependencies.

The methodologyof an ETW should not be limited to identifying ngwetential
technologies and services and surveying the cusiumtion, it should also include

mechanisms for determining which incentives aretrimoportant for stimulating their
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that would hinder the adoption of the technologyd &ow to mitigate each blocking

mechanism.

The means available for policy makers at the Ewanpkevel to make use of
information gathered through ETW and other soumesder to promote innovation
and security can range from networking and fadititapartnerships, (i.e. working to
bring industry alliances together around commoriggaad roadmaps, bringing users
together around common requirements), to more dapproaches (such as directing
research through direct funding, tax incentivefrmaulating regulations, promoting
the creation and adoption of new standards, anceasig university funding in

certain educational topics to increase the humaitatavailable).

Small and Medium-sized Enterprises (SMiesjuire more individual support for their

respective fields of activity. Mostly, SMEs areKaw the resources to conduct their
own competitive technology watch. ETW support woblkelp them keep track of
technical developments, find innovative solutigsssibly from outside their primary
technical sector, and speed the transfer from R&harket. They do not only need
to know about upcoming technologies but their maierest is technology niches and

technology gaps that may offer a chance for timgiovative ideas and products.

One specific example of an innovation booster fMES can be found in the US
Small Business Innovation Research (SBIR) progradmnthvprovides an opportunity
for small, high technology companies and researdtitiutions to participate in
Federal Government sponsored research and devetbmfierts in key technology

areas.

Special emphasis should be accorded to SMEs comamg the New Accession
Countries (NACs). They usually do not work in chrst like Western SMEs do,
which makes it harder for them to be integrated lb@cbme known market players.
Including them in an ETW process would be a wagfter them insight in upcoming

developments and make their own competencies &isibl

31



Building a European Technology Watch on Existimrg&tires and Actors

An ETW should not reinvent the wheel but make ude egisting proven

methodologies, structures, networks and actorss ladvisable to develop a co-
ordinated Technology Watch network with academésmearch institutes and other
entities, structured according to their technolabicspecializations and with

appropriate interactive tools in order to respomitk]y to requests for technology
feasibility advice, technology performance adviswte of the art, risk assessment,
etc. Additional partners in the network will proeichdded value by reviewing and

assessing the results.

In a next step, a steering board should be createdder to coordinate the work and
disseminate the results. The steering board coelfiopn meta-analyses, putting
together several studies and impact analyses, deroto identify the political
implications. As more funding becomes availableydsts of all kinds can be
commissioned by the steering board, and performedthe ETW partners in

collaboration.

Virtually all European countries have for many yeatonducted Technology
Foresight exercises on a national level. The pwplogs been to determine the
expected development of society perhaps 10 yeansooe into the future as regards
health, services, ICT etc, using scenario-drafiimgl experts consultations. From
these estimates it is aimed to develop long ramgemal strategic goals for R&D and

other societal important policies.

While a Technology Watch for security would haverenmear term focus, other
primary aims, and a different working methodolodglye networks established for
foresight on a national level could and should beetaged. They constitute an
important link with the national political levelsrf dissemination of the results, are
capable of bringing in a balanced set of regiontdrest groups as well as constitute a
significant labour pool for the day to day actie#ti of the ETW. Coordinating the
national efforts will provide advantage to all sthklders since the combined effort

will be able to look wider and yield results notspibble on a purely national level
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supranational networks such as the ones forme&RIE

1.3 STACCATO Security Taxonomy

In order to have a useful common language tool ardy for the STACCATO
consortium and security equipment and system peositiut also for interfacing with
end users, the STACCATO taxonomy has been elalubrate

The SeNTRE taxonomy has been taken into considerdtr the mapping of
European competences in two ways:
1. Technology codification

2. Product/service codification

The five levels of the SENTRE taxonomy have beemamged in relation to the
elaborated definition, aiming at taking into comsation user and supply oriented

taxonomy as well.

Definitions have been therefore elaborated and reeledion has been done with

ESRAB functions, especially for what concern usesrdged part.

On the basis of the new Definition the existingai@amy has been structured along
seven sections and has been simplified in orderake it a genuine working tool for

the Stakeholders’ platform work and workshops.

The seven top level/sections of STACCATO taxonomey a

- (I) Technologies and Components

- (I1) Equipments and Sub Systems

- (INA) Systems-Services Functions

- . (InB) Design-Manufacturing

- . (IV) Integrated Platforms and Systems and Human Faiors
- (VA) Missions Capabilities

- .(VB) Policy and Support
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STACCATO Taxonomy Structure: Top Level Sections

Section |

Technologies
&
components

Ex: pixel matrix Ex: IR camera reliability Ex: Unmanned
surface vessels
. Section VA
Section Il A Mission
Systems- Capabilities
Services Ex: Rescue of people
Functions Section VB
) Policy and
Ex: surveillance Support
Ex: Training
Centres/facilities,
From basic technologies ...........ccccocviiiiiiiiiiininn, to Missions

Section Il

Equipments
&

sub
systems

Section Il B

Design
manufacturing

Ex: sensor

internal hierarchical ordering between them is iaghl

taxonomy was aimed at Research & Development.

The descriptions on the various levels do meetrtbed.

Section IV
Integrated
platforms and
systems and
Human
Factors

suppliers to indicate their capabilities and useliglentify their needs.

——

pawauo Jaiddns

pajualIo 1asn

The seven top-level sections are provided with romambering for traceability; no

The SeNTRE/STACCATO taxonomy is dual-use taxonoray the domains of
security and defence. As such it contains also stéram the so-called WEAG

taxonomy which was developed for the defence domBiowever, the WEAG

The STACCATO taxonomy forms also the basis for 8IACCATO data base in
which we aim to capture both the systems and stdrsgsoffered by the supply side
and the requirements of the user side.

Therefore the need is to have entries which camdsa by the representatives of
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1.4 Dynamic Scenarios

In the early history of future studies a scenaras\a “story” generating a possible future
starting today and moving forward through a numbérformative events. Due to

uncertainties concerning events and the outcomeéhe$e it was often considered
necessary to create several different scenariog ddenarios were often used as
backdrops against strategies for your organizaompany, defence...) were analyzed.
The scenarios were different for different orgatiemas. Events having a major impact on

an organization are very organization dependent.

For different reasorthe term scenario has been changing its meaning frenistory” to
the end-state. Scenarios have developed to measibfgodutures in which your
organization can find it self. Futures describedemms relevant to your organization’s

need for constructing strategies.

Based on plausible scenarios it is possible tonesé the capabilities required to meet
the challenge posed by the scenario, and how beste those capabilities, as well as
identify possible shortcomings in current abilitieshus, scenarios are to be
considered as a methodology tool for analysis cédts, needs, related technology

solutions and their use.

The types of scenarios just described have beesh eigensively, missing however
the dynamics of the courses of events and the ssieeinterplay between different
interacting actors and factors. To gain furtherights you could use dynamic
scenarios as a complement to today’s standard een@he application in our case

iS on terrorism.
Actors:
« Governments, agencies...

e The terrorists

» The ordinary citizens. (the “audience” of the dgeds
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Factors:
* The balance between protections of national sgcantd protection of civil
liberties.
» The technical development.
* The development of infrastructure.
» The impact of the internet
* The mass media
* Globalisation.
* The changing demand of security.

¢ Root causes.

Just commenting on one factor as an example:

Development of new technologies could facilitateirtermeasures against terrorism
(defensive means). New technologies could howelger give the terrorists access to
new more effective means (offensive). As in warghe a contest between measures
and countermeasures. A very complicated contesedimere are many types (very
different) of measures and countermeasures. Therealao several dimensions of

possible impacts (casualties, economy, disturbanges

Examples of defensive means:

* A more robust technical infrastructure (IT, energy...

» A better defence against bio-agents by better tate¢real time detection and
identification) and better vaccines and medicatiffaster to produce, multi-
purpose...)

» Improved technical means in the intelligence area.
Examples of offensive means:
* New explosives (easier to produce and handle atidhigher effect)

* New “cyber war” — concepts

* New methods to produce and spread bio-agents.
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Technology forecasts combined with some sort obaataction gaming could be

supportive to the analyses.

To summarize concerning dynamics:

The terrorists, at least part of them, seem togile and adaptive. For this reason it is
important to be able to counter yesterday’s thraataell as tomorrows. A three part

strategy is necessary:

» Countermeasures against the repetition of attadkishwhave already taken
place.

* Countermeasures of a more generic type i.e. theyige countermeasures
against several threats. An example could be a gomis management
capability.

» Countermeasures against a clever selection of loprobability — high —
consequences — cases.

* An agile (reacting on early warnings etc.) defemagminst threats towards
which no countermeasures have been prepared (fmmosdc reason you
cannot prepare for all possible threats evenviauld be possible to foresee
them).

» Develop tools to simulate the dynamic relationdiepween “offence/defence”
as the “modern terrorist” will want to anticipatbet defensive “societal”

response and will try to include it in its advangédahning of attacks.

To be able to form a viable counterterrorism sggtié is necessary to understand the

dynamics of terrorisf

2 Cronin AK.: Ending Terrorism. Lessons for defegtial-Qaeda. ADELPHI PAPER394, IISS,
ROUT LEDGE 2008.
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1.5 Stakeholders Platform

In order to enlarge and sustdlre SeNTRE network of users, industry and academia
with representatives of Small and Medium Entergri$8MES), new EU Member
States and other sectors (such as energy, biodkgy; biometrics etc...) and
contribute to European STIB and Technical and eqgaift environment mapping, a
series of technology workshops and interviews heenbconducted focusing on the
identification of technology gaps, of common neeads opportunities for common

market, and of concrete recommendations for thedut

Furthermore, a methodology for organizing and neétmg in a stakeholders’
platform framework has been elaborated. The wonshocluded Industries (large
and SMEs), RTOs, think tanks, academia and usetipation. Particular attention

was devoted to the broadest possible participdtan all EU Member States.

The list of STACCATO workshops; indicating the topthe title, the coordinator and

the dates they were held, is presented below:

List of workshops

Date Mission Location Coordinator
04/06/2007 | Critical infrastructure and Vienna Arsenal Research
network protection / cyber
security
06/06/2007 | CBRNE, including Brussels CEA, Europa Bio
decontamination
11/06/2007 | Interoperability Brussels FOI
12/06/2007 | Crisis Management Brussels VTT
25/06/2007 | Human factors Ottobrunn/Munich IABG
18/09/2007 | Wide area surveillance Ispra Finmeccanica, TNO
19/09/2007 | Movement of People Ispra EU Biometrics Forum
20/09/2007 | Movement of Goods Ispra JRC
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13/02/2008 | 2" CBRNE workshop (focu Brussels Europa Bio, CEA " T——

on Bio-preparedness).

[%2)

5/03/2008 | Technology Watch Brussels Arsenal Research, JRC
Workshop

For the Standardisation mission, there was no déslicworkshop organised since the
consortium was in close contact with the CEN anthioled valuable material from

the relevant CEN working group.

After the first set of workshops in June and Sejken?2007, instead of organising a
2nd set of workshops in the beginning of 2008 &glly planned, it was considered
as more efficient at that stage of the projectaiduict targeted interviews with public
stakeholders and European agencies/ associatipag feom the CBRNE topic, for

which a 2% specific workshop was organised).

As a result, interviews were organised with thdofeing stakeholders in the EU
Member States in the period December 2007-Marci® 200

Austria
» ASFINAG (Austrian highway provider)

Germany
« DEUTSCHE BAHN AG (German Railways)

The Netherlands
* NL Coastguard

* NL Royal Marechaussee

Finland
* Finnish Ministry of Interior
* Finnish Frontier and Coast Guard

» Finnish Crisis Management Centre
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* Finnish Rescue Force/ Emergency Centre Helsinki

- Sweden
» Swedish Rescue Services Agency

» Swedish Emergency Management Agency

- Latvia
* Ministry of Interior (State Fire and Rescue Seryice
* Ministry of Defence (Crisis Management and Mobtimas Department)
* Public Health Agency Riga
* Ministry of Health (Disaster and Emergency Medicentre)

- Lithuania
* Ministry of Interior (Fire and Rescue Department)

» Ministry of Defence (Crisis Management Centre)

- Estonia
» Estonian Ministry of Interior (Rescue and Crisis h@ement

Department)

- UK
« MBDA Human Factors Unit

- Malta
» Malta Maritime Authority

The following agencies/organizations were alsoruisved:
- FRONTEX
- EU Satellite Centre

-  EDA

- Eurocontrol
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An interview was also organised in Switzerland wilie Security Infrastructure and ———

Crisis Management department of SBB (SchweizerisBoaedesbahnen / Swiss

Railways).

Concerning the workshops/interviews organised i fitamework of STACCATO

WP3, the following remarks can be made:

» Participants invited to the workshops represenme gl sectors: Industries,
(large and SMEs), RTOs, think tanks, consultanarespublic stakeholders.

» Participation varied depending on the workshopn(fr® participants in the
Interoperability workshop to 55 in Wide Area Suflaice).

* In some workshops there were very few or no usedustry (big and SMES)
represent the majority of the participants in therkshops. Indeed, it was
difficult to convince public stakeholders to paigiEte and be active in the
workshops. However, a particular attention was mjiwhen organising the
WP3 targeted interviews so that relevant usersipgithkeholders (also form
new Member States) were identified and convincedpdaticipate in the
procedure.

» Key issues discussed in the workshops and intesneere :

Capability needs/gaps

Technology gaps/bottlenecks

Emerging or breakthrough technologies
Problems across the supply chain

Regulatory issues

YV V. V V V V

Common market Issues/Opportunities
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Part 2. STACCATO - Identification of

Technology Priorities.

The objective of this chapter is to present the kesults from the stakeholders’
platform consultation concerning the security tedtbgies aspect. It focuses on
technology gaps/bottlenecks, emerging technologied priority research areas
identified in 9 security missions/areas. A list admmon technology issues to all

missions is also presented.

2.1. Presentation of the 9 Mission Areas

STACCATO has identified 9 missions -both demandtriand supply-chain driven-
corresponding to an equal number of technologicalhs with a homogeneous
community of experts and users. These missions welected on the basis to be
comprehensive enough in order to facilitate the tacn with a homogeneous
community of public and private stakeholders ancenge concrete feedback from

them.
The missions/areas identified in STACCATO are thikofving:

Critical infrastructure and network protection /logr security
CBRNE, including decontamination

Crisis Management

Wide area surveillance

Movement of people

Movement of Goods

YVVVYVYYVY

And the 3 transversal missions:
> Interoperability

» Human Factors
> Standardization
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This list of missions is in line with SeNTRE, ESRA&d FP7 secu-r_ity work T

programmes and has also contributed to the defingf ESRIF missions.

2.2 Common Key Technology Issues

The table presents the technology gaps/bottlenecks @ymta all STACCATO
missions (with the exception of standardisationsimis being handled a different

way).

Technology Gaps/ Bottlenecks

More user friendly systems.

Gaps on communication systems (e.g. security ofneoenications, cryptography, etc

~—

Interoperability of systems

Mobility and transportability of systems

Man-machine systems and their interfaces

Cost of technology

Data fusion

Data mining

Need for more system concept orientated solutions

2.3 Detailed Technology Issues per Mission Area

The table below presents the key technology isgteehinology gaps/bottlenecks,
emerging technologies and priority research ang@asyTACCATO mission.

Mission Area Key Technology Issues

Technology Gaps
» Architecture (long life cycles of platforms requtret
components with new security capabilities must hayve
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Critical
Infrastructure and
Network Protection /

: : : & =
the option to be integrated into existing environisg

« Standardisation: interconnectivity of systems
* Fault tolerant systems
* Technologies supporting assessment routines

Cyber Security * Need for improvement of video surveillance in
railway parking areas and generally in public space
looking at real-time analysis and developing ingelht
systems using advanced analysis methods like pat
recognition The mobile video surveillance unitsiddg
work autonomously with a reliable but simple energ
supply

« Signalling

» Filter technologies for railway cars (in case ofteaial
attacks or pandemia)

Emerging Technologies

» Surveillance technologies (detection capacity,
improved analysis)

* SatCom

* Tailored SCADA / Industrial Control Systems
protocols and security mechanisms

Priority Research Areas

* Fault tolerant systems

» CIP System Architecture

* Risks and Vulnerability assessment methodologiés
tools

» Analysis and visualization of traffic data

» Co-operative Systems

» Defense-in-depth for SCADA / Industrial Control
Systems

» Information sharing and exchange

» Threats and attacks modelling

Technology Gaps
» Biological detection is less mature than
CBRNE chemical detection technologies.

* Real time Biological detection:

Emitter

-laser sources

-available power

-compact,

-robust,

-self-starting (no manual intervention)

Detector

er

an

-spectral resolution
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-data processing electronics
-data algorithm development.

» Most Bio-detection technologies are designed for
laboratory analyses and suffer from false positaves
negatives. The false positive issue is a very gsrame
and is generally addressed by characterizing the
backgrounds extremely thoroughly and with
replication. This does not address the need for
sampling from diverse environments with large
unknown backgrounds and being able to test hund
of potential threats rather than a well defined one

Emerging Technologies

» Decontamination by nano-particles.

» Environmental biochips (potential portability, lmest,
ability to screen a wide variety of targets inchgli
nucleic acids and proteins on the same platform, af
potential use ability for environmental samples of
unknown content).

» Broad spectrum pathogen surveillance system.

* Current technology is still focused on centralized
laboratories and RT-PCR. Speed and diagnostic
confidence in the field will be essential for bokbar-
term and future threats including Bio-detection
techniques that identify threats that have not been
previously defined. This implies assays using
molecules targeted by threats agents rather thgo o
nucleotides or antibodies.

» Alarm electronic system of light detection and ragg
(short range biological LIDAR).

Priority Research Areas
» First responders
* Prevention
* Resilience
* Risk assessment
¢ Human Factors
* Medical counter-measures
* De-contamination
» Epidemiology modelling
» Usability lab

ed

Crisis Management

Technology Gaps
* Biosensors - in mid term
* Mass market warning systems
* Use of new frequency sensors

» Language problems, symbology, common symbols
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(automatic translation)

Emerging Technologies
« Emergesat & SatCormsystems
» Satellite/terrestrial configurations
* New frequency bands
 TETRA based systems
* Seamless communication

Priority Research Areas
Need for devices that could (easily) be used irfitid, and
a "mass-market" alert and warning system.

Wide Area
Surveillance

Technology Gaps

» Detection of abnormal behaviour.

» Detection of very small targets irrespective of enia.

* Need for new sensors: better infrared camerasdssel
detection at night as well as triggering sensdks,d
lazer fence.

* Need of a sensor with higher resolution, with large
coverage and with higher update frequency, espgcig
for operations and for surveillance in the pre-fien
(country of origin of immigrants).

* Unmanned systems with capability of automatic
detection.

* Need of a tool for planning and tasking of the dalis
of remote sensing satellites.

* Prominent need for cameras in small harbours

» Detection of non cooperative vessels, most impdstar
leisure cratft.

» Demilitarized technology.

Emerging Technologies
* Low-light cameras for sea border surveillance
* New sensors, for example the ultra wide swath type

Priority Research Areas
Further improvement and development of detection
technologies

ol

Movement of People

Technology Gaps
* Remote identification technology.
* Reliability of data in old databases.
» Lack of quality usability testing of systems botbir
the perspective of the subject who is being vadidat
and the Border control operative who is carrying ou

the validation process.
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* Slow real time validation of a subject resulting to
delays with impact on the perceived reliabilitytioé
system.

Emerging Technologies
* The use of Neural Network Technology
using Concurrent Self Organising Maps
in the decision making process.
» Ultra Wideband Radar Technology.
* Wireless Sensor Networks in the area of
Remote Automated Surveillance Systems.

Priority Research Areas

e Multi Modal Fusion.

* HCI& System Usability

» Privacy & Data Protection methods

Movement of Goods

Technology Gaps
* Split Command and Control
* Accuracy of information.
» Data security and vulnerability of
e-seal/reader interface

Emerging Technologies
* 100% scanning/ sealing tools.
» Data- sharing prototype for Customs to
Customs communication as well as for
electronic pre-notification.

Priority Research Areas

» Promote disaster resilience, Seek to

ensure that cascade effects from failures donfiggate
through the supply chain, and that systems aretable
restart operation as soon as possible after adenti

* The impact that new technology will

have on an organization and its users. How to tstreiche
organization so that it uses the technology in ptinwl
manner, and also to ensure that the technologinfits the
pre-existing operational routines of organizatiomkile
causing minimal disruption to operations. A comn
problem is that operators are worried of secl
technology because they don’t want their routiresé
disturbed.

non
Irity

Interoperability

Technology Gaps
» Need for more system-concept orientated solutiong
» Security of communications (crypto etc.)
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e Scenarios/ « risk profiling ».

* Open technical standards.

* Analytical support.

* Sensors

* There is a lack of surveillance/ monitoring systam
the technical level, systems which make it eagyeto
an overview of the status of technical system.
However, what is even more important from the
technical systems is command/control and
classification of roles.

Emerging Technologies
* Radio system for exchange of classified information
* Internet based information distribution system.
* CBRN detectors
* Simple-to-handle material which could be used bst {

responders to classify the type of emergency rapid
* Management systems (internet based).

Technology Gaps

« Actor agent communities.

» Network centric operations, but newly designed for
civilian security applications.

* CBRNE scenarios and databases, newly designed [for
civilian security applications.

» Ergonomically ill designed systems must be
redesigned, which leads to more than double ediiait
costs.

* Automatisation concepts don’t have the desiredit€su
because they cannot be used as specified.
Automatisation is a HF problem, i. e. one of fuonti
allocation between man and machine and then amatte
of its intelligent usage.

» Different mental models between users and designers

Human Factors

Emerging Technologies
» Basic and applied research in the areas of
behavioural and social sciences are still not cieffitly
enough integrated into industrial development olisigy
products and services. There must be a betteriolgain
between academia and industry in this respect.
» Simple, reliable and validated tools for
demanding applications are preferred to complex and
experimental systems. The later are importantR&&®
context.
* More reliable and simpler mobile computing.
* Tools and methods for real time audio-visual amxd teg
crisis communication.
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Priority Research Areas

Team-working metrics.
Methods and tools to display selected heterogeneo
situational data in a concise and aggregated madang
be understood by (non expert) political decision
makers.

Text mining” technology is required for handling $82
data.

Translation software for highly demanding texts an
situations (much better than the actual state ehtt).
Sensors to detect flying objects with minimal radar
profile.

HCI design.

HF performance testing tools.

HF in multi-level operations.

Software tools for information processing and
evaluation.

With regard to the lack of specialised support Mg
for analysis and decision support, the FASTI-projed
an example for the direction to take (introductidn
HF centred support tools on Conflict Detection,
Monitoring Aids and Coordination).

Simulation of HF in operational contexts (e.q.lilig
simulation) is still a challenge.

Simulation tools for analysis and training of human

behaviour and “thinking” support.

Tools which structure and support “Computer
Managed communication”.

Decision support tools.

I

S

Standardisation (a key,
transversal topic coverin
all  missions
above. Standardizatic
security activities focu
mainly on the following
subjects: _Buildings an
Civil Engineering Works,
CBRN(E), Energy Supply,
Border Management).

g

S

o

presented
n

Focus on standards for CBRNE and Crisis Managemen
technologies

Priority Research Areas

CBRNE prevention and preparedness
CBRNE response

Vulnerabilities assessment.

Crisis prevention

Crisis recovery

Material discrimination

Automated alarm system

Low false alarm rates

Real time results

Speed of operation

Flexibility to adjust the alarm settings to take

account of changes in risk or location.
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Low manpower commitment
Ease of set up and use.
Health, safety and legal constraints on personal
privacy
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3. STACCATO — Analysis and
Recommendations for the European

Security and Equipment Market

In order to analyse the European Security EquipniMatket several actions have
been conducted. In particularly it has been andlytbe specificity of the demand
side, taking into account users installed and mdrtechnical equipments, regulatory
environment and Security Research Programmes bdthteonal and European level.
These data gave a first picture of the situatian i described below and it represents
the base on which final recommendation has beemtak

3.1. Major Results on ESEM

The collected data on end user equipment instalieti planned were clustered into

for each mission, and key information is reportetbty:

3.1.1. Critical Infrastructures and Networks Protedion/ Cyber
Security

For this mission the key equipment installed are:

- Sensors, in general

- Identification equipment

- Navigation, guidance, control and tracking equiptm@specially for networked
infrastructures)

- Equipment to monitor built infrastructures.

End users have identified some planned procurenmexids in equipment for
improving in information technologies (secure imf@tion treatment) and

identification technigues (including Biometric textiogies).
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3.1.2. CBRNE

CBRNE, and especially CBRN, missions are highlycgised and sensitive, and
related to mainly public operators and first respes, in a limited number in each

country.

It is not a potential “large” market but it desesvepecific attention due to the
importance of the impacts of such threats and igje level of technology required.

In this field, there is a small but very activeestific and operational community in
Europe but very limited in terms of budget. Specatfonditions of level of co-funding

(due to the limited market) and public supportraeeded to develop.

For this mission, the key equipment already inaree:
- CRN local and stand off sensors equipment,
- B samplers and analyzers,
- Xray sensors,
- decontamination techniques,

- rather heavy human protection equipment.

There is a specific need for :
- more reliable (with less false alarms) CRNE detectind identification,

- stand off B detection and in the longer term ideation,

fast stand off E detection (real time),

decontamination light techniques,

light and intelligent protection.

3.1.3. Crisis Management

For this mission the key equipment already used are

- Sensors equipment
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- Communications equipment
- CBRNE protection equipment

- Enable equipment for Command and control Centres.

There is a specific need for improving systemsrfaining and definition of standards

for Radio Equipment (e.g. TETRA) versus interopéitsgtb

3.1.4. Transportation/Movement of People and Goods

The end users contacted for the interviews ares@litinvolved in both movement of
People and movement of goods, so the analysisders ¢tbnducted considering only

one mission.

The key equipment already in use :

- Identification equipment
- Navigation, guidance control and tracking equipment

- Access control (on public transport means) equigmen

There is a specific need for improving in idenafion techniques (including

Biometric technologies) and tracking equipment.

3.1.5. Border Control and Security

The key equipment and platforms already in use are:

- Sensors equipment (especially surveillance teclgmedo Satellite, Radar, VTS ...)
- ldentification equipment

- Biometric equipment

- Marine, space, ground and air platforms
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express requirements for improving the capacitieexisting technologies, towards

lower cost and better reliability.

3.1.6. General Remarks

The end users involved in the process have beeectsdl to have a good
representation of the European needs on securnitipmgnt. The performed analysis
can be used to have a panorama of installed andngdh equipment. Further
improvements can be developed in specify more taildthe key characteristics of

sensors equipment for each mission.

3.2 Characteristics of the European Security
Equipment Market

3.2.1. The ESEM in an International Context

The analysis would not have been complete withames general considerations,
facts and figures presented to illustrate what esgnts today and in the future
(according to studiés the European security market, including some etasnof
areas of intere§t These elements have to be taken into accouheidévelopment of

opportunities for common market.

Europe is considered as a key player in “homelacdrity” :

. Europe is a huge market for security equipmentiarsgcond only to North

America in terms of market share.

(Sources : Frost & Sullivan, GSPR, CSO online)
See also other parts of the STACCATO study repdetaling with the analysis of key issues
per mission (critical infrastructure protectionytber security, etc.).

4
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This market is still in the hands of the privatetee except for infarmatioﬁ P
security, where the state accounts for 50% and tbarefore influence
orientations.

With the increase in terrorist threats across theopean Union (Madrid,

London Tube, Glasgow Airport), countries are plgcngreater emphasis on

improving homeland security through the monitoriigentry and exit points

0 Zoom on European airport security markedrned revenues (top 47
participants) of $2.37 billion in 2005 and estinsatieis to reach $10.35
billion in 2010.

The European airport security market looks set rfdsust growth,

particularly in the wake of continued terroristehts, new European
Union (EU) airport security regulations, rising pasger traffic and the
increasing need to upgrade installed security eqgeig, as well as

integrate this with newly implemented technology.

Opportunities are particularly lucrative in the hoietrics and explosive
detection sub-segments, where small start-up comepamffer

innovative technologies on their own or with lagystems integrators.

* Further, the expansion of the EU has made borédmsively more porous
and policing the borders more effectively is cruéiachecking the inflow

of illegal immigrants (sea, air, land borders cohéind surveillance).

There is therefore a strong demand for technolotfies helps detect
threats at airports, seaports and borders, indudemand for biometric
identification/authentication systems, radio fremme identification and

explosive detection systems.

» Tighter link between EU and US regarding foreigtigyoand transatlantic

trade.
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3.2.2. European Security Market Specificities:

European Security Market is not consolidated likehe USA therefore
this fragmentation makes it difficult to providegldigures without loosing
guality of the data. Example: In the USA, infrastures are 85% privately

owned. In Europe, the proportion is significantyer.

Definition of “Homeland Security / internal secuyritcivil security” varies

from one country to another with various stakehksde

Key Figures :

The world security market is estimated _at $100idwill But it is very
fragmented (the turnover of market leaders doeggratrally exceed €1
billion) and is dominated by the UK and the USA.

The sovereign security market is estimated at atofBO billion It
consists of several segments, the largest and imosbgeneous of which
is the telecommunications- infrastructure segment.

At the EU level, the market was estimated at €700om in 2004.

In 2004, The EU also contributes over €400 millionupgrading security
in new member states, candidates and neighboudngties (Schengen
Facility, Phare, Meda, etc.).

Three Sub markets (examples): electronic, mechbaichhuman security.

Scope market security (examples): IT Security /sSRiat Security.

IT Security

Growing fears about cyber-crime are boosting theogean market for security

systems. Spending on IT securityll grow from $8.7 billion in 2005 to $30.3

billion worldwide in 2015. Similar tendency is iuipe.

Physical Security:

By 2014, the European homeland security technotograrket (comprising

biometrics, screening, RFID, unmanned aerial vebi¢UAV) and closed circuit

television (CCTV technologies) is set to amassIpdadR874.0 million.
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Main Findings: Homeland Security Market in Europe

* The EHLS market is expected to reach about € 900 million by 2014

Overall European Homeland Security Spending (EU), 2005-2014

1,000

EU € Millions

3.3 Diversity and Complexity of Actors in the Secur ity
Market

3.3.1. Variety of Actors

There is an important variety of actors in thedief security. They can be defined

taking into account the following aspects:

By nature: Public actors (Ministries, National aternational Agencies, EU
agencies,...) but also Public / Private actors Harbour authorities, Airport
operators....) and full private Actors (i.e. Banks,...)

- By mission: operators, services providers, tectmolaroviders...

- By position in the supply chain: prime contract@shcontractors, suppliers...
- By position at local, national, European or inteiorzal level (issue of

sovereignty vs. European cooperation).
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Private Security Actors

There is a need to develop the analysis of the igppwrivate security market and
related actors, and to further integrate the “s@wiapproaches” into the European
security market. Services could provide innovatwel cost-effective solutions in the

field of security.

European Agencies

There is a specific need to take into account #meous agencies recently created at
the European level that address security issuesh sis FRONTEX, EMSA or
ENISA. These European bodies are already involvedhe definition of security
policies and the preparation of future securityeagsh and acquisition programs (ex.
EUROSUR and FP7 security for FRONTEX). Therefoleese will contribute to

defining the European security market.

In particular, it is important to strengthen thempacity to develop and support
concrete projects and to envisage the creation edf mledicated budget lines
(including in their respective budgets) for the @siion of equipments, systems and

services.

Another key issue is the comparative analysis betmtbe defence domain and the

security domain as well as their respective reguiatand specificities.

3.4 Sensitivity of Security Technologies

The above elaborated analysis shows that one okelgefactors of the European
security market is the sensitivity of the secut#ighnologies that would potentially be
used in security missions, taking also into accdbatstrict interconnection between

security and defence.
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has increased, thus requiring a suitable levehtd#roperability and commonality of

systems and capabilities.

3.4.1. Definitions

“Sensitivity” could be defined taking into accouhé following criteria :

- The Context in which the mission will take placeape, war, peacekeeping,
peacemaking etc;

- The level of confidentiality (security of informati) considered as appropriate
by the relevant authorities: confidential, seciap, secret etc;

- The level of governance: National and/or Europeatia international;

- The Customer: government (public) and/or private;

- The domain: Security vs. Defence.

3.4.2. lllustrations

The following pictures illustrate the possible difinces between the defence and the

security domains.
A large majority of the technologies involved infBlece equipments and systems are
sensitive, independently from their assigned oegeen missions (see the X-covered

area in the above chart).

It is only some of the basic technologies that migh considered as non-sensitive

(see the area divided by the dotted line)
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On the contrary, the sensitivity of the technolsdiar security has communality with

defence but could be different.

Practically, the actors (whatever their status migg) may generally use less or more

sensitive technologies, depending on the species.
As seen in the above chart, the technology seitgitiepends on the missions to be
addressed by the final user: private entities iargh of citizens’ protection at a low

level or public bodies in charge of police missions

It is important to remark that the sensitivity degealso on the specific Member

state’s interests.
The dotted lines represents the fact that genenadlgan assume that the sensitivity of
the technologies depends on the missions thatitfexesht “actors” are supposed to

achieve, namely of a low or a high intensity.

Some of them are considered as sensitive as ie thdke defence case.
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Sensitivity of missions

It is also necessary to note the potential diffeeebetween actors and end users, and
their role in procurement, notably when end useesnat the buyers of the systems
and equipments. For example, in some countriesirmsgdme specific contexts, fire
fighters can purchase equipment for the customsagemnent bodies, or infrastructure

operators can act as buyers for other end users.

3.4.3. Assessment and Lists of Security Related Tewlogies

Among other possibilities under discussion, it dooé the interesting to analyse — or
to update - a dedicated list (one or several )ist(s principle just one) of security
related technologies, with a level of detail tofoeher defined (global or sectoral
approach...). It seems important, in order to defimreeparameters of the sensitivity of
security technologies and of the European secoréyket, to address these issues and
to launch a debate at European level in order ¢otity the possible solutions and

alternatives.

» Existing reference documentation:
o Wasenaar,
o Dual-use code of conduct,
o Taxomonies (SeNTRE document, improved by STACCATO...)
0 ESRAB Report,
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o Frascati code (TRLs approach)
o CPV (Common Procurement Vocabulary) of the European

Commission

* New list(s) :
o On the basis of the existing lists, it could beeiasting to build up a
new consolidated list of security products, servicend related
technologies in order to facilitate the monitorimgthe different actors

operating in the domain.

In parallel, there is a need to take into accobatpotential sensitive topics and their

level of sensitivity, including their evolutions.

3.5. Regulatory  Aspects, Normalisation and
Standardisation Activities for Security

The following issues related to regulations havenbeentified :

» Coherence and complementarities with defence riagntg

* Intellectual Property Rights (IPRS).

= T

e

European Union

MS = Member States

D e eteeeereeesnanenesesnereeeanns > links with third countries
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This scheme recalls that the European Union shmuitain in charge to elaborate the
general baselines on regulations and standardisaitb the permanent aim to permit
any national or local stakeholder to further depelmoncepts more specifically

dedicated to local constraints and specificities.

The analysis conducted at Européavel on the legal framework environment put in

evidence some key points :

- Even if, at EU level, there is a clear differeneveen the civil security and
military security organizations and programmes,itery and civilian forces
cooperate more and more often in trans-nationaéraef operations, while
some military specialists are involved in civil sty emergencies

management, sharing equipment and logistic means.

- Cross-fertilisation between civilian-developed teclogies and defence
technologies allow to provide some rapid solutiagn if not fully tailored
for the mission. However, little is currently dorte complement the

programmes in order to optimize the developmentisth@ investments.

- In addition, some coordination is done at Europeasl and at national level

but very little in a multi-national approach.

- Overlaps appear structural to functional secugty, proliferation of security
authorities. At EU level we can count at least 3&rating agencies in
different manners involved in security managemé#rns clear that there is an

urgent need for coordination.

An analysis has been also conducted at Natitexgl, in 13 countries (Austria,
Finland, Germany, The Netherlands, Sweden, Unitedydom, Poland, Denmark,
Belgium, France, Portugal, ltaly, Greece), to ustad the legal framework

environment, along the following axis :
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to implement the security policies and practices;

- Documenting the related national legal corpus, land policies regarding the

European dimension of the issue;

- Providing the official definition of the related main (in this instance the
notions of “homeland security”, “civil protection”and “critical

infrastructure”).

The result of this analysis pointed out the follogviconsiderations (this is only a

picture “as it is” of the situation not a recommatian):

- In almost all the countries the concept of “Seguri¢ strongly related to the

Defence.

- There is at the same time a clear understandia¢nost all the countries that

Security should be a European Issue.

- Security cannot be guaranteed by the efforts ofcoumtry or by armed forces
alone. It requires an all-encompassing approadhctiraonly be developed in

networked security structures.

3.5.1. Regulatory Aspects and Standardisation

Regulation may be considered as a factor that eages the procedural and cultural
differences by setting barriers and protect settparoaches. However, regulatory
regimes should, if they are used to remove baraadsfoster co-operation, contribute

to overcome the European markets fragmentationtarehhance the emergence of
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some common markets in some security areas. Eftigief such activities could be ———
increased if it is associated with the Standaraisactivities.

The benefit of such an approach will, for examjpberease the interoperability and
integration of systems and devices, foster better more flexible communication,

among the existing and future security systems ragtd/orks. That will reduce the

number of variants of technologies and interfacesweell as, when deemed
appropriate, costs of implementation and maintemaimcluding logistic aspects and
related standards (because of potential vulneti@silacross the whole supply chain,
from production to logistic and maintenance). Nbeédss, it would open markets and

allow for a greater freedom of choices.

Standardisation and importance of the StandardSdourity

Standards and related Standardisation activitiesabso of paramount importance to
enhance the Security Market for equipment and mtsdas they address a wide range
of different purposes:

Rapid establishment of markets and acceleratidgaabinologies take-up;

- Opening and/or enlarging of markets;

- Enhancement of competition by differentiating produand servicing;

- Enhancement of industrial efficiency by embodyingsto (or de facto)
practices.

To support the emergence of an ESEM, standardsstamtiardisation activities

should in priority tackle the following :

- Create an environment to elaborate a method foattadyses of the existing

standards landscape related to security;
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- ldentify the Security market factors that are legdand/or stimulating the ———
standardisation activities (taking into account threczonomical and

technological impact);

- Define a method for the prioritisation of the areésctions in this area. This

could be undertaken within the ESRIF activities.
There is a lot of work at both European and inteonal level on standardisation.

This is more and more related to security issuab Eld budgets already exist for
support of such activities.

However, it should be increased and oriented mpeeifcally towards the efficient

and concrete elaboration and implementation ofrtieah standards.

In addition, the allocation of EU funds (for examplstructural funds and external
border funds) should be conditioned upon the imatiign and development of a
minimum level of standardisation and interoperapi{ffor equipments, systems and

services, between end users and between diffeoentries).

Finally, regulations should be considered in a fp@simanner, they are a key
contributor to a market driven approach that ibedurther developed and adapted in

order to address current and future security issues
These regulations are going to be decisive faetndsif properly targeted could have
positive impacts, such as harmonisation, interdpkna and flexibility. Contrary to

this, the general perspective on regulations hibldstheir lack is negative.

Nevertheless, the more sensitive activities wilhtowue to be subject of specific

controls, which couldiefactoput a brake on their development and implementation

Moreover, it is also important to take into accotlvé fact that regulations could have

“collateral” impacts — generally more positive thaggative, such as the strengthening
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of the global supply chain.

On top of that, compliance to standards has to dm@ralled by Authorities to
guarantee that the “EU flag” is justified. It is pmposed to establish in some critical
areas a European test and certification lab(s) mraeneutral and competent

organisation, in order to test the performancespaadide this European label, or not.

3.5.2. IPRs — Intellectual Property Rights

Industry and RTOs express regularly their concem3PRs and consider that their
proper treatment is of prime importance to theradts of all contracting parties :
European Commission (and all relevant Agencies)mbkr States, RTOs and
Industry.

The consequences for the quality of results dedider

- Used appropriately, IPR can be a catalyst for enger Security

Technological and Industrial Base.
- Conversely, inappropriate IPR stipulations mightduce the opposite effect
in terms of customers and industrial interests wdtlpotential increasing

duplication and continuing market fragmentation.

General Industry Position on IPRs for R&T :

Industry is always looking for flexible “instrumesitable to take into consideration
the level of funding, the importance of the backm brought by industrial
stakeholders, the technology maturity and aimingwoid unnecessary duplication in
the European STIB.

IPRs principles ensuring flexibility should be négted to treat in priority:
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- Background dissemination (not foreseen during ttghase)

- Foreground dissemination for further cooperatiothwihird Parties.

All these issues must be treated with a clear denation of the two most important

contractual instruments: grant actions and procargroontracts.

Industry considers as more appropriate any priasiglocusing the IPRs main
dissemination within the individual projects ingteaf any mechanisms granting
automatically to all “contributing” Members Statesed” and “have used” rights for
large and broad security purposes whatever bemdgtrel of co-funding and funding

of the respective contributing Members States.
That is why Industry should continue to explain thest important message on the

IPRs: individual projects might give rise to morpesific arrangements to be

negotiated on a case-by-case basis.

Specific Comments for IPR on European Collaboraiéd :

Collaborative research, by its very nature, willyren the members of the consortia
combining their pre-existing background knowledgel generating, through project

execution and delivery, foreground knowledge.

For example it must be said that FP7 rules of gigdtion, like those of FP6 before it,
address in a detailed manner how background ardjfound IPR will be treated in

terms of ownership, protection, access rights aed u

Industry felt that “security research” has certgpecificities which needed to be taken

into account:

- Firstly the possibility for the Public Authoritigge European Commission,
Members States) to control the transfer and dissdion of knowledge for

sensitive projects,
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- and secondly the requirement to identify for spegfoject information (with s o
the eventual assistance of the Programme Committee)der to be able to
inform “end-users” of research of potential intérmsthem and to co-ordinate

national research.

In a general comment, there is a need for simplifim of procedures and rules, and

for a coordinated body in charge of these issues.
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3.6. Funding Issues in Security Procurement Activit ies

R&T

In terms of funding for R, T&D: the following keydses have been identified :
- Level of funding, to be defined taking into account

The parameters of the ESEM (actors, regulations); et

The level of sensitivity of security technologies;
Self-funding (Industry);

O O o o

Rules applied to security theme with regard to 0@ and themes;

- Potential complementary funding (i.e. to EC FP7 amdlustry/RTO
contribution) for security technologies, for a ketevel of funding (including

for R,T&D) and for acquisition:

0 From Member States

o From other EU bodies (i.e. such as more joint astiand associated
joint calls, between DGs, themes, EC and other dsodiuch as
FRONTEX, EDA, ESA, etc.)

o From a joint initiative among MS and EU functional European
common initiatives such as the best practice okt8g&MES) and in
development for Unmanned Aerial Vehicles (UAVs) aMaritime

Surveillance.

- The need to take into account the ESRAB reportmegendations

7C



Volume

75% Funding / Missions

As it has been detailed in the ESRAB report, thedfing level for the R&T will

depend on the accessibility of the potential market

The more the market will be controlled by secunggulations, the more the

technology providers will pursue for a higher leg&funding.

This principle has been taken into consideratioenwkC has finalized its regulation
for the 7" Framework Programme Agreement. This is applicidiliéhe FP7 Security.

Procurement
In order to further analyse the key issues of tamfean Security Equipment Market,

and in particular the procurement aspects, STACCAEGommends to launch a

dedicated study on funding and procurement issuteeifield of security.
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3.7. Analysis of National Research Programmes

10 EU Member States have published specific NatiSeaurity research programs or

have a specific part in their national programsSecurity themes.

All of them have been analyzed.

Nation Budget Beginning of the
Programme

Austria 9 M€ 2006 --- 15 M€ 2007 2005
110 M€ (up to 2013)

Czech Republic 161 M€ for 2004-2010 2004

(only part for security) (only part for security)

Finland 80 M€ (2007-2014) 2007

France 11,1 M€ (2006) ; 11,7 M€ (2007 2006

Germany 20 M€ 2007 2007
100 M€ (2007-2013)

The Netherlands 80 M€ (2008 — 2011) 2007

Poland 105M € 2006

Spain To be decided year per year 2004

Sweden 6 M€ per year for 4 years 2007

UK New Programme 202011 2000
budget (TBD)

This analysis underlines a growing need for investivon security research in most
of the European countries (from 2004 to 2008 thmber of national programmes

increased from 3 to 10).

Looking at the contents of the programs there aneescommonalities:
— Crisis management capabilities
—  Critical Infrastructures protection

— Information security

And there is a need for more coordination, pooltmnplementarities, potential joint
calls, programmes and budgets, between MembersSgaétional programmes) and

between Member States and European institutions.
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3.8. Synthesis of Key Market Issues for the 9 Missi - on T

Areas

The table below presents the key ESEM issues fikhtin the project per
STACCATO mission area.

Mission Area

Key Market Issues

Critical Infrastructures and
Networks Protection/ Cyber
Security

The Security market for critical infrastructure dsa lot of facilitation
as normally the way from basic research to thd fineduct is rather
long, but the end-user can not be kept within RTBjgzxts for the
whole development-time. Apart from the fact tha stakeholders of

critical infrastructure protection are highly sdneion the issue due to

heterogeneous legal constraints, a diverse undeéiatpof security
missions, a diverse history and due to the faat, tthis is not core
business. By encouraging the building of peer-gsothpe exchange of
experience can be promoted, generating a presauszbnology.

CBRNE (Including
Decontamination)

There is currently a limited market for Bio-detectiproducts and the
defence related market is minimal. The best wawdod is to design
Bio-detection system for dual use (e.g. defencediaghostic/food
safety industries). Making the standards compafdoidoth could be
important but it could be difficult because thesrold of detection
may be different.

Difficulty to find the good balance between seguaspects and
constraints for people (example of airports hawend@ghlighted).

Crisis Management (Focus
on Information and
Communication Issues)

From the market perspective, crisis managemenissact and not
preventative, when compared to non-crisis fields.

Wide Area Surveillance

To develop a common market, standardisation, &atigms anc
networks/agencies play a major role:

Standardisation this seems to be a dominant point of atten
Standardization is a priority for the systems thelwes and fo
interoperability among them.

RegulationsWide area surveillance involves several entifiesuch
multi-stakeholder field, regulations will foster anvironment in which
technology development as well as operations angaration will be
more effective Networks/agenciesetworks and agencies seem to f(

ion.

brm
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a key element in wide area surveillance. They Lmngmany users—
involved in the topic and they can be in a 'neytaaition’ in order to
facilitate the dialogue between the supply and aehsades. They, of
course, could help in structuring funding programrard foster
cooperation among various stakeholders.

Attention is needed to long-term decision makingva$
as to the reinforcement of information sharing vather related actors
(usually under data sharing legislation: MOU etcThe situation can

only be improved by putting the efforts of sevestalkeholders together.

Movement of People

Lack of a coordinated pan-European border contjoipment policy.

Movement of Goods

For GNSS what is needed to speed implementatigavsrnmental
support through for example quick customs procesigeCustoms
etc...

Interoperability

The market within the EU for security equipment flagmented,

Fragmented on the demand side and on the suppdy wiilh many
industries ranging from big defence industries MES of different
types. the fragmentation leads to less securityHerEU citizens for
given amount of allocated resources.

The fragmentation could e.g. lead to

- Lack of interoperability

- An underinvestment in technical systems
- Inefficient acquisitions

Human Factors

Human factors should be a market but it seemsonio¢ trealised yet.
Any product or market where human decisions ooastbccur is a
prospective market for human factors.

Standardisation

See related part to standardisation (3.3)
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3.9 Synthesis of Key lIssues for One Example 6f

Mission Area

The

sensitivity of security technologies,

following table aims at presenting the key rearissues (diversity of actors,

regulatiomsms/standards and funding

mechanisms) applied to one mission area analysaagdine STACCATO study.

Mission
Area

Key Market Issues

Mission

Wide Area
Surveillance

(focus on the
blue area
surveillance)

This mission
includes
several
activities,
such as
border
security, port
security,
fight against
terrorism,
illegal
immigration
and illegal
fishing, anti-
pollution
measures or
also the
transport-
related
monitoring.

Diversity of Actors

There is a huge diversity of actors in the fieldvide maritime area surveillance, at different leve
- local, national, regional, European and Internation

- at national level, different organisations existtfte various missions, coordinated at inter-
ministerial level or not, or only partially (betweéhe Navy and Coastguards for example). In se
countries there is one authority in charge of adtiat sea (ex. Préfet maritime in France)

- at European level, European Commission (includiffgrént DGs : JLS, Enterprise & Industry,
TREN, MARE...), EU Council and bi-multilateral coopéion, European Agencies (such as EMS
FRONTEX, EDA, ESA...), NATO...

- atinternational level : IMO (International MaritgrOrganisation)...

- public and private, such as Customs or Navies andriy and services company providers,
transport operators...

- organisations and associations of companies, regaperators...

- links with an more and more involvement of thirdintries (EU strategic partners, EuroMed...

Sensitivity of Security Technologies

This point needs to be further developed, takitg &ccount the responsibilities of the actors
involved in the mission, but also new evolutiongatitical level and technologies.

But there are more and more synergies, potentialaies of scale, and cost savings to be
developed in order to ensure more interoperabllityter costmeasures and better operational ar
flexible capabilities, betteneliability.

Regulations, Norms, Standardisation

Regulations and norms exist at national, Europedrirgernational level.

Depending of the mission, Member States and/or fg&ao Union are in charge to elaborate the
norms and ensure their implementation.

New EU policies are also to be considered : futnagitime policy, integrated border managemer
strategy, etc.

Particular emphasis should be made on standardseamdiechnologies.

Funding Mechanisms

Some funding sources exist at national and Eurojesahto develop wide maritime area
surveillance capabilities, but still relatively lited. There is a need for new and more
complementary and additional budgets, including hygyes of acquisition or services offers,
dedicated to joint and structuring programmes, thaseexisting initiatives (maritime policy,

eral

DA,

nd

EUROSUR...) and pilot projects.

This kind of analysis per mission should be furttheveloped in order to identify the
key issues and opportunities related to the market.
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STACCATO Main Conclusions

The STACCATO project arrived to several key conidaos on European security
technology and market issues by establishing a aamtgn of public and private
stakeholders and developing common language methmde- the STACCATO

“tools” — that are presented in detail in this report gbase, security taxonomy,

report on dynamic scenarios...) in order to mamégaid further develop this network.

It is evident from the work conducted in STACCATIGat in many casegchnology
exists but adaptations or specific developmentsneeessary towards integration,
interoperability and innovation. The exhaustiveleitption of current technologies as
well as accessibility and affordability (cost ispaee also key issues that need to be

examined when looking for new technologies.

As far as theEuropean security market is concerned, it exists but is very
fragmented. Taking into account the specificitiésecurity technologies and market
and each security area/sector, it needs to be kdatal and developed at the EU
level with related regulations, standards and fagdnechanisms (including new
additional and complementary). The consolidationusth include emerging actors
and sectors as well as new developments such dibenalisation of markets and the

developments within the EU in sectors like eneogynmunications, environment.

The development of an European Security Equipmeatk®dt (ESEM) should also
include competitiveness as a key issue with adequaéasures regarding the
international competition: international cooperatiand international norms taking
into account European interests regarding the acemarket in two levels : intra-
European and access to third countries. In gensealjrity could be seen as a big
opportunity for European competitiveness in termf industry and R&T
developments, through concrete research projeasn@ore national and European
programmes, including more joint and structuringrapches and innovative funding
mechanisms. These activities will have to be deedan close cooperation, since the
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support services.

To set a favorable environment to help the ememgdoc such a market, Europe
should foster a set of the procurement policiedrige the innovation in the security
field. The Communication (COM(2007) 799 final Pmyumercial Procurement:
Driving innovation to ensure sustainable high dyapublic services in Europe,
outlines a number of issue that should be examiaddpted to cover research and
development activities in the security area. As example, identifying public
purchaser in a selected number of areas should dmsigle, especially if
demonstrators are to be developed under the ESRfRisl way, concrete organising

the risk benefit and sharing of such procuremeuntdbe established

Security constraints may not only hinder the usethef technology, but also the
innovating solutions and products may generate thegats and new vulnerabilities.
There will be tradeoffs between public acceptanicéhe additional constraints and

the improvement of the citizen’s security.

In general, to improve the citizen’s security thésaman” related factors must be
taken into account. Actions, and Member Statesigdishould also take into account
the fight against the roots that are generatingaasty. Reducing societal difference
and gaps, more communication and education aboet ctiitural and ethnics

differences should benefit from the support actions

The role of Member States will of course have tmag important and taken into
account since security is a key issue of natiomakemeignty, but this should not
prevent from more interactions and cooperationhat EU level. New policies and
initiatives at European level also generate newodppities for European security

actors, contributing at the end to the securitthefEuropean citizen.

STACCATO’s recommendations will be disseminatedE®RIF and can also be

useful to European and national security R&T progrees.
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Finally, further studies are needed for ESEM sjp@tids and common oppo-rtunities_r el o

to be considered as a key European and natiormaltypri

The STACCATO recommendations on European Security Equipment Market are
presented in the first part of this document.
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ANNEX:

STACCATO List of Priority Research Areas

Missions

Priority Research Areas

Critical Infrastructures
and Networks Protection/

» Fault tolerant systems
» CIP System Architecture

Cyber Security * Risks and V_ulnerability assessment
methodologies and tools
* Analysis and visualisation of traffic data.
» Co-operative Systems.
» Defence-in-depth for SCADA / Industrig
Control Systems
» Information sharing and exchange
» Threats and attacks modelling
CBRNE » First responders

* Prevention

» Resilience

* Risk assessment

¢ Human Factors

* Medical counter-measures
» De-contamination

» Epidemiology modelling

» Usability lab

Crisis Management

Need for devices that could (easily) be used in
field, and a "mass-market" alert and warning
system

Wide Area Surveillance

Further improvement and development of
detection technologies

Movement of People

* Multi Modal Fusion.
* HCI& System Usability
* Privacy & Data Protection methods

Movement of Goods

» Promote disaster resilience, Seek to
ensure that cascade effects from failures don
propagate through the supply chain, and that
systems are able to restart operation as soon

possible after an incident.
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* The impact that new technology will T——
have on an organization and its users. How to
structure the organization so that it uses|the
technology in an optimal manner, and also to
ensure that the technology fits in to the pre-
existing operational routines of organizatipns
while causing minimal disruption to operations.

A common problem is that operators are worried
of security technology because they don’t want
their routines to be disturbed.

Human Factors » Simulation tools for analysis and training
of human behaviour and “thinking”
support.

» Tools which structure and support
“Computer Managed communication”.

» Decision support tools.

Standardisation « CBRNE prevention and preparedness

* CBRNE response

* Vulnerabilities assessment.

» Crisis prevention

» Crisis recovery

* Material discrimination

» Automated alarm system

* Low false alarm rates

* Real time results

» Speed of operation

* Flexibility to adjust the alarm settings to
take account of changes in risk or
location.

* Low manpower commitment

» Ease of set up and use.

» Health, safety and legal constraints on
personal privacy.

* % %
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