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Executive Summary

In an ever-changing strategic context, some factors appear to steadily
influence the structure and use of military power; the changing nature
of scenarios requires the Armed Forces to be effective in both qualita-
tive and quantitative terms, flexible, mobile, modular and deployable,
able to respond promptly to a crisis; the strong joint and combined
character of international military operations requires high interopera-
bility standards with a wide range of partners; the economic constraints
significantly limit defence budgets and dictate choices which are in-
creasingly based on a cost/benefit analysis; technological change, par-
ticularly in Information Technology (IT) and force protection fields,
means that systems become quickly obsolete, making a constant updat-
ing and upgrading process essential.

In particular, IT has been instrumental in connecting civil society, by
proving unprecedented speed of communication, ease of information
dissemination, and the ability to exchange and share data in various
formats, all at a relatively inexpensive cost. This “revolution” has been
crucial to many areas of social interaction, and the military is no excep-
tion: a real race towards digitization of the army has now been under-
way for years in several countries. As frequently happens in the military
technology field, it was the US that made the first move in this direction,
nearly two decades ago, while Great Britain and France have made simi-
lar efforts in more recent times. In 2002, at the NATO Summit in Prague,
some important steps were taken in this direction; for example, the
Allies’ commitment to acquire a set of core capabilities, including a Net-
work Enabled Capability (NEC) to implement the transformation pro-
gress. Through the “NEC” acronym, NATO planned to combine diverse
traditional, procedural, technical, organizational and human elements,
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from different organizations, into a single network, with the objective of
enabling interaction in order to achieve and maintain significant strate-
gic superiority. This was a less disruptive choice than the one taken in
the US, but equally efficient, preferred by NATO and several other coun-
tries such as Italy. In recent years the US was forced to partially abandon
its initial approach, due to the unacceptable rise in the costs of their am-
bitious program.

The core element of netcentric theory is the networked interconnec-
tion of “sensors”, namely technical or human elements which detect na-
tural and human activities, “decision-makers”, in other words personnel
who make decisions on the basis of the available information, and “ac-
tuators”, those that deliver the effect of the decisions taken. All these
elements are integrated into a single structure, to exploit information
and operational capabilities to achieve outcomes that are coherent with
the desired goals. Only through connection to the network and the abili-
ty to access and share information, it is possible to gain a Shared Situa-
tional Awareness, a real force multiplier. In comparison with traditional
armed forces, a netcentric force is able to operate in a wider geographi-
cal area, with fewer resources, better distributed, with greater precision,
scope and survivability, in a synchronized way and with an accelerated
reaction time. Therefore, a netcentric force is proportionally more effi-
cient and has more chance of success than a traditional one.

Another element of the new netcentric philosophy is the so called
“spiral approach”. This approach implies an acquisition program struc-
tured through several phases, to gradually achieve the ultimate capabili-
ty while preserving the flexibility to adapt it through the life of the pro-
gram. This approach also allows the first “spirals” to be deployed into
operations more quickly than otherwise. In reality, it would be impossi-
ble and not desirable to bring all the forces to the same level of netcen-
tricity and equipment upgrade. Upgrading through a spiral process is to
a certain extent endless, because technology evolution is constant, espe-
cially in areas such as electronics - it would not be sensible to complete
an upgrade and wait for a next one five to ten years later.

With regards to Italy, the reflection on netcentric capabilities was ex-
pressed as a policy guideline by the “Nuovo Concetto Strategico’ (New
Strategic Concept) of the Defence Staff (2005). It stated: “The ability to
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gather, organize and share acquired data, by means of a robust netcen-
tric C41! system, will make it possible to transform the organizational
structures of the units, formations and Commands in order to make
them more capable of managing future operations”. It is clear that this
transformation of the military should adopt a joint approach, able to
connect the future military capabilities, and to integrate them with cur-
rent projects and with existing assets and platforms (legacy assets). In
2006 the Italian Defence Staff (Stato Maggiore Difesa, SMD) published
“La trasformazione net-centrica: il futuro dell'interoperabilita multina-
zionale e interdisciplinare’ (“The net-centric transformation: the future
of multinational and interdisciplinary interoperability), evidenced not
‘whether’ to acquire NEC capabilities, but rather ‘when’, ‘how’ and ‘how
much’.

In January 2007, the “Forza NEC” procurement program was launch-
ed to enable the military to operate better in a joint and multinational
way, and retain Italy’s ability to operate alongside its main European
partners. An Army-led joint procurement program, the project was in-
tended to ensure that all the Armed Forces would achieve netcentric ca-
pability. This approach raises particularly difficult technical challenges
for the Army, with its greater focus on a soldier fighting force. Deploying
at the soldier level is particularly complex, compared with enabling
ships or aircraft. Within this innovative approach aimed at transforming
the military, digitization is the starting point, or rather the only way to
achieve and develop netcentric capabilities. Digitization implies the use
of digital systems and technologies in the operational domain to gain,
exchange, correlate, and use the information quickly. The “Digitization
of the battlespace” is the process enabling the elaboration and transfer
of a variety of information amongst different players in the field in real
time, or in near-real time.

For the past 20 years Italy has made a significant contribution, some
in leading roles, to international military missions, including some of the
most complex and difficult. Examples include the First Gulf War (1991),
three missions in Somalia, land operations in the Balkans, airstrikes

1 Command, Control, Communications Computers and Intelligence.
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against Serbia in the '90s, missions in Afghanistan and Iraq following
9/11, the renewed UNIFIL effort in Lebanon, and finally the recent
NATO operations in Libya. All missions have stressed the need for better
coordination of forces and, in particular, the need for advanced commu-
nications, command and control, capabilities to achieve overall situa-
tional awareness of its own forces and of the allies and the enemy. An-
other important lesson learned was the need to improve the ability to
communicate effectively with allied units engaged in multinational op-
erations, in order to simplify and aid the mission management. Also
emerging from field experiences was the need to increase the protection
of the deployed troops, not only through passive intervention, but also
by providing the best Common Operational Picture (COP), which should
be shared, detailed and updated as frequently as possible.

Considering the constant wear of the materials used in various and
sometimes simultaneous missions, and the stagnation of the Italian de-
fense budget, there is a risk that the Italian Army of the future could lose
interoperability with forces of its partners. This would be very serious
and detrimental both to the ability to conduct an active foreign policy
and to the international status of our country. Today a leading role in
foreign policy involves the ability to contribute to collective and interna-
tional security using, where appropriate, national military capabilities. If
these capabilities do not exist or do not meet the standards set by lead-
ing countries and then modeled on concrete experiences, Italy certainly
cannot aspire to a leading role, as it did years ago with the ALBA mission
in Albania, with the command of NATO forces in Kosovo, in Afghanistan
with ISAF command or in Lebanon with UNIFIL Il command. The “Forza
NEC” program, aims to achieve a netcentric capability for the Italian
Armed Forces and to ensure their interoperability with NATO partners,
as well as a netcentric capability shared by the Italian Armed Forces.

The 2010-2030 Army Operational Concept, (Concetto Operativo
dell’Esercito 2010-2030) based on the guidelines for the Army General
Planning Process (Processo di pianificazione generale dell’Esercito), ad-
dresses the transformation issue in a more organic way. On the basis of
the Operational Concept, the 2013-2032 Modernisation Plan (Piano di
Ammodernamento 2013-2032) details the procurement needs, the re-
quirements for different systems/platforms, the necessary amount of
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equipment, and the schedule of its acquisition, structured on three spi-
rals. In this way, the activities and actions under the Forza NEC program
have been organized into in a more balanced a structured framework to
upgrade equipment and operational and logistic platforms, amplifying
the scope of the program and improving its effectiveness. It was neces-
sary for a program such as Forza NEC to be aligned, before its launch,
with other modernization and procurement programs being developed
by the Ministry of Defence, to avoid duplications and inefficiencies re-
sulting in a waste of resources. Forza NEC aims to integrate, under a sin-
gle and comprehensive umbrella, other systems and programs such as:
the Army Command and Control System (Sistema di Comando e Contro-
llo dello Stato Maggiore dell’Esercito SIACCON); the a Command, Control
and Navigation System for the digitization of combat platforms (Sistema
di Comando, Controllo e Navigazione - SICCONA); the Future Soldier
(Soldato Futuro) program; the Blue Force Situational Awareness
(BFSA), a system to identify friendly units; the Software Defined Radio
(SDR), a new type of communication equipment.

The total cost of Forza NEC has been estimated at €22 billion over 25
years. Currently, for the two year period 2010-2011 an initial funding
amount of almost €325 million has been provided, while for the period
2012-2016 there is a second tranche of €475 million, for a total of €800
million. The cost of the first spiral, which extends over the period 2007-
2018, is estimated at around €9.5 billion. The regularity and certainty of
funding is essential for the success of the procurement program, be-
cause Forza NEC requires constant and parallel progress in the various
subprograms, as a setback of any of these would have an immediate
negative impact on the others.

The program covers a period from 2007 to 2031, with a spiral ap-
proach similar to that experienced by other NATO countries. A process
of this scope, involving the full spectrum of land capabilities, from the
dismounted soldier to the main command levels, requires a staggered
approach to the acquisition of capabilities. The immediate acquisition of
all the netcentric assets would not be sustainable in terms of cost, and
the equipment would become out-of-date quickly due to the rapid evo-
lution of technology.

The Forza NEC program includes the following phases:

11
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- The feasibility study, completed in 2007;

- The Project Definition (PD) phase, which includes the initial design of
the force as well as initiating activities for the implementation of the
Integration Test Bed (ITB);

- The Concept Development and Experimentation (CD&E) phase;

- The implementation phase of the first spiral, which includes: the
completion of the ITB, the link between the joint Modeling and Simu-
lation (M&S) initiatives, the creation of the first Digitized Medium
Brigade (Brigata Media Digitalizzata), the digitization of the amphib-
ious Landing Force, the digitization of 50% of the so-called enablers
(tactical-operational and tactical-logistical support);

- The implementation phase of the second spiral, which includes the
creation of the second Digitized Medium Brigade and the digitization
of an additional 25% of enablers;

- The implementation phase of the second and third spiral, which
completes the program digitization.

Other defense procurement programs usually move directly from the
Project Definition to the production phase and distribution of various
materials and capabilities. However, due to the complexity of Forza NEC
and the huge financial commitment, a new phase was inserted between
the PD and the subsequent production phase. This further step serves as
a “capacity bridge” between two phases, and is called Concept Develop-
ment & Experimentation (CD&E). The CD&E is an important element to
evaluate the coherence and effectiveness of the various systems to be
adopted prior to their production. Formally, this specific phase began
with the contract n.1.219 on June 9, 2010, for an implementation period
up to 2013.

The Integration Test Bed (ITB) plays a central role in the CD&E. It is
composed of a series of interconnected sites, which support the valida-
tion activities, the verification of system integration and the testing to
address later developments. ITB is the practical application of Modeling
and Simulation, which will be undertaken throughout all the program’s
spirals to test the various capabilities. The ITB takes place on a number
of Italian Air Force, Navy and Army sites, the latter providing the majori-
ty and the hub of coordination established at the Army’s Center for Sim-
ulation and Evaluation (Centro di Simulazione e Valutazione dell’Eserci-
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to CESIVA), the first site to be created. The ITB also involves some inno-
vation in training. For example, defence industry staff operate closely
with military personnel in testing the techngologies provided. In addi-
tion, when a new vehicle is deployed, the fact that civilian and military
personnel work together side by side facilitates the learning process by
the end user.

The next step of CD&E was to identify a suitable structure in terms of
location, size and capacity, able to become the Experimental Digitization
Unit (Unita Sperimentale per la Digitalizzazione - USD), for the Italian
Army. Rather than creating a special unit from scratch, the 31 Tank Reg-
iment in Altamura was tasked to study and test the new capabilities. The
CD&E also includes the design and development of Command, Control,
Communications Computers and Intelligence (C4I) systems, and the te-
lecommunications “backbone” which will manage the flow of informa-
tion among the various systems.

With regard to the industrial issues, the NEC concept adopted by
NATO will inevitably influence the procurement and defense market in
coming years. The basic ideas of this concept have imposed a series of
new requirements for which industry has had to adapt: modularity, in-
teroperability, flexibility, industry-military cooperation, are just some of
the new keywords that mark the evolution in the defense market. The
need for a holistic approach to NEC has led to a series of considerations
within both the civil and the military environments that led, for exam-
ple, to the introduction of CD&E and the ITB.

The intervention of the industrial sector in supply, testing, simulation
and verification of systems and technologies, which occurs also
throughout the ITB, may appear easy. But a variety of assets are needed
to equip a divisional level unit, including logistics, electronic warfare
and various support units, in addition to the traditional combat func-
tions. Therefore, several suppliers are required. If these suppliers were
operating without mutual connections, this could compromise the utility
of the netcentric architectural design. A second complexity is that a plu-
rality of suppliers requires a series of different contracts with the Minis-
try of Defence (MoD), which may create further difficulties for end-users
and increases the number of administrative actions required for each
individual contract. As a result, the industry has agreed to provide the

13
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customer with an integrated solution that is ready-to-use, rather than a
series of elements to be integrated by the customer. The customer re-
mains responsible for planning what to buy, the requirements, the
amount of equipment and the purchase timeframe. The supplier has the
task of integrating all the necessary hardware and software. The com-
plexity of the integration process has driven the MoD to choose Selex
Sistemi Integrati as the unique industrial partner with the role of sys-
tems integrator. To solve the second problem, i.e. the number of parties
and contracts, Selex Sistemi Integrati has been identified also as prime
contractor, to act as a coordinator between the various industrial part-
ners in a position of primus inter pares, representing all the other com-
panies with the MoD. Leading Italian security and defence companies
are amongst the industrial partners.

One of industry’s tasks in Forza NEC consists in updating and digital-
izing the Army’s vehicles. For example, analogical armoured vehicles
such as Centauro, Dardo or Ariete are digitized with the upgrade of the
Command, Control and Navigation System SICCONA. With further im-
provements to be introduced on the next generation armoured vehicles
Freccia, Forza NEC plans to adapt SICCONA to Freccid's specifications,
for example, introducing a broadband radio. The individual soldier, who
plays a key role min theatre, requires special attention. In order to fully
integrate every soldier in the C4l architecture, he or she must be pro-
vided with an extra load, in addition to the standard equipment. For this
reason, the project So/dato Futuro, created in 2003, has been integrated
into Forza NEC and will provide the basic equipment for the dismounted
soldier. The soldiers, albeit on a smaller scale, will be equipped with dig-
ital capabilities such as individual computers and radios, now developed
by industry with special attention to the issue of power consumption.

In order to better deal with such a relevant transformation process, it
is also important to consider the experience of two countries such as
France and the United Kingdom. The French Armed Forces have adopt-
ed a NEC approach to lead the netcentric transformation of its military.
Its joint network is based on the satellite communication system SYRA-
CUSE and software defined radios, while strategic and operational level
connectivity relies on SICA. In 1999 the French Army launched a bat-
tlespace digitization program, based on the multi-level communication

14
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network RITA, to be completed by 2020. Within this framework, the
SCORPION program aims to deliver netcentric Army equipment, while
the FELIN program is particularly focused on the dismounted soldier. So
far the French experience has confirmed the benefits of the netcentric
transformation, but it has also highlighted problems of interoperability,
training and management of information flow. The French Air Force’s
network has been developed mostly through the command and control
system SCCOA, which will be integrated with the corresponding NATO
systems, in the new version currently being developed. The French Navy
uses SIC-21 system, which integrates different communication net-
works, as well as operational and intelligence tools and instruments
necessary for naval operations management. Finally, the French Minis-
try of Defence is developing a plan to gather various systems together
into a single joint system of systems. This project is very ambitious, and
presents many interoperability challenges.

Since the mid-90s, the United Kingdom has been transforming the
Armed Forces into a fully digitized and interconnected military force,
but the process has been slow. Today there are still some important sys-
tems which are “isolated” or which have rudimentary connections to ot-
her national or Allied assets. The British Armed Forces in the last ten
years have experienced a clear revolution in digitization of individual
capabilities and parts of equipment, but achieving a full and complete
netcentric capability for the British Army, Royal Navy and Royal Air For-
ce is still a real challenge. Budgetary issues, setbacks in procurement
programs and, in particular, a sustained and massive commitment in Af-
ghanistan and Iraq have all contributed to making this process more dif-
ficult. The Bowman communications system remains the cornerstone of
the command and control system of the British Army, while the ELSA
package and the ROVER terminal are important elements of the upda-
ting process. The British Army also has a specific program dedicated to
the dismounted soldier, FIST. For historic and structural reasons, as in
the French case, the Air Force and the Navy in the UK are more integra-
ted into the netcentric environment than the Army, but there are also
critical issues and interoperability problems. The progressive adoption
of the Link-16 from the various platforms is certainly an important step
towards a resolution of these issues.

15






Foreword

In the last decade the strategic framework has changed dramatically, de-
termined by a radical evolution of the threats and the challenging budg-
etary constraints facing the Armed Forces in the near future.

The need to adapt to an ever-changing operational environment has
required an extraordinary effort, which is ongoing, to transform the Ita-
lian Army and provide it with adequate structures, capabilities and doc-
trines in order to effectively operate in the current complex scenarios.

The Italian Army has undertaken several programs in order to mo-
dernize, adapt and acquire capabilities. These projects are based on a
strong technological base, which is necessary not only to meet the gro-
wing Situational Awareness and force protection’ requirements, but also
to continue to ensure full interoperability of our military with allied for-
ces. In this context, I can say with confidence that we have been able,
through forward looking planning and wise choices, to bridge the tech-
nological gap with those armies which initiated significant up-scaling
projects ahead of us.

[ refer in particular to the “Forza NEC” program which is aimed at
creating, initially, a divisional level force, able to be deployed and to
operate in a digitized battle-space, ensuring interoperability at a joint
and multinational level. It is an ambitious project, extraordinarily inno-
vative, and represents the cutting-edge of the entire modernization pro-
gram of the Italian Army.

Furthermore, “Forza NEC” is a real example of a synergic and integra-
ted civil-military effort, providing a model for the planning and defini-
tion of military requirements, to ensure the most efficient use of resour-
ces and the optimal collaboration between the Armed Forces and the de-
fence industry.
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In conclusion, “Forza NEC” is the essential tool in terms of approach,
capabilities, structures and procedures, to successfully operate in to-
day’s operational scenarios and is — I am absolutely certain — the best
way that the Italian Army can respond to future challenges.

The Army Chief of Staff
Gen. CA. Giuseppe Valotto
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Introduction

This study assesses the transformation process of European Armed
Forces and particularly the Italian “Forza NEC” procurement program. It
is the latest example of a long-standing IAI tradition of studies in this
field including both - security and defence policies and technological in-
novation. In this context, the trends and dynamics analyzed have a dual
dimension. On one hand, they have a strategic dimension as far as they
influence national and international security; on the other, they have an
economic dimension as they determine the conditions of the defence
market, for example with regards to procurement programs. Several fac-
tors play a crucial role in these dynamics. The Armed Forces aim to de-
velop the best military capabilities within the available resources; the
political decision-makers have to choose and match objectives and re-
sources for the military; the aerospace, security and defence industry
has to meet the military requirements in line with available funds, oper-
ating in an increasingly internationalized and competitive market.

All these players also have a crucial role in the “Forza NEC” program,
which has a strategic and economic dimension and is situated at the
frontier between policy and technology. “Forza NEC” aims to modernize
the equipment of the Italian Army by networking current and future
systems and platforms through communications, command and control
systems, by leveraging a Network Enabled Capability (NEC). It is of stra-
tegic importance because it maintains the effectiveness of the Italian
Armed Forces’, protects national and international security, in a context
of rapid technological evolution. Inevitably, it is also a program with a
big economic impact on the defense budget — the total cost of “Forza
NEC” has been estimated at 22 billion euro over 25 years.

19



INTRODUCTION

This study has been conducted by a research team within the [AI Se-
curity and Defense Area formed by Michele Nones (Director), Alessan-
dro Marrone (Coordinator), Stefano Silvestri and Stefano Felician, with
the collaboration of Andrea Nativi, Nick Brown (for the British case),
Philippe Gros (for the French case) and Alessandro Ungaro (for transla-
tions). The study lasted nine months, and during that period the “Forza
NEC” program continued to evolve. The IAI team has adopted its tradi-
tional scientific approach in managing the study, based on three pillars:

1. the dialogue with military and industrial counterparts, aimed at
identifying their requirements, their the internal dynamics and the
relationship between the two.

2. the international perspective, considered fundamental in a context
of European and/or transatlantic cooperation in the defence field.
This led to the inclusion in the study of two case studies on similar
procurement programs in France and Great Britain, produced by
well-regarded international experts.

3. the critical, pragmatic and independent approach to the analysis,
highlighting both opportunities and challenges of the “Forza NEC”
program.

The purpose of this approach and of the whole study is to provide the
policy-makers, practitioners and experts, as well as the wider audience,
with the tools to assess the program and to make rational and thought-
ful decisions. These decisions are important as they will have a strategic
impact on the Italian military for the foreseeable future, and therefore
require adequate consideration.

(MN and AM)
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List of Abbreviations

AAC
AASM
ABC
ACCS
ACT
ADAWS
ALARM
ALTBMD
AM
AMN
ARTIST

ASAC
ASB
ASTOR
ASTRIDE

ATLAS

AVES
AWACS

BCIP
BFSA
BIT
BMD
BOA

Army Air Corps’

Armement Air Sol Modulaire

Apache Bowman Connectivity

Air Command and Control System

Allied Command Transformation

Action Data Automation Weapons System
Air-Launched Anti-Radiation Missile

Active Layered Theatre Ballistic Missile Defence
Aeronautica Militare

Afghan Mission Network

Advanced Radar Technology Integrated Systems
Testbed

Airborne Surveillance and Control

Ambiente Sintetico di Base

Airborne Standoff Radar

Accés par Satellite et par Transmission hertzienne au
Réseau de zone et de I'Intranet

Automatisation des Tirs et des Liaisons de I'Artillerie
Sol/sol

Aviazione dell’Esercito

Airborne Warning and Control System

Bowman Combat Infrastructure and Platform
Blue Force Situational Awarness

Brigate Integrate terrestri

Ballistic Missile Defence

Bulle Opérationnelle Aéroterrestre
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BPC
BTID

C2
C2I

C2PC
C3

C3M

C4

C41

C4ISTAR

CAMM
CART
CAS
CBRN
CCII
CDL
CDC

CD&E
CEAM

CEC

CEMP
CEPOLISPE
CESIVA
CFAT

LIST OF ABBREVIATIONS

Batiments de Projection et de Commandement
Battlefield Target Identification Device

Command & Control/Comando e Controllo

Command, Control, Intelligence/Comando, Controllo,
Informazioni/Intelligence

Command and Control Personal Computer

Command, Control, Communications/Comando, Con-
trollo, Comunicazioni

Centre de coordination et de controle mobile du
SCCOA

Command, Control, Compu-
ters/Comando, Controllo, Comunicazioni, Computer
Command Control Communications Computers and
Intelligence/Comando, Controllo, Comunicazioni,
Computer e Informazioni/Intelligence

Command, Control, Communications, Computers, In-
telligence, Surveillance, Target Acquisition, Recon-
naissance/Comando, Controllo, Comunicazioni, Com-
puter, Informazioni/Intelligence, Sorveglianza, Acqui-

Communications,

sizione obiettivi, Ricognizione

Common Anti-air Modular Missile

Centre d’Accés Radio et de Transit

Close Air Support

vedi NBC/NBCR

Command and Control Information Infrastructure
Common Datalink

Centre de Détection et de Controle/Detection and
Control Centre

Concept development and experimentation

Centre des expérimentations aériennes militaires
Cooperative Engagement Capability
Capacité.d’Engagement Multi-Plate-Forme

Centro Polifunzionale di Sperimentazione dell’Esercito
Centro di Simulazione e Valutazione dell’Esercito
Commandement des forces d’action terrestres
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CHF
CICDE

ClI
CIO
CIS
CLB
CLEW
CLR
CMAI
CNOA
COIN

COMFOSBARC

COMLOG
CONTACT
CONUS
COP

COTIE
COTS
CP
CPCO
CPX
CRoBLE
CSv
CTRT

DAT

DCC

DE&S

Def Stan
DGA

DII

DLAN
DOTMLPFI

LIST OF ABBREVIATIONS

Chaine hertzienne des forces

Centre interarmées de concepts, doctrines et
d’expérimentations

Coalition Information Infrastructure

Consorzio Iveco Fiat/Oto Melara

Communications and Information Systems

Casualty Locating Beacons

Conventional Link-11 Waveform

Commander’s Lightweight Radios

Centre Multiservice d’Acces et d’Interface

Centre national des opérations aériennes
Counterinsurgency

Comando delle Forze Anfibie

Comando Logistico dell’Esercito

Communications Numérisées Tactiques et de Théatre
Continental United States

Common Operating Picture/ Common Operational
Picture

Comando Trasmissioni e Informazioni dell’Esercito
Commercial Off The Shelf

Command Post

Centre de Planification et de Conduite des Operations
Command Post Exercise

Control Room Battle Lab Enabler

Centro Sperimentale di Volo

Centre Radio de Télé-exploitation et de Transit

Direzione Armamenti Terrestri

Dismounted Combat Capability

Defence Equipment and Support

Defence Standard

Délégation Générale pour 'Armement

Defence Information Infrastructure

Deployable LAN

Doctrine, Organization, Training, Materiel, Leadership,
Personnel, Facilities, Interoperability
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DSA
DTT

EBO
EBRC
EEI
EES
EHF

El
ELINT
ELSA
EMIA-FE
ESIXS
ESSOR
EW

FAMAS

FBCB2
FCS
FELIN
FFAA
FIST
FIT
FLAADS
FOB
FOBEX
FREMM

GAM
GBA
GCV
GFE
GII
GPS

LIST OF ABBREVIATIONS

Dismounted Situational Awareness
Dipartimento per la Trasformazione Terrestre

Effect Based Operations

Engins Blindés de Reconnaissance et de Combat
Escadron d’Eclairage et d'Investigation
Elicottero da Esplorazione e Scorta

Extremely High Frequency

Esercito Italiano

Electronic Intelligence

Enhanced Low-Level Situational Awareness
Etat-Major Interarmées de Force et d’Entrainement
Enhanced SSN Information Exchange System
European secure software defined radio
Electronic Warfare

Fusil d’Assault de la Manufacture d’Armes de St-
Etienne

Force XXI Battle Command Brigade and Below
Future Combat System

Fantassin a Equipements et Liaisons Intégrées
Forze Armate

Future Infantry Soldier Technology

Forza Integrata Terrestre

Future Local Area Air Defence System
Forward Operating Base

Forward Operating Base Exercises

Frégate Européenne Multi-Missions

Groupement Aéromobile

Generic Base Architecture

Ground Combat Vehicle Program
Government Furnished Equipment
Global Information Infrastructure
Global Positioning System
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GRANITE

GrATS
GRAVES
GSA
GTIA
GVA

HCDR
HeATS
HMS

IBS

ICT

IDM

1dZ

IED
IFOR
[FV
INTSUM
IP
ISTAR

IT
ITB

JADOCS
JBC-P
JC2SP
JDNB

JFAC

JHF

Jocs

Joint STARS
JTAC

J-TAS MK II
JTIDS

LIST OF ABBREVIATIONS

Gestion du Renseignement et Analyse des Infor-
mations Transmises par les Equipes

Ground Asset Tracking Systems

Grand Réseau Adapté a la Veille Spatiale

Generic Soldier Architecture

Groupement Tactique Interarmes

Generic Vehicle Architecture

High Capacity Data Radio
Helicopter Asset Tracking Systems
Her Majesty’s Ship

Integrated Broadcast Service

Information and Communication Technology
Improved Data Modem

Infanterist der Zukunft

Improvised Explosive Device
Implementation Force

Infantry Fighting Vehicle

Intelligence Summaries

Internet Protocol

Intelligence, Surveillance, Target Acquisition and Re-
connaissance

Information Technology

Integration Test Bed

Joint Automated Deep Operations Coordination System
Joint Battle Command - Platform

Joint Command and Control Support Programme
Joint Data Networks Backbone

Joint Force Air Component

Joint Helicopter Force

Joint Operational Command System

Joint Surveillance Target Attack Radar System
Joint Terminal Attack Controller

Joint-Target Acquisition System MKk II

Joint Tactical Information Distribution System
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KFOR

LAN
LEAPP
LF
LOSA
LPD
LPM
LVT

MAESTRO

MARICENPROG
MARITELE

MARTHA

MBIT

MBT
MCCIS

MD
MELCHIOR

M&S
MESAR
MIDS-LVT

MiSE

MM

MoD

MRAP
M-TADS
M-TADS/PNVS

NATO
NC3A

LIST OF ABBREVIATIONS

Kosovo Force

Local Area Network

Land Environment Air Picture Provision
Landing Force/Forza Anfibia

Land Open Systems Architecture
Landing Platform Dock

Loi de programmation militaire

Low Volume Terminal

Module Adapté aux Echanges Sécurisés, aux Trans-
missions et au Raccordement des Opérationnels
Centro di Programmazione della Marina Militare
Centro di telecomunicazioni e informatica della Mari-
na Militare

Maillage des Radars Tactiques contre les Hélicopteres
et les Aéronefs a voilure fixe

Megabit

Main Battle Tank

Maritime Command and Control Information System
Ministero della Difesa

Moyen d’Elongation pour Les Communications en
Hautes fréquences Interarmées et OTAN en Réseau
Modelling and simulation

Multifunction Electronically Scanned Adaptive Radar
Multifunctional Information Distribution System-Low
Volume Terminal

Ministero Sviluppo Economico

Marina Militare

Ministry of Defence

Mine Resistant Ambush Protected

Modernised Target Acquisition Designation Sight
Modernised Target Acquisition Designation Sight/Pilot
Night Vision Sensor

North Atlantic Treaty Organisation
NATO Consultation, Command & Control Agency

26



NCO

NCW
NEADS
NEB

NEC

NEST
NGIFF
NNEC
NUMALAT

NUMTACT

0A
OCCAR

OE
OEF
OHQ
OR
ORBAT
OSPR

PCC
PD
PR4G
PRR
PSO
PSP

RACSA
RAF

RD
ReGISCC

R&S
ReSTOGE

LIST OF ABBREVIATIONS

Network Centric Operations

Network Centric Warfare

Networked Enabled Airspace Defence and Surveillance
Numérisation de I'Espace de Bataille

Network Enabled Capability

Naval EHF/SHF SATCOM Terminal

New Generation Identification Friend or Foe

NATO Network Enabled Capability

Numérisation de l'’Aviation Légere de I'Armée de
Terre

Numérisation Tactique

Operational Analysis

Organisation Conjointe de Coopération en matiere
d’Armement

Opération d’Ensemble

Operation Enduring Freedom

Operational Headquarters

Opérations en Réseaux

Order of Battle

Own Station Position-Reporting

Prague Capability Commitments
Project Definition

Poste Radio Quatriéme Génération
Personal Role Radio

Peace Support Operations

Poéle Stratégique Paris

Reparto Addestramento Controllo Spazio Aereo

Royal Air Force

Risk reduction

Reparto Gestione ed Innovazione Sistemi Comando e
Controllo

Ricerca e Sviluppo

Reparto Supporto Tecnico Operativo Guerra Elettronica
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RI

RIB
RIFAN
RISTA

RISTA-EW

RITA
RLC
RM

RN
RNCSS
ROVER
RSTA
RTI
RTOF
RTTS

RUSI

SA
SAZR

SCARABEE

SCCOA

SCORPION

SCoT
SCUCAV
SCUF
SCUTI
SDR
SDSR

LIST OF ABBREVIATIONS

Régiment d’Infanterie

Rigid Inflatable Boats

Réseau Intranet des Forces Aéro-Navales
Reconnaissance, Intelligence, Surveillance, Target Ac-
quisition

Reconnaissance, Intelligence, Surveillance, Target Ac-
quisition and Electronic Warfare

Réseau Intégré des Transmissions Automatiques
Royal Logistics Corps

Royal Marines

Royal Navy

Royal Navy Command Support System

Remote Optical Video Enhanced Receiver
Reconnaissance, Surveillance, Target Acquisition
Raggruppamento Temporaneo di Imprese
Recoverable Tethered Optical Fibre

Royal Air Force Transportable Telecommunications
System

Royal United Services Institute

Situational Awareness

Surveillance, Acquisition, Reconnaissance Et Rensei-
gnement

Systéme de Communication Aéroterrestre, de Restitu-
tion, d’Acquisition et de Bibliothéque Embarquée Evo-
lutif

Systeme de Commandements et de Conduite des Opé-
rations Aériennes

Synergie du Contact Renforcé par la Polyvalence et
I'Infovalorisation

Secure Communications on Tornado

Scuola di Cavalleria

Scuola di Fanteria

Scuola Trasmissioni e Informatica

Software-Defined Radio

Strategic Defence and Security Review
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SEAD
SENIT

SFOR
SHF

SG/DNA

SIA

SIACCON
SIACCON MLO
SIC 21

SICA

SICCONA
SICF

SICRAL

sI/CS
SIGINT
SIR
SISTA

SIT
SIT COMDE
SLEW
SMA
SMD
SME
SMM
SOA
SoSE
SSA
STA
STC
STDL

LIST OF ABBREVIATIONS

Suppression of Enemy Air Defences

Systéeme d’Exploitation Navale des Informations Tac-
tiques

Stabilization Force

Super High Frequency

Segretario Generale/Direttore Nazionale Armamenti
Systeme d’'Information des Armées

Sistema Automatizzato di Comando e Controllo
SIACCON Minori Livelli Ordinativi

Systeme d’Information et de Communication du 21e
siécle

Systéeme d’'Information et de Commandement des Ar-
mées

Sistema di Comando, Controllo e Navigazione

Systeme d’Information et de Commandement des
Forces

Sistema Italiano per Comunicazioni Riservate ed Al-
larmi

Systeme d’Information et de Combat SCORPION
Signals Intelligence

Systéme D’information Régimentaire

Synergistic Individual Surveillance and Target Acqui-
sition

Systéme D’information Terminal

SIT combattant débarqué

Single-tone Link-11 Waveform

Stato Maggiore Aeronautica

Stato Maggiore Difesa

Stato Maggiore Esercito

Stato Maggiore Marina

Services Oriented Architecture

System of System Engineering

Shared Situational Awareness

Surveillance and Target Acquisition

Socle Technique Communs

Satellite Tactical Datalinks
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STRIDA

SYRACUSE

TACP
TACTIC

TB

TDL

TIEC

TIGR

TNG

Tornado CUSP
TSMP

UAV
UGv
UHF
UOR
USD

VBCI
VBM
VBMR
VHF
VMF
VPT
VTLM
VTMM
VUIT-2

WAN
WDL

LIST OF ABBREVIATIONS

Systeme de Traitement et de Représentation des In-
formations de Défense Aérienne

Systeme de RadioCommunication Utilisant un Satel-
lite)

Tactical Air Control Party

Technologies et Architecture du Combat Aéroter-
restre aéro-terrestre Info-valorisé au Contact

Tactical Base (TB)

Tactical Data Link

Tactical Information Exchange Capability

Tactical Ground Reporting

Tactical Network-layer Gateway

Tornado Capability Upgrade Strategy (Pilot)

Tenue de Situation Multi-Plate-Forme

Unmanned Air Vehicle

Unmanned Ground Vehicle

Ultra High Frequency

Urgent Operational Requirement

Unita di Sperimentazione della digitalizzazione

Véhicule Blindé de Combat d’Infanterie

Veicolo Blindato Medio

Véhicules blindés multiroles

Very High Frequency

Variable Message Format

VHF Portable Transceiver

Veicolo Tattico Leggero Multiruolo

Veicolo Tattico Medio Multiruolo

Video from Unmanned systems for Interoperability
Teaming Level 2

Wide Area Network
Weapon Datalink
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1.

The new requirements
and Network Centric Warfare (NCW)

1.

THE DIGITIZATION RACE AND THE NCW

In the last two decades, the end of the Cold War and of the bipolar sys-
tem, the eastern enlargement of NATO and the emergence of new re-

gio

nal tensions, have disrupted the old geopolitical balance, which was

relatively stable. This inevitably affected also the military balance. A
number of factors increasingly influence military operations, which are
ever more frequent, are conducted all over the world, and often last so
long as to be considered almost “permanent”.

These factors include:

the ever-changing security environment, which requires Armed
Forces to be effective in quantity and quality terms, flexible, mobile,
modular and deployable, as well as being able to respond promptly
to crises;

the combined and cooperative nature of operations, not only con-
ventional, but especially Peace Support Operations (PSO) and hu-
manitarian relief require high interoperability standards with a
wide range of partners, as is often the case with these missions;
economic constraints significantly limit the defense budgets and
imply choices increasingly based on a cost/benefit analysis;
technological progress, particularly in Information Technology (IT)
and force protection, forces early obsolescence and makes constant
updating and upgrading necessary.

The relevance of these factors has led the NATO countries to launch a
transformation process of their military forces to better address chang-
es in the global geo-strategic scenario.
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THE TRANSFORMATION OF THE ARMED FORCES: THE FORZA NEC PROGRAM

In this context, a real race for digitization was initiated several years
ago and is taking place in several countries. As happens frequently in the
field of military technology, the first moves in that direction came from
the US. In 1991, the US observed that their Army, which was well trained
and equipped to fight a high-intensity war in Europe, held a significant
superiority against an army, in this case the Iraqi one, which was orga-
nized, armed and guided according to the Soviet model. Nevertheless, it
became clear that conventional heavy forces presented several features
that made their use ineffective in a changing and unpredictable threat
environment. In addition, despite the substantial advantages acquired
with respect to potential adversaries, several modernization programs
launched during the Cold War had yet to be fully implemented.

In the years that followed the first Gulf War, ground forces were en-
gaged primarily in stabilization and peacekeeping missions. It was
acknowledged that these operations involved a significant effort, not on-
ly in terms of quantity of armed forces, but especially in terms of dura-
tion. Despite the initial illusion, the timeline of military operations
would be measured in decades rather than in years. The so-called
“peace dividend” dream vanished and several armed forces began to
think about equipment and material updating programs, following a
traditional approach without remarkable innovation.

The US, however, began to study a new theory in the field of organi-
zation, equipment and doctrine regarding the use of ground forces,
aimed at creating an Army with real strategic mobility, much “lighter”
than the '90s standard. Such an Army should also have a greater flexibil-
ity, in order to handle a wide range of threats and respond to different
needs/requirements. At the same time, it should also gain an over-
whelming qualitative advantage over any opponent, through the intro-
duction of new technologies and truly innovative systems. The first ele-
ments of this theory can be traced back to the document named “System
of Systems” drawn up by Admiral William Owens. This referred to the
utilization of advanced sensors and command and control systems, as
well as precision weapons to achieve Situational Awareness, and at the
same time to detect targets more easily and more effectively. In the fol-
lowing years, the US continued to study and refine these revolutionary
ideas with the publication of further works, including the document
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1. THE NEW REQUIREMENTS AND NETWORK CENTRIC WARFARE (NCW)

“Joint Vision 2010” (1996), by the Department of Defense. The most im-
portant document illustrating the new theory was “Network Centric
Warfare’, authored by Admiral Arthur K. Cebrowski and John Garstska,
two of the most prominent developers of this new approach. The Net-
work Centric Warfare (NCW) approach became the key element of the
new doctrine.

The rationale behind the NWC concept did not come from the mili-
tary but rather from economic dynamics that marked world economic
development in the last decades of the 20t century. The starting point
was Information Technology (IT), the new technological frontier which
was the main engine of innovation of the modern economy, in particular
in the US. IT opened to the civilian sector new horizons of opportunity.
It provided unprecedented speeds of communication, wide and easy dif-
fusion of communication and information, the possibility to exchange
and share data in various formats, and finally it made all these actions
relatively inexpensive. Such “revolution” has been game changing in
many areas of social endeavor and today is one of the most advanced
and promising research areas in the world. Significant trade invest-
ments in the IT industry allowed the large-scale introduction of comput-
ers in business and in domestic life, as well as the dissemination of In-
ternet, intranets, browsers, search engine, routers and other systems
and technologies that rapidly deliver and share data and information. It
provided the basis for the ongoing revolution in the fields of economics,
communications and social life. According to Metcalf’s law, the power of
a network is greater than the sum of its parts: it is in fact proportional to
the square of the number of its “nodes”, i.e. its interconnected elements.
This simple assumption has driven a radical transformation in the mili-
tary as well. Armed Forces were indeed interested in the advantage cre-
ated by the network in terms of improvement and dissemination of
knowledge, reduction of decision making and communication times, and
the ability to coordinate and synchronize the actions of forces physically
dispersed towards a common goal. The Internet became a “real” phe-
nomenon when the connection involved a critical mass of users: as this
threshold was exceeded, the instrument’s value has increased exponen-
tially and, to date, has yet to reach its full development. The same — U.S.
theorists thought — had to apply to the NCW: once a critical part of a
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force had been firmly connected to the network, the benefits would
grow exponentially and the transformation effort would become irre-
versible.

For a while the U.S. moved towards NCW alone, while other coun-
tries, including those devoting more attention and resources to the
Armed Forces, conducted only preliminary studies and research with
low priority. Moreover, in the wake of 9/11, all countries have had to
deal with terrorist threats, contributing to a new wave of stabilization
and peace enforcement operations, if not “regime change” ones. Sudden-
ly every state with sufficient available funds launched initiatives to revo-
lutionize their military instrument.

2. THE NATO NETWORK ENABLED CAPABILITY (NNEC)

During the Prague Summit in November 2002, NATO countries launched
some important initiatives in this direction aimed at achieving, a range
of essential capabilities including netcentric ones, in a short time frame.
The establishment of A/lied Command for Transformation (ACT) and the
implementation of NATO Response Force (NRF), were among the im-
portant initiatives taken to increase the NATO ability to respond to the
challenges of the new security environment. Member countries commit-
ted themselves to develop various capabilities through the Prague Ca-
pability Commitments (PCC), including the Network Enabled Capability
(NEC) for implementation of the transformation process. Using the
“NEC” acronym, NATO conveyed the idea of enabling the combination in
a single network of different doctrinal, procedural, technical, organiza-
tional and social elements, from different organizations, to achieve their
interaction and thus retain prominent strategic superiority. In Septem-
ber 2003, twelve countries (Belgium, Canada, Denmark, France, Germa-
ny, Great Britain, Italy, Netherlands, Norway, Spain, USA and Turkey),
adopted the NATO NEC (NNEC) concept, which expressed the ambition
to fulfill the net centric capability, and decided to launch a study, called
NNEC Feasibility Study, to set common requirements. This study was
assigned to NATO Consultation, Command and Control Agency (NC3A4)
and ended in June 2005 with the specification of a roadmap to develop
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1. THE NEW REQUIREMENTS AND NETWORK CENTRIC WARFARE (NCW)

and introduce capabilities that would offer participating countries the
ability to carry out joint netcentric operations. The study identified four
phases with which to accomplish NNEC capability: deconfliction, coor-
dination, collaboration, coherence. In parallel, it established short-term
(2008), medium-term (2012) and long-term objectives (2020)!. An im-
portant contribution for the development of net-centric capabilities was
also offered by ACT where a NNEC integrated Project Team was created.

However, NATO did not endorse the full U.S. Network Centric War-
fare (NCW) approach, but opted for the similar NEC one. The basic con-
cept of the two initiatives remained the same, where the exploitation of
information technology for the creation of a network able operation was
regarded as a force multiplier for the assets involved in military opera-
tions. The NCW concept is a more radical approach, based on a rapid
and complete acquisition of netcentric capabilities in order to overhaul
the entire military structure in a short space of time. The NEC concept,
on the other hand, was aimed at the acquisition of the same capabilities
in a more gradual and sustainable way, also by enabling elements of the
existing platforms and systems to operate in the network. It was a less
radical but more effective choice, preferred by NATO and several other
countries, including Italy. It is worthy to note that in the past few years
the U.S. has had to abandon part of their radical approach because of un-
sustainable costs, and opt for a more prudent approach which shares
many similarities with the NEC philosophy.

The digitization programs started in Europe, and not only in coun-
tries used to modernization such as France, Germany, Great Britain,
Greece, Italy, Netherlands, Spain, Sweden and Switzerland, were also
launched in Central Europe, for example in Poland and Czech Republic.
Further, this race toward digitization was not limited to NATO or the
European area, as similar projects were initiated in example Australia,
Canada, Israel, Singapore, South Africa and even in China and in Russia.

1 Stato Maggiore della Difesa (SMD), La trasformazione net-centrica, Piedimonte Mate-
se, Imago Media Editrice, pp. 17-19, http://www.difesa.it/SMD/CaSMD/Trasformazione_
net-entrica/Documents/70258_Documento%20completo%20%?28File% 20Pdf%202,73%
20Mb%?29pdf.pdf.
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3. THE CORNERSTONES OF A NETCENTRIC FORCE

Regardless of the size and sophistication of the various projects, all of
them had accepted the substance of U.S. theories, perhaps opting for a
different terminology, most suitable to the local military doctrine.

According to American thinkers, the concept of Network Centric
Warfare (NCW), sometimes also referred to Network Centric Operations
(NCO), identifies a combination of doctrinal, procedural, technical, or-
ganizational and human elements which are properly connected - net-
work centric or netcentric — which interact to achieve the Armed Forces’
strategic superiority over the opponents. The core element of netcentric
theory is the networking of sensors, namely technical or human sources
which perceive and detect natural and social behaviors, decision-
makers, which make a decisions based on available information, and ac-
tuators or effectors, as weapons or soldiers which implement the deci-
sions taken. All the elements are integrated into a single structure, to
exploit in synergic way information and operational capabilities to
achieve outcomes that are coherent with the desired goals. Only through
netcentric capabilities it is possible to manage the so-called Effects
Based Operations (EBO), another key element of the new doctrine. The
EBO aims to achieve the desired effect on the target through the syner-
gic, simultaneous and cumulative use of all available capabilities at the
tactical, operational and strategic levels.

A further core element of NCW is information superiority, by which
Shared Situational Awareness (SSA) is achieved. Information superiori-
ty is not only a powerful force multiplier, but also a key factor for suc-
cess, especially in joint and combined operations. It also becomes a deci-
sive advantage as it speeds up the decision-making process and changes
the initial conditions with a series of rapid moves, in order to prevent
the opponents reacting promptly enough and finally paralyzes them. in-
formation superiority can be achieved only through networking and the
consequent information access and sharing, which makes the SSA a true
force multiplier.

Military operations take place in three fundamental domains:

- physical domain, including land, maritime and space domains where
troops and systems are deployed and operate;
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- information domain, where the information is created, elaborated,
communicated and shared;

- cognitive domain, where operator factors such as leadership, train-
ing, tactics, procedures, strategies, etc. prevail.

Armed Forces with NCW capabilities can be more effective because:

- in the physical domain, all the elements (sensors, actuators, and deci-
sion-makers) are seamlessly connected;

- in the information domain, the entire force has the ability to collect,
distribute and share information to gain a decisive advantage over
the opponent;

- in the cognitive domain, all elements have the opportunity to develop
and share a better situational awareness, to be informed about the
commander’s intentions and to synchronize their actions.

With contribution from all these elements, a netcentric force is able to
operate over a wider geographical area, with fewer and more distribut-
ed resources, with greater accuracy, range and survival abilities. In addi-
tion, it operates in a synchronized way, with an extremely short decision
cycle compared to a conventional force, thus increasing proportionally
its effectiveness and its opportunity for success. Shared Situational
Awareness allows the force to quickly adjust to changes in the bat-
tlespace, increases the autonomy of mid-rank officers improving their
reactivity, and facilitates the implementation of the commanders’ orders
as they are immediately and clearly shared with all of the appropriate
network nodes.

Technology is fundamental in creating the system and the network:
operating in a network involves a coordinated and synergic effort be-
tween people and organizational elements such as commands, units,
support structures, etc. Military personnel exploit the network’s poten-
tial to collect analyze and share information, by transforming infor-
mation into a decisive advantage in the conduct of operations. The hu-
man element - and not the technology per se - is still firmly at the cen-
ter of the network, because it is conceived, designed, used by individuals
who are integral to and an interactive part of it.

The NEC concept and its doctrine exploit four precepts:

- networking improves the distribution and sharing of information;
- information sharing improves its quality and SSA;
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- SSA facilitates collaboration and synchronization, improving sustain-
ability and response of command and control;

- the above factors, combined and integrated, exponentially increase
the action’s overall effectiveness.

In several countries, the definition process of national NEC doctrines, at
least at the beginning, was carried out before testing theories in the
field, and indeed many countries lacked even the most basic experience
in challenging operational missions. Recent experiences in Afghanistan,
Iraq, Libya and Lebanon are obviously influencing the operational re-
quirements, technology development priorities, as well as short, medi-
um and long term goals.

4. THE SPIRAL APPROACH AND THE CHANGES IN
DEFENCE PROCUREMENT

The changing threat environment faced by soldiers in ongoing missions
requires that systems and equipment need to be provided and deployed
as quickly as possible, accelerating the development, testing and valida-
tion processes. In this context, the new netcentric doctrine introduces a
further helpful concept, that of the so called “spiral approach”. In this ap-
proach, a procurement program is structured through several phases, the
spirals, to gradually achieve the desired outcome and have greater flexi-
bility to sustain possible adjustments and/or corrections during in the
course of implementation. This also allows for the first “spirals” to be de-
ployed in theatre more quickly than through traditional acquisition.

The spiral approach, adopted in all NCW/NEC projects, would pro-
vide advanced systems packages more in line with operational require-
ments, and simultaneously allow regular updates of equipment. This as-
sumes that all equipment will never be at the same level of upgrade. In
fact, the spiral renewal process is endless, because technological im-
provements are constant, especially in sectors such as electronics and
information technology. Therefore, it is not conceivable to abandon in-
serting new technologies only because the modernization process has
been concentrated in certain periods and the next insertion years hence.
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The main platforms may remain the same, but their content or sub sys-
tems need to continue to evolve, as do the materials, weapons and sol-
dier equipment.

The pressure to deploy as quickly as possible the best available capa-
bilities requires more agile procurement alongside spiral development.
Although agility often creates logistical, doctrinal and operational issues,
it can respond more appropriately to the Urgent Operational Require-
ments (UOR) emerging from theater and can often be met through
“crash” programs that lead to the off the shelf acquisition of products or
technologies available immediately on the marketplace. In some coun-
tries, like the United Kingdom, UORs have represented an important
source of investment in modernization. Obviously such an approach can
be maintained only during large-scale and prolonged military opera-
tions, and cannot represent an alternative to the traditional model, pro-
vided the latter is streamlined and accelerated.

It should be noted that netcentric capability benefits apply not only
to combat troops, but concern significantly the logistics footprint. In fact,
logistics can address different operational needs in a more effective,
timeline and tailored way thanks to an updated and comprehensive
knowledge of the situation in the theatre, including the flow of supplies,
as well as the maintenance and repair work. Also the turnover in troops
and the administrative and strategic commands benefit from the intro-
duction of netcentric capability, as each part is heavily dependent on the
combined use of Information Technology and Communications.

Some countries, including Italy, have already evidenced the opportu-
nities and advantages offered by an approach with netcentric elements
during operations in Afghanistan, Iraq, Balkans and Mediterranean. A
trial was also held in NATO exercises such as First Wave, which in 2004
involved the air forces of seven countries using networked simulators,
in a joint and multinational context. Italy participates actively to the
most significant activities of these simulations, such as Coalition Warri-
or Interoperability Demonstration and Combined Endeavors.

The race for technological innovation in the Industry does not hap-
pen at the same pace and intensity in all countries. In fact, several coun-
tries focus their efforts in specific areas. Moreover, whilst major coun-
tries would try to develop all the necessary systems, including under-
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pinning technologies, platforms, equipment and weapons, autonomous-
ly, most others will have to rely on collaboration with more advanced
countries or will have to procure off-the-shelffrom these countries.

5.THE LIMITS OF NETCENTRIC TRANSFORMATION: THE
U.S. CASE

The benefits of transformation are clear, its necessity is acknowledged,
and the path towards the introduction of NCW capabilities has been
drawn. However, many difficulties remain and Network Centric Warfare
is not a “magic formula” that can resolve all problems. The use of NCW,
EBO and information superiority is not sufficient to ensure success in
operations that remain, beyond any doctrinal and technological trans-
formation, a complex dynamic phenomenon. It is not possible to deter-
mine the outcome of a military operation. You can only push towards
the desired direction by exploiting the favorable factors. The guiding
principles of netcentric force have not replaced the classical criteria that
underpin the conduct of military operations: critical mass, objectives,
maneuver, unity of command, etc. However, netcentric elements provide
the added value necessary for effective operations’ management in cur-
rent circumstances, both in the military sector and in internal security,
as well as Peace Support Operations (PSO), humanitarian relief and the
deterrence against various forms of threat.

The adaptation and transformation efforts are also scrutinized by po-
tential adversaries, including those determined to exploit the potential
of asymmetric conflicts, terrorism and weapons of mass destruction. In
other words, NCW presents several weaknesses and constraints which
may be leveraged by potential adversaries. It should not be forgotten
that, when everyone has NCW capabilities, a situation of equilibrium
could emerge in the future. In this case the advantage will result from
the capacity to adapt, assimilate and change doctrines, organizations
and technologies faster than the opponent.

With regards to the United States, the leading country in NCW, in
2003 the U.S. Army launched the Future Combat System (FCS) program,
the most ambitious Army modernization project. The U.S. program was
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designed to transform the U.S. Army and also part of the Marine Corps.
The Pentagon had decided on a very innovative and ambitious ap-
proach. It contracted the program’s management to an industrial team
led by Boeing and SAIC, experiencing notable technical and managerial
problems which were partly inevitable considering the scale of the pro-
gram. The two prime contractors were responsible for the supply of the
whole FCS system, and were free to choose their suppliers (25 major
ones, in total around 600 companies involved) as well as the individual
systems, subsystems and technologies. Of course the Pentagon main-
tained close oversight of progress, retaining management, financial and
technical control. However, industry was responsible to provide the fi-
nal output, an approach never adopted for such a large, complex and
ambitious procurement program. The US Government hoped that this
approach would achieve the desired results faster and more cost effec-
tively than a traditional approach.

The FCS program was too big and it was draining too many resources:
a spend of $21 billion was planned just for the programs first phase Re-
search and Development (R&D) activities, whilst the estimated cost to re-
build and equip a first tranche of 15 U.S. Army Brigades exceeded $150
billion. The Pentagon has reshaped the program several times in order to
save money, such as reducing the rate of unit re-equipment/transfor-
mation, or postponing the development and deployment of some ele-
ments. The whole program initially included 18 major systems, plus the
soldier equipment and the backbone of the entire FCS. Finally in 2009,
due to the increased costs of operations in Iraq and Afghanistan and to
the budget cuts, the Pentagon was compelled to close the FCS.

An alternative and less ambitious set of programs was launched, part
of the Army Brigade Combat Team Modernization Program. This new
initiative better utilizes the experience gained in the theatre in order to
define the requirements and priorities. It plans to upgrade 73 Army Bri-
gade Combat Teams through a series of capability packages, the first to
be introduced between 2013 and 2014. In practice it is carried out by
implementing part of the FCS: the program is working on the network
(FCS Network), on the equipment to increase the capacity of the single
soldier (Future Force Warrior), and finally on Unmanned Aerial Systems
(UAV) and Unmanned Ground Vehicles (UGV). The set of light mecha-
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nized vehicles, renamed MGV, has been completely abandoned and re-
placed by a new program called Ground Combat Vehicle Program (GCV),
which involves the production of a new multi-role, armored fighting ve-
hicles for the infantry, much heavier compared to the MGV and intended
to replace the M-113 and the BRADLEY.

Generally speaking, the entire FCS concept was revised and partly
abandoned. The Rumsfeld’s dogma of technological transformation also
included the forces’ projection from bases largely in Continental United
States (CONUS), therefore bases in Europe and East Asia could be dis-
mantled while maintaining credible global force projection. To this end
Armed Forces should be extremely light, to allow the limited resources
for air and naval strategic transport to move significant force packages
at a distance of thousands of km within a few days. However, “lightness”
doesn’t imply “protection”, as has been bitterly learned on the battle-
fields in Iraq and Afghanistan. The Pentagon then spent tens billions of
dollars to adopt hyper protected, super heavy and thus unstable fleets of
vehicles in order to enhance protection of all combat vehicles. The Mine
Resistant Ambush Protected (MRAP) program is the symbol of this pro-
cess. Of course, with the increase in weight, volumes and dimensions,
strategic mobility is gone. Pre-positioning and forward operating bases
are back in the limelight, waiting for technology to become able to re-
solve current logistics obstacles.

Other key problems are the weight of equipment brought by soldiers
and their battery autonomy. As stated by an American officer on the
field, “200 pounds of ‘light’ equipment always weighs 200 pounds”. To-
day soldiers should carry heavy loads of materials, armors, weapons,
computers, ammunitions, etc. Even though such a high-tech soldier will
have technological superiority, he may face difficulties in the face of an
insurgent who runs in carrying just an assault rifle, ammunitions and
some food while the NATO “starship trooper” would look like and astro-
naut who can only walk slowly. Many soldiers on the field prefer to re-
gain mobility by refusing to carry the expensive and sophisticated tech-
nology kits assigned. Weight is one of the main challenges to be ad-
dressed. Another is energy consumption: in the event that computers,
radio, fire-control systems fail due to lack of battery they could become
just a useless burden.
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Furthermore, when the NCW was conceived in the U.S., it met the re-
quirements for conventional high-intensity conflicts, which should have
been fought and won in record time thanks to technological advantage.
According to this so-called “five minute war”, it was assumed that rela-
tively small forces would succeed against opponents who were more
numerous but equipped inferiorly, armed and guided by outdated doc-
trines. Many considered the Iraq war in 2003 the decisive test case of
new the concepts, although the more advanced U.S. division, the 4t In-
fantry Division, had not taken part in operations due to the veto of An-
kara for transit of US troops which aimed to attack Iraq from the north.
The success of the most technologically advanced but less numerous US
forces against the Iraqi army was overwhelming and relatively quick.
However, controversies immediately arose about the number of sol-
diers, considered too limited thus allowing for prolonged heavy battles.
After the war a more difficult and bloody insurgency came about and the
number of troops on the ground increased, despite technological ad-
vantages.

The U.S. has learned lessons from operational theater and has tried
adjusting NCW concepts, considering that large-scale and prolonged
counterinsurgency operations may be necessary in the future, in spite of
Americas’ desire for disengagement. NATO and Allied countries have al-
so adapted their vision and their goals accordingly. And the “five minute
war” concept has fortunately disappeared.
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2.

The ltalian case study

1. REFLECTION WITHIN THE ITALIAN ARMED FORCES

With regards to Italy, reflection on netcentric capabilities was expressed
as a policy guideline by the New Strategic Concept (Nuovo Concetto
Strategico) of the Chief of Defence Staff (2005).! It clearly stated:

The capability to gather, organize and share acquired data, by
means of a robust netcentric C412 system, will make it possible to
transform the organizational structures of the units, formations
and Commands in order to make them more capable of managing
future operations. A key element for success is the full exploita-
tion of opportunities offered by emerging technologies. They con-
stitute force multipliers and tools for rapid reconfiguration of de-
vices, in order to maintain a technological and operational ad-
vantage able to produce the desired effect when requested.3

The “Nuovo Concetto Strategico” highlighted the role of netcentric capa-
bilities as one of the Armed Forces long-term goals.”# It is clear that this
transformation of the military should adopt a joint approach, able to
connect the future military capabilities, to integrate them with current
projects and the asset legacy. In 2006 the General Staff of Defense (Stato

1 Stato Maggiore della Difesa (SMD), // Concetto strategico del Capo di Stato Maggio-
re della Difesa, Piedimonte Matese, Imago Media Editrice, 2005.

2 Command, Control, Communications Computers and intelligence.

3 SMD, /I Concetto strategico del Capo di Stato Maggiore della Difesa, cit., pp. 38-40.

4 SMD, /] Concetto strategico del Capo di Stato Maggiore della Difesa, cit., p. 81.
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Maggiore della Difesa, SMD) issued the document “The net-centric
transformation: the future of multinational and interdisciplinary in-
teroperability”. (La trasformazione net-centrica: il futuro dell'interope-
rabilita multinazionale e interdisciplinare), According to the Chief of De-
fence Staff at that time, Admiral Giampaolo Di Paola, the document was
devoted not to “whether” to acquire NEC capabilities, but rather to
“when”, “how” and “for how much” they should be acquired.> On May
2006, Admiral Di Paola stated that

the netcentric transformation of the Italian Armed Forces was an
absolute and inescapable priority [in order to avoid the] loss of in-
teroperability during international military operations, which will
increasingly be the focus of military support for Italy’s contribu-
tion, in accordance with the international community, to interna-
tional security and stability.

A modern military without adequate capabilities to deal with new oper-
ations would be an obstacle rather than a means for defence and foreign
policy. The programmatic statement of Chief of Defence Staff outlined
the need to initiate the Italian Army transformation’s process in the NEC
direction in order to “maintain and enhance the interoperability of the
[talian military with Allied forces”. This is possible by extending “the
netcentric approach to homeland security (...) and, more generally, to
state departments operating in the security and humanitarian field”.

For the Italian Armed Forces, the NEC transformation means a net-
work of “sensors”, namely technical or human elements which detect
and survey natural and social activities, “decision-makers”, personnel
who adopt a decision based on the information available, and “actua-
tors”, weapons or soldiers that implement the decision taken. All these
elements are integrated into a single structure, to exploit synergies and
operational capabilities to achieve effects which are coherent with the
desired goals. Only through the network and information access and
sharing, is it possible to gain a Shared Situational Awareness, a real
force multiplier particularly in joint and multinational frameworks.

5 SMD, La trasformazione net-centrica, cit., p. 2.
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Technology, and particularly /nformation Technology, is vital to create
the network of sensors, decision makers and actuators. Operating a
network involves a coordinated and synergic effort between people and
organizational elements such as commands, units, support structures,
etc. “Battlespace digitization” is the process aimed at enabling the elabo-
ration and transfer of multiple information amongst different players on
the field in real time, or in nearly-real time. This information allows var-
ious command levels to maintain an accurate and clear view of the situa-
tion, and to support planning and conduct of the mission.

In January 2007 the “Forza NEC” procurement program was launch-
ed to initiate the NEC transformation of the Italian Army. It also aimed
to make the military more able to operate in a joint and multinational
framework, in order to fully maintain Italy at the same level as its main
European Allies. Forza NEC plans to make all Armed Forces completely
netcentric, and in substance is an Army-led joint procurement program.
The netcentric approach raises technical challenges of particular diffi-
culty for the Army, which must make NEC tens of thousands of individu-
al soldiers and items. This challenge is not simple, especially if com-
pared to the networking of dozens of Navy (Marina Militare - MM ) ships
or hundreds of Air Force (Aeronautica Militare - AM) aircraft. The Army
fully recognizes this is one of the most critical issues. After all, a ship al-
ready has a complex integrated system, a network per se. Navy fleets
have had integrated networks connected via data links for decades. In
the air domain, in recent years the Italian Air Force has conducted com-
bat operations by fully exploiting the potential of the data exchange sys-
tem Link-16. However, the joint and combined air campaigns implies
the connection of no more than a few hundred items, although the high
speed of such items makes this more difficult. The Italian Army, on the
other hand had less familiarity with networks than the Navy and the Air
Force, and has many more nodes. Moreover, the nature of land space of
maneuver, for example, mountains, forests or urban environment, makes
communications more difficult than in the air or maritime domain.

To a certain extent, the Italian Army has learned from the mistakes
made by other countries. It closely scrutinized the failure of U.S. Army
FCS program, a costly debacle which left American soldiers’ equipment
without concrete improvements despite tens of billions of dollars in-
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vested in projects regarded as too ambitious, complex and technologi-
cally risky. This example has prompted the Italian Army to proceed with
caution and to constantly check the results obtained and progresses
made. This holistic approach dealt with transformation by taking into
account each aspect with regards to doctrines, operations, organiza-
tions, training and logistics whilst continuing to perform real opera-
tions. In this way, with a slower start compared to the “Top Tier” coun-
tries has allowed them to avoid others’ errors. This is particularly im-
portant because regarding defense procurement the U.S can afford, to a
certain extent, to fail and start again, but a medium-size country Italy
cannot afford such failures and the related costs. The Italian Army and
the national industry have implemented the “lessons learned” not only
from operational experience but also from the industrial, managerial,
technical and technological field. [talian Armed Forces are not really be-
hind their most advanced NATO partners, provided that Italy now
moves at regular pace in this direction. It should also be noted that the
Navy was fully involved from the start in the Army digitization process,
thanks to the joint nature of Italian amphibious forces. These forces in-
clude fully integrated Army and Navy units, and which are also integrat-
ed with the ships that transport, land, support and recover them.

2. THE ITALIAN EXPERIENCE IN INTERNATIONAL
OPERATIONS

Over the past 20 years Italy has constantly contributed to international
military operations, including the most complex ones, with a large num-
ber of troops and sometimes with leading roles. The most complex and
important operations in terms of troops involved have been land and air
operations. Maritime operations, although complex, have proved to be
less difficult because of the nature of sea domain. In fact, the maritime
environment does not lend itself to asymmetric conflicts such as insur-
gency, with the partial exception of piracy and terrorism, and major Eu-
ropean countries including Italy have not been involved in traditional
conflicts in the maritime domain in the last two decades.
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With regards to air and land missions, with the exception of the Ital-
ian experience in Lebanon in the '80s, the bulk of Italy’s participation in
international operations has taken place since the '90s.

The first complex and difficult deployment, although involving a rela-
tively small contingent, was the First Gulf War in 1991, namely the De-
sert Storm Operation. The Italian contribution was mainly provided by
the Italian Air Force through the Tornado IDS fighter, as part of the Ital-
ian Locust (Locusta) mission which involved 700 soldiers. These aircraft
successfully carried out 2,100 combat missions, attacking 226 targets in
Iraq near Basra. At that time, the Italian Army’s involvement was mar-
ginal, mainly because the system of recruitment based on conscription
was still in force and this created political constraint to it’s in the field
utilization. The 1991 experience made clear that it was necessary to im-
plement a mixed system as a move from conscription towards profes-
sional army based on voluntary recruitment. It also stressed the need to
enable the Army to conduct the full spectrum of military operations.

Then the three missions IBIS 1, IBIS 2, IBIS 3 conducted within the
framework of UN operation in Somalia UNOSOM from 1992 to 1995,
constituted the first real test-case for the Italian Army deployment in
joint and multinational operations. In Somalia, in fact, all Italian services
were successfully involved and integrated: the Army, the Navy and the
Air Force. In the second peacekeeping mission, our contingent exceeded
2,500 men largely provided by the Italian Army and it was the third
largest behind the Pakistani and U.S. contingents. At the time the con-
scription mechanism was still largely in force. In Somalia one of the first
cases of mission creeping took place. The UN peacekeepers were forced
to conduct combat missions on a large scale, especially counterinsur-
gency, even in urban areas. Italy also contributed to combat missions,
and suffered casualties among its military as a result. The features of
more complex international missions emerged for the first time in So-
malia. The lessons learned from such experience were crucial to the evo-
lution of the Italian military and particularly of the Italian Army.

In the late '90s, Balkans operations represented the first paradigm of
stabilization and peace support operations, which then become a fre-
quent exercise for the international community including Italy. Peace-
keeping operations in the Balkans continue today in a different form and

49



THE TRANSFORMATION OF THE ARMED FORCES: THE FORZA NEC PROGRAM

on a smaller scale. For example, the re-emergence of tensions between
Serbia and Kosovo in the summer of 2011 has compelled NATO, which
was preparing to end its mission, to deploy temporary reinforcements
between the two countries. Several and notably complex international
operations took place in the area. The most important operations were:
the NATO-led missions in Bosnia-Herzegovina (IFOR and SFOR mis-
sions) and in Kosovo (KFOR mission). Italy provided and continues to
make a significant contribution to international operations in that re-
gion, by deploying up to 3.000 troops simultaneously into theatre. A
large part came and still comes from the Army.

In this context, the 1997 humanitarian mission A/bain Albania is par-
ticularly significant. It was carried out under UN mandate and success-
fully conducted by a “coalition of the willing” organized and led by Italy,
in particularly by the Italian Army. Subsequently, the Italian model was
carefully analyzed and represented the benchmark for this type of oper-
ation, given the problems that were addressed and resolved, such as
command and control, communications, logistics and rules of engage-
ment. With regards to air operations, after the first experience in Bosnia
and Herzegovina in 1995, there was the war against Serbia which began
in 1999. In this case, a NATO-led Allied Force Operation endured 78
days, including mostly air and missile strikes against the Federal Repub-
lic of Yugoslavia. The Italian contribution to the NATO air campaign was
particularly appreciated because it was not limited to providing support
bases and logistics, but played a significant part in operations over Ser-
bia and Kosovo. In fact, the number of Italian sorties was second only to
America.

September 11 attacks led the United States and Allied countries to play
an increasingly active role at international level, particularly through in-
ternational military operations. The Italian Armed Forces took part in
operations in Afghanistan, both NATO-led ISAF and US-led Operation
Enduring Freedom. After the second war in Iraq, Italy joined the US-led
stabilization efforts with the Ancient Babylon mission (missione Antica
Babilonia) with about 2,500 soldiers deployed between 2003 and 2006.
In 2006, UNIFIL 2 marked an evolution of international engagement in
Lebanon. Italy increased its commitment: the Italian contingent, part of
Leonte Operation, involved up to 2,500 men. Today intervention in Af-
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ghanistan remains the most important and difficult for Italy, because of
the characteristics of the territory, the size of the contingent (about
4,000 men) and the logistical difficulties caused by the considerable dis-
tance from Italian bases. Moreover, the mission is difficult because it
was presented as a peacekeeping mission when in fact it is a peace-
enforcing mission with fully-fledged combat operations and the risk of
painful losses.

Finally, in 2011 Italy joined air and naval operations in Libya, as part
of the NATO mission Unified Protector. The Italian Air Forces made
more than 2,000 air sorties during the air campaign, the third largest
contribution in terms of air sorties after the UK and France.

All missions have stressed the need for a better coordination of de-
ployed forces. In particular, joint advanced Communication Command
and Control (C3) capabilities are essential for gaining an overall picture
of one’s own forces and those of the allies and the enemy. The capabili-
ties are required to achieve effective communication among units de-
ployed on the ground, regardless of whether they belong to the Army,
the Navy or the Air Force, and to ensure constant contact with local
commands and Italian headquarters speeding up the various decision-
making processes. The latter can be decisive in the most delicate situa-
tions, as experienced for example in Somalia.

Another important lesson learned was the need to improve the abil-
ity to communicate effectively with allied units engaged in multinational
operations, in order to simplify and make the mission management
more efficient. The problems experienced in the C3 sector by NATO in
Afghanistan have required significant investments and it will take sev-
eral years for this to be resolved in a way that is satisfactory. A third les-
son learned from field experiences is the need to increase the protection
of the troops deployed. This is be obtained not only by passive protec-
tions, but also by providing the best Common Operational Picture (COP),
which should be shared, detailed and updated as much as possible.

The improvements which took place in these areas are remarkable
and have greatly benefited the Armed forces in international operations
over the past decade. The Italian Army in particular has made significant
progress. It has sustained the greatest burden in the main international
operations, due to the fact that these have been primarily land opera-
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tions in Somalia, the Balkans, Afghanistan, Iraq and Lebanon. Undoubt-
edly since the start, the Italian Army has commendably, faced new and
difficult tasks, and despite the transition from recruitment based on
conscription to one based on volunteers and professionals. Moreover, a
shortage of funds has forced many modernization programs aimed at
keeping up with the upgrading pace of the most advanced Allies, to be
postponed or cancelled, placing additional burden on the traditional
partners of the Italian Armed Forces in international operations. How-
ever, the Army has successfully provided the core military contingents
in several international missions, all characterized by synergic and
closely joint/combined interventions, thousands of soldiers simultane-
ously deployed in different theatres often quite far away from Europe.

Such effort has significantly depleted the stock of equipment used in
various and concurrent missions, more than was foreseen by the initial
plans drafted. That equipment has been replaced, repaired or main-
tained only to a certain extent, due to the stagnation of the Italian de-
fense budget. Although the Army has developed a significant expertise
in managing a cost-effective repair and maintenance program there was
the risk that the Italian Army in the future would lose interoperability
with the armies of international partners. This would be very serious,
detrimental, firstly to the ability to conduct an active defence and for-
eign policy, and consequently to Italy’s international status. Today a
leading role in foreign policy involves the ability to contribute to collec-
tive and international security using, where appropriate, national mili-
tary capabilities. If these capabilities do not exist or do not meet the
standards set by leading countries and then modeled on concrete expe-
riences, Italy certainly cannot aspire to a leading role, as it once did dur-
ing missions such as A/ba in Albania, with the command of NATO forces
in Kosovo, in Afghanistan with ISAF command or in Lebanon with UNI-
FIL II command.

In this context, an interoperable and well equipped military is neces-
sary in order to play an active role in international operations, however
it is also important that these capabilities are actually used, particularly
in combat operations. We are no longer in the Cold War period, when
military capabilities in Europe were used as a deterrent but not neces-
sarily utilized. The military plan the best operational capability to con-
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duct the full range of missions, in order to provide policy makers with all
the necessary tools and the flexibility to mix them. Policy-makers provide
the resources necessary to build up military capabilities able to carry out
assigned tasks while protecting the forces. Political leaders also decide if,
how, how much and for how long to commit the Armed Forces to new
operations, always with the interests of the country in mind.

3. THE DIGITIZATION OF THE ITALIAN ARMED FORCES

Both the theoretical debate, at national and international level, and the
[talian experience gained from international operations have prompted
the Italian military to meet the digitization challenge.

In recent years, Italy has made several high-technology investments
in the defense sector, such as the recent aircraft carrier Cavour, and par-
ticipation in the Typhoon and F-35 aircraft procurement programs.
Some of these were also joint projects, such as the Italian System for
Classified Communications and Alerts (Sistema Italiano per Comunica-
zioni Riservate ed Allarmi - SICRAL).6 However, these programs were
limited. Until a few years ago, the Armed Forces autonomously acquired
assets and capabilities, without a joint program able to fully involve all
the services. Today this approach has become an obstacle to the crea-
tion of a joint netcentric capability. Moreover, as mentioned before,
without a major digitization program there was the risk to lose the in-
teroperability with the Allies’ Armies and thus the ability to join interna-
tional operations. “Forza NEC” program aims to achieve a joint netcen-
tric capability for the Italian Armed Forces and to ensure their interop-
erability with NATO partners.

6 The SICRAL (Sistema [taliano per Comunicazioni Riservate ed Allarmi) “is the Italian
satellite system for military communications characterized by flexibility and versatility
never reached before. The system is able to ensure interoperability between the networks
of defense, public security, civil and emergency management and control of strategic infra-
structure. With SICRAL the Italian Armed Forces are equipped with satellite capability and
satellite communication for strategic and tactical connections on national territory and ‘out
of area’ operations with land, sea and air platforms”. Stato Maggiore della Difesa (et al.),
SICRAL, http:/ /www.telespazio.it/docs/Tes53_impg_3_4_09_ita_lowresolution.pdf.
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Over the years, the Italian Navy and Air Force have developed greater
experience in netcentric operations than the Army because they have
fewer platforms which incorporate more technologies and systems able
to perform different functions.” Take the different types of weapons on
the Frigate for example, or the sensors and C4I systems on an aircraft
carrier. For the Italian Army, developing netcentric capabilities means
modifying tens of thousands of platforms and weapon systems because
each individual soldier - and his equipment - will become part of the
network. The coordination of these capabilities is an extremely complex
task, which the Army could not perform simply by buying off the shelf
platforms or NEC capability.

The Italian Army has adopted an approach which is divided into sev-
eral phases. It aims to achieve by 2025 the so-called Integrated Land
Force (Forza Integrata Terrestre - FIT), a force based on an Integrated
Land Brigade (Brigate Integrate Terrerestri - BIT). The future brigades
will be completely digitized through the entire chain of command, from
the individual soldier or single platform such as a helicopter or vehicle,
the so called TO level, through all intermediate levels, such as team, pla-
toon, company, battalion, up to brigade command post or T6 level.

The FIT represents the ultimate long term goal of the entire project:
through Forza NEC, the Army should be fully digitized, by 2031. In fact,
the procurement program does not only involve combat troops, but
aims to “establish a modern land force, expeditionary, network capable
and Effect Based Operations-oriented”.8 Considering the hybrid threats
occurring in the theatre, for example with the presence of both terror-
ists and insurgents, the Italian Army in the future should be more mo-
bile, sustainable, lethal, and able to adapt to different circumstances,
with the best available SSA. The Army also continues to focus on the
protection of forces.

The creation of the FIT for the Italian Army has meant changing the
mix of heavy, medium and light components. “Forza NEC” will modify

7 Pietro Batacchi, La Network Centric Warfare e l'esperienza italiana, Roma, Centro
Militare di Studi Strategici (CEMISS), 2009, http://www.difesa.it/SMD/CASD/Istituti_
militari/CeMISS/Pubblicazioni/Documents/83169_NetCenWarpdf.pdf.

8 Aa.Vv., L’Esercito Italiano, Torino, UTET-De Agostini, 2009, pp. 8-9.
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the composition of the 11 maneuver brigades, the large operative units
that provide the bulk of the Italian Army’s contribution to international
operations. This involves the following Brigades: ARIETE, GARIBALDI,
SASSARI, AOSTA, GRANATIERI DI SARDEGNA, PINEROLO, POZZUOLO
DEL FRIULI, FOLGORE TAURINENSE, JULIA, and FRIULIL Currently, this
component is divided into: 5 Heavy Brigades, armored or mechanized; 2
Medium Brigades; 4 Light Brigades, including paratroopers and Alpines
(Alpini). The Army has decided to change this structure, reducing heavy
units and increasing the medium and light components in order to ob-
tain greater tactical and strategic mobility. At the end of Forza NEC pro-
ject, the Army should be made up of 2 Heavy Brigades (ARIETE and GA-
RIBALDI), 4 Medium Brigades (PINEROLO, AOSTA, SASSARI and POZ-
ZUOLO DEL FRIULI) and 5 Light Brigades (FOLGORE, TAURINENSE,
JULIA, FRIULI and GRANATIERI DI SARDEGNA).

The Netcentric approach adopted by the Italian Army follows some
basic principles: achieving information superiority; Shared Situational
Awareness; rapid command; accurate use of various assets. The ap-
proach is also based on three pillars: use of sensors regardless of the
platforms they belong to; use of “actuators” regardless of units they be-
long to; facility of decision makers’ interaction regardless of their posi-
tion on the ground.

From a strategic and geopolitical perspective, as previously men-
tioned, Network Enabled Capability will be the key to ensuring interop-
erability of the Italian Armed Forces with those of its most important al-
lies, and thus play a significant and visible role in international opera-
tions. At an operational level, Network Enabled Capability is the discrim-
inating factor between success and failure in carrying out joint opera-
tions including the three Italian Armed Forces, thanks to the Common
Operational Picture provided to all levels of command. At tactical level,
it guarantees better communication management, in order to increase
the effectiveness of the forces’ actions. This also ensures a greater force
protection, reducing the risk of collateral damage and friendly fire. The-
se aspects are particularly critical in the current framework, where sol-
diers are continuously exposed to asymmetric threats and public opin-
ion is becoming more and more sensitive to the death of soldiers.
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A core element of the Forza NEC program is Modeling & Simulation
(M&S). M&S can be defined as “the ability to easily create realistic sce-
narios and develop simulations of operations for the purpose of both
validating requirements and training and education of troops, in a pro-
cess of continuous improvement without interruption.”®

M&S should support joint training and enable the development of
doctrines as well as tactics and technical procedures. It should also al-
low an effective risk analysis of a program’s components, through the
simulation of adverse events in order to assess the effects and corrective
measures. Moreover, it should facilitate the planning and integration of
systems, also simulating the physical behavior of the various compo-
nents. Because of the complexity and diversity of its tasks, M&S is an ad-
ditional challenge within the Forza NEC program. The tendency to ex-
ploit the capabilities of advanced simulation provides benefits in each
sector; therefore all Italian Armed Forces have developed a set of suita-
ble structures for M&S.

The result of the Forza NEC program will be to digitize:

- 3 Medium Brigades, namely PINEROLO, AOSTA and SASSARI;

- 1 Joint Landing Force, formed by Lagunari SERENISSIMA Army Reg-
iment and SAN MARCO Navy Regiment;

- a set of enablers, equivalent to an additional Brigade, including the
Army Aviation component (AVES),1® Reconnaissance, Intelligence,
Surveillance, Target Acquisition and Electronic Warfare (RIST-EW)
capabilities, the short-range air defense (SHORAD), as well as protec-
tion Chemical, Biological, Radiological and Nuclear (CBRN) and
transmission components.

The 2010-2030 Army Operational Concept, (Concetto Operativo del-
[’Esercito 2010-2030) based on the Army General Planning Process di-
rective (Processo di pianificazione generale dell’Esercito), addresses

9 Raffaele Guarino (et al.), Pragmatismo nellimplementazione delle tecnologie NEC/
NCW nella componente terrestre dello strumento militare, Roma, Capgemini-CEMISS,
2007, p. 36.

10 Esercito Italiano, Specialita dell’aviazione dell’Esercito, http://www.esercito.difesa.
it/Organizzazione/Armi_corpi/Aviazione%20dell%Z27Esercito/Pagine/default.aspx.
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the transformation in a more organic way. Based on the Operational
Concept, the 2013-2032 Modernization Plan (Piano di Ammoderna-
mento 2013-2032) details the procurement needs, the requirements
for different systems/platforms, the necessary amount of equipment to
be procured, and the schedule of their acquisition, structured on three
spirals. In this way, the activities and actions within the Forza NEC pro-
gram have been harmonized in a more structured framework to up-
grade operational and logistic equipment, concretely amplifying the
scope of the program and improving its effectiveness. The Italian Army
has recognized that without such adjustments Forza NEC may lead to a
two-tier Army at different levels of digitization and thus modernization.
This would in turn have meant the digitized Medium Brigades would
have been overused, while the light and heavy brigades would have had
their interoperability compromised. The new Operational Concept pre-
vents the creation of a two-tier Army. The document realigns the mod-
ernization strategy in a more comprehensive way and aims to achieve a
homogeneous force package made up of approximately 10,000 men.
They take turns according to an operational cycle divided into several
incremental levels of efficiency and readiness.!! In this context, all Bri-
gades will be equipped with a set of advanced equipment, such as the
Future Soldier (Soldato Futuro) equipment, and advanced command,
control and communication system. In addition, according to available
resources, the armored vehicles should be updated and digitized. The
fact that in different operational situations the availability of a light in-
fantry or armored component is critical to build forces’ packages able
to face the full spectrum of potential activities, must be taken into con-
sideration.

With regards to the joint aspect, the Army and the Navy utilize two
different command and control systems. The first one uses the Army
General Staff Command and Control System (Sistema di Comando e Con-
trollo dello Stato Maggiore dell’Esercito - SIACCON), while the Navy has

11 The different phases are the following: reconditioning, general and specific train-
ing, deployment’s availability on national territory, specific preparation for the use in a
particular theater of operation.
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the Maritime Command and Control Information System (MCCIS)!2 and
the Command and Control Personal Computer (C2PC),!3 respectively for
the strategic and tactical levels. From a netcentric and joint perspective,
the systems’ interaction is crucial. Therefore, Forza NEC has developed a
special gateway that enables connection and interoperability between
the C2 systems. As specified in a recent document issued by the General
Staff of Defence, the gateway is a device constituted by hardware and
above all software that ensures both horizontal and vertical information
exchange between strategic-operational and tactical level of different
Armed Forces.!* Therefore it is an essential element for the creation of
the Army-Navy Landing Force.

4. FOrRzA NEC PROGRAM

4.1. The asset legacy issue

Forza NEC had to be harmonized with other modernization and pro-
curement programs being developed by the Ministry of Defense before
its launch, in order to avoid duplication and inefficiencies resulting in a
waste of resources. In theory, there are two ways to making the Italian
Army’s vehicles and systems netcentric. The first involves removing all
the current non netcentric equipment, and replacing it completely with
new netcentric equipment. The second option is to upgrade pro tempore
the current vehicles to new net-centric standards, while in the medium
and long term the new systems equipped with net-centric capabilities
gradually replace the old ones. The first solution seems the most
straightforward, but practically it would be too expensive, with the bur-

12 Jane's, Maritime Command and Control Information System, 20 agosto 2010,
http://articles.janes.com/articles/Janes-C41-Systems/Maritime-Command-and-Control-
Information-System-MCCIS-NATO.html.

13 Global Security, Command and Control Personal Computer (C2PC), 2001, http://
www.globalsecurity.org/intell/library/reports/2001/compendium/c2pc.htm.

14 Comando Logistico dell’Esercito, Forza NEC il cammino della trasformazione, Fi-
renze, Istituto Geografico Militare, 2010, p. 37.
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den of new training for all the military personnel due to the new nature
of the systems. Therefor the second solution was chosen, by cleverly re-
utilizing the “asset legacy”. As a result, during the development of Forza
NEC the Italian Army will use both old equipment with NEC upgrades,
and new equipment already provided with net-centric capabilities. Over
the years the life-cycle of various legacy assets will end and be replaced
with new digitized versions. This will prevent capability gaps between
old and new equipment, and a waste of working assets already known
by military personnel.

Forza NEC aims to integrate other systems and programs under a
single and comprehensive umbrella. These are:

- the command and control system of the Army (Sistema di Comando e
Controllo dello Stato Maggiore dell’Esercito - SIACCON);

- the command, control and navigation system for the combat units’
digitization (Sistema di Comando, Controllo e Navigazione - SICCO-
NA);

- th “Future Soldier” program (Soldato Futuro);

- Blue Force Situational Awareness (BFSA), a system to identify friend-
ly units;

- Software Defined Radio (SDR), a new type of communication equip-
ment.

The coordination and integration of all these programs, including those
already underway when Forza NEC was launched, presents a big chal-
lenge to Italian military and industry.

Forza NEC as a whole will be interfaced with the command and con-
trol system of the Italian Defence General Staff, and with the Defence In-
formation Infrastructure (DII), namely the evolution of the telematic
system for the Italian military.15

15 This topic was discussed in the 157th session of the IV Commission (Defence) of
the Italian Senate, on October 12, 2010, http://www.senato.it/japp/bgt/showdoc/
frame.jsp?tipodoc=SommComm&leg=16&id=508056.
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4.2. The financial commitment

The total cost of Forza NEC has been estimated at €22 billion over 25
years. Currently, for the biennium 2010-2011, initial funding of nearly
€325 million has been provided, while for the years 2012-2016 there is
a second tranche of €475 million, for a total of about €800 million. The
cost of the first spiral, which extends over the years 2007-2018, is esti-
mated to be around €9.5 billion.

The financial commitment has required close cooperation between
the Ministry of Defence (MoD) and the Ministry of Economic Develop-
ment (Ministero dello Sviluppo Economico - MiSE). In fact, because of
the size and the impact of Forza NEC on national industry, the funds for
research on future systems and equipment will be covered by MiSE
budget rather than by the MoD’s. The MoD’s Land Armaments Direc-
torate (Direzione Armamenti Terrestri- DAT) is the contracting author-
ity for the entire program. After the Research and Development (R&D)
phase, the costs of the next phases will be covered by the Ministry of De-
fence. The regularity and certainty of funding is essential for the success
of the procurement program. Forza NEC requires constant and parallel
progress in the various inter-dependent programs, because a setback of
one would have an immediate negative impact on the others.

At the same time, the contract should be able to respond to any in-
ternal or external change which may occur in the coming years, such as
evolutions in the operational scenario, personnel reductions, or sub-
stantial cuts to funding. The “Modernization Plan” (Piano di Ammoder-
namento) developed by SMD divides the capabilities in specific packag-
es of capabilities. This approach is quite flexible, and allows the costs to
be reduced on the basis of a capability assessment: if there is a reduc-
tion of funds, it will be possible to reduce some testing units. For exam-
ple, instead of testing the new net-centric vehicles at company level, it
could be possible to test a platoon-size unit. The tested unit, although
smaller, still has its coherence and usefulness in operational terms. It is
also clear, though, that it is not possible to fall below certain thresholds,
such as just the platoon, in order to test usable assets. Some specific
funds, the so-called “baskets”, are planned to manage unexpected costs,
such as infrastructural works, systems support, technological adjust-
ments or other needs which could arise during the contract.
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4.3. The timeframe: the program’ phases

The program will cover a period from 2007 to 2031, with a spiral ap-
proach similar to that of projects of other NATO countries. Forza NEC is
the single largest procurement program managed by the Italian Army,
as it involves the full spectrum of land capabilities, from the dismounted
soldier to the highest command levels. As a result, the acquisition of ca-
pabilities needs to be divided into several spirals. The gradual fulfill-
ment of the different spirals will enable the Armed Forces in 2031 to
have a full divisional unit with NEC capabilities. As mentioned, an im-
mediate acquisition of all the net-centric assets would not be sustaina-
ble in terms of costs, and would also mean that equipment became
quickly out-of-date due because of the rapid evolution of technology.
Therefore a spiral approach has been preferred to a traditional one in
order to gradually deploy the program’s different vehicles and systems.
The first phase, by 2018, includes the creation of the first Digitized Me-
dium Brigade (Brigata Media Digitalizzata), the digitization of the am-
phibious Landing Force and the digitization of 50% of enablers. The first
Brigade to be digitized is the PINEROLO Mechanized Brigade. The se-
cond spiral by 2026 will see the upgrade of the AOSTA Medium Brigade
with NEC standards which are even more evolved than those of the PI-
NEROLDO, and the digitization of a further 25% of enablers. The third and
final spiral will be completed by 2031. It will include the netcentric up-
grade of the SASSARI Medium Brigade, and the digitization of the final
25% of enablers.

Forza NEC sets out very long term targets. These require a careful se-
quence of acquisition of capabilities, because a delay in the deadlines of a
single capability could stop other parallel projects, damaging the effective-
ness of the whole program. Before starting the mass acquisition of tech-
nologies’, it was necessary to test the proper functioning of all the assets,
establishing a specific experimentation and assessment phase for the vari-
ous equipment. The Forza NEC program includes the following phases:

- The feasibility study, completed in 2007;

- The Project Definition (PD) phase, which includes the initial design of
the force as well as the start of activities for the implementation of
the Integration Test Bed (ITB);
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- The Concept Development and Experimentation (CD&E) phase;

- The implementation phase of the first spiral, which includes: the
completion of the ITB, the link between the various joint Modeling
and Simulation (M&S), the creation of the first Digitized Medium Bri-
gade (Brigata Media Digitalizzata), the digitization of the amphibious
Landing Force, the digitization of 50% of enablers;

- The implementation phase of the second spiral, which includes the
creation of the second Digitized Medium Brigade and the digitization
of 25% of enablers

- The implementation phase of the third spiral, which includes the cre-
ation of the third Digitized Medium Brigade and the digitization of
the 25% of enablers.

Forza NEC’s feasibility study was the first theoretical step in the elabo-
ration process of the whole program’s structure. The study began in
January 2007 and lasted six months. It developed a series of core ele-
ments such as:

- The drafting of the Operational Requirements of a Medium Digitized
Land Force (Forza Media Digitalizzata Terrestre) and of the Landing
Force;

- The definition of the architecture, that is the general structure of the
program;

- The verification of economic feasibility, on the basis of the timetable
and the available financial resources;

- The definition of the ITB as main tool to test and assess systems, ve-
hicles and technologies;

- The definition of strategy and planning related to the future pro-
gram’s developments.16

The feasibility study was issued and approved in July 2007, opening the
Project Definition phase. This first involved a Risk Reduction (RR) phase
and then the real Project Definition. It begun in September 2007 and
was intended to last about 18 months, then ending in March 2009. The
initial PD expiry date, however, was postponed by a few months. As a

16 AAVV.,, L’Esercito Italiano, cit., 2009, p. 11.
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result the launch of the next phase of CD&E moved from December 2009
to June 2010. The PD had four goals:

- To continue the feasibility study’s analysis in order to mitigate the
risks;

- The detailed design of Forza NEC and ITB architecture;

- The achievement of a Modeling and Simulation (M&S) capacity
through the first ITB structure;?

- The planning of the following phases of the program.

Other defense procurement programs tend to move directly from Pro-
ject Definition to the production of various materials and capabilities.
However, due to the complexity of Forza NEC and the huge financial
commitment, a new step was inserted between the PD and the subse-
quent production phase: the CD&E. The CD&E serves as a “capacity
bridge”18 between the two phases, and is aimed at evaluating the coher-
ence and effectiveness of the various systems to be adopted prior to
their production. In other words, it is a kind of mass risk reduction,
which by a long series of tests through the ITB will provide a range of
assets, like systems, technologies and equipment, already tested, moni-
tored and controlled extensively. This will mitigate the risk of following
problems with the supplies deployed.

This specific phase begun formally with contract n. 1.219 of June 9,
2010, and will last until 2013. On September 13, 2010 the framework
contract for funding CD&E was signed, and consequently early execution
of 20% of the contract has begun. This was regulated by article 30 of the
Ministerial Decree (Decreto Ministeriale - D.M.) number 583 of August
15, 1995. It provides for the early implementation of the contract “in
cases of urgency” and “up to a maximum of one fifth of the contract val-
ue.”19 The CD&E phase has four objectives:

17 Aa.Vv., L’Esercito Italiano, cit., 2009, p. 12.

18 Comando Logistico dell’Esercito, Forza NEC il cammino della trasformazione, cit.,
p. 20.

19 D.M. 5 agosto 1995, n. 583, http://www.difesa.it/Segretario-SGD-DNA/DG/
COMMISERVIZI/Direttive_e_Normative/Documents/64_cond.pdf.
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- The architectures’ design for the digitization of the equipment and
the network nodes20 of the first spiral, including Command, Control,
Communications Computers and Intelligence (C41) capabilities;

- The ITB development and implementation. The ITB will analyze, val-
idate and support the testing of C4I capabilities and personnel train-
ing. It will also test prototype systems of digitized vehicles, to get the
appropriate feedback for eventual changes;

- The definition of the main production projects and the development
and testing of prototypes;

- The procurement of the core Command, Control, Communications,
Computers, Intelligence, Surveillance, Target Acquisition and Recon-
naissance (C4ISTAR), and Command, Control and Navigation (C2N)
systems. After the ITB evaluation these systems will provide the C41
backbone of Forza NEC.

The four objectives include 36 types of technical and operational pro-
jects: 7 projects refer to the first objective, 9 to the second, 8 to the third
and 12 to the fourth. The 36 projects created 39 technical specifications
(Capitolati Tecnici) related to various supplies: an integration of the dif-
ferent systems has already been planned.

4.4. The Integration Test Bed (ITB)

The ITB plays a central role in the CD&E. It is composed of a series of in-
terconnected sites, which enables to support validation activities, sys-
tem integration verification and testing to orientate the following devel-
opments. The ITB is the practical application of Modeling and Simula-
tion, that is “activities aimed at accurately reproducing scenarios and
physical and organizational features of units, vehicles and weapon sys-
tems”,2! in a virtual environment. M&S is therefore a necessary support
for the systems’ development, and the ITB is its concrete implementa-

20 The term node refers to any single element of the line of command, starting from
the lowest level, called TO, up to the brigade command post, known as T6. The level TO
could be the single soldier or a vehicle, like a tank, an armored vehicle or an helicopter.

21 AAVV,, L’Esercito Italiano, cit., p. 16.
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tion. The ITB can test all the various current and future equipment of
Forza NEC. It is also used to train personnel.

The ITB will work during all the program’s spirals to test the various
capabilities. Forza NEC is a joint program; therefore the ITB is struc-
tured on a variety of different sites belonging to the various Italian Ser-
vices, each one testing specific capabilities. Among the various sites the
[talian Army Centre of Simulation and Evaluation (Centro di Simula-
zione e Valutazione dell’Esercito - CESIVA) is the hub of all Army, Navy
and Air Force ITBs, also because Forza NEC is an Army-led joint project.
The construction of CESIVA’s ITB is now in progress. The other ITBs are
divided in operational structures, such as the Cavalry School (Scuola di
Cavalleria - SCUCAV) and the Infantry School (Scuola di Fanteria - SCUF),
and in technical structures, such as the Army Information and Signals
Command (Comando Trasmissioni e Informazioni dell’Esercito - COTIE),
the Signals and Information Technologies School (Scuola Trasmissioni e
Informatica - SCUTI), the Army Multi-purpose and Testing Centre (Cen-
tro Polifunzionale di Sperimentazione dell’Esercito - CEPOLISPE) and the
Army Logistical Command (Comando Logistico dell’Esercito - COMLOG).

The ITB Navy hub will be the Navy Programming Centre (Centro di
Programmazione della Marina Militare - MARICENPROG). It will super-
vise the Navy Landing Forces Command (Comando delle Forze da
Sharco - COMFOSBARC) and the Navy Signals and Information Technol-
ogies Centre (Centro di telecomunicazioni e informatica della Marina
Militare - MARITELE). The ITB for the Air Force will be the Air Force
M&S Centre, which will supervise the Experimental Flight Centre (Cen-
tro Sperimentale di Volo - CSV), the C2 Systems Innovation and Man-
agement Unit (Reparto Gestione ed Innovazione Sistemi Comando e
Controllo - ReGISCC), the Technical-Operational Electronic Warfare
Support Unit (Reparto Supporto Tecnico Operativo Guerra Elettronica -
ReSTOG) and the Airspace Control Training Unit (Reparto Addestra-
mento Controllo Spazio Aereo - RACSA). These sites will be mutually in-
terconnected. Each one of them has a control room that masters simula-
tion control and data exchange with other sites. The whole ITB network
will therefore benefit from the constant circulation of information from
each site to the others.

The ITB also encompasses some training innovation. For example,
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defence industry staff providing the technologies for testing, operate
side by side with military personnel. For instance, when a new vehicle is
deployed, the fact that civilian and military personnel work together fa-
cilitates the learning process by the end user. Today procurement con-
tracts also include a “training package” for some units of military per-
sonnel. After the training period with the new equipment, the trained
personnel will be deployed to other units in order to spread their ac-
quired knowledge as much as possible. This will avoid the burden and
the cost of additional training cycles. Secondly, the military is planning
the enhancement of e-learning via its intranet, which will save addition-
al training costs through distance training: the military personnel will
attend a series of classes on their own specialties by accessing intranet,
regardless of their location.

Forza NEC training will use the traditional live approach, but it will
also use the virtual approach based on real people using simulated sys-
tems, and a constructive approach with simulated people utilizing simu-
lated systems.22 For example, in the SCUTI facility a simulator of an Ar-
mored Medium Vehicle (Veicolo Blindato Medio - VBM) has recently
been installed, and a SICCONA simulation system is planned for the
SCUCAV. By using these devices, personnel can be trained as though
they are using the real thing. Some NEC multimedia courses have al-
ready been prepared and distributed to many training institutions, such
as the military Academy of Modena, the Army Non-Commissioned Offic-
ers School, the Army Application School and General Staff Course.

The next step of CD&E was to identify a suitable structure in terms of
location, size and capacity, able to become the Experimental Digitization
Unit (Unita Sperimentale per la Digitalizzazione - USD), for the Italian
Army. Rather than creating a special unit from scratch, it was decided
that the 31 Tank Regiment in Altamura?3 be used. The USD “has the task
to verify the compliance of vehicles and digitized equipment, to test tac-

22 Comando Logistico dell’Esercito, Forza NEC, [l cammino della trasformazione, cit.,
p. 40.

23 La Direzione Generale degli armamenti terrestri http://www.difesa.it/Segretario-
SGD-DNA/SGD-DNA/DPI/Documents/57838_09DirezioneGeneraleArmamentiTerrestri
GeneralDirect.pdf.
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tics, techniques and procedures for their optimal use.”2¢ The new Freccia
VBM and “Future Soldier” (Soldato Futuro) equipment package will be
tested in addition to the Dardo and Centaurolegacy armoured vehicles,
within the same brigade, the 82th 7orino Infantry Regiment will be the
first unit to be digitized to benefit from the results of the CD&E phase.

The 82th Infantry Regiment will train its personnel with the new
Freccia VBM. It should also test the first Digitized Barrack, a building
with a specifically designed interface to interact with net-centric vehi-
cles, weapon systems and equipment. The 2010 Army Report (Rapporto
Esercito 2010) indicates the Army barracks Ste//a in Barletta as the pro-
totype of the future Digitized Barracks project. In addition to the tradi-
tional functions, the Digitized Barrack aims to create a cutting-edge
structure where, for instance, a vehicle back from a mission could di-
rectly download the mission’s data into the barrack’s database. This sys-
tem is a kind of military plug and play device. Similarly to connecting a
USB key in a computer, it will be sufficient to plug the vehicle to the bar-
rack’s infrastructure to ensure that the two systems interact automati-
cally, for example exchanging information and data.

The 9t Bari Infantry regiment, located in Trani, will support the 82nd
Regiment. The SCUCAYV, an ITB site, is located in Lecce, close to the other
two regiments. The geographic proximity will reduce costs and the time
needed for equipment’ trials. The activities in Italy are supported by
other tests abroad, particularly in Afghanistan.2’> There the NATO mis-
sion is testing its own NEC structure, the Afghan Mission Network
(AMN).26 Several Italian Army companies are involved, and are experi-
menting in tern the new capabilities?? in operational theater. On their
return to Italy, feedback from the various units is gathered and used as a

24 Fortunato Di Marzio, “Forza NEC, inizia la sperimentazione”, in Rivista militare,
vol. 5, 2009, pp. 25-26.

25 For instance, on June 2010 Pinerolo Brigade sent in Afghanistan a first company
equipped with VBM Freccia, Comando Logistico dell’Esercito, Forza NEC, Il cammino del-
la trasformazionecit., p. 13.

26 NATO, The Afghan Mission Network, http://www.airn.nato.int/focus_areas/mjo/
articles/mjo0310.htm

27 The Italian units were deployed in the Shindad 7ask Force Center; in Herat province;
Comando Logistico dell’Esercito, Forza NEC Il cammino della trasformazione, cit., p. 33.
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basis to make adjustments, in order to develop improved versions of the
vehicles’. The new version of the Freccia VBMs, for instance, has already
been deployed to Afghanistan. After many tests some of the Lince's fea-
tures such as the electrics system, or the vehicle’s payload,?8 were also
improved. For the first time defence industries’ personnel were de-
ployed together with the troops the theater, experiencing firsthand, the
same daily problems faced by the military units. This in turn has helped
civilians to better understand the role and use of equipment, whilst im-
proving synergies between the military and industry.

4.5. The methodology

Forza NEC has entailed many advances not only in the technological
field, but also in the project’s methodologies and governance. The pro-
gram’s methodology is very different from those of the past, when ac-
quisitions were made of a significant amount of equipment of the same
technological level. Naturally the Forza NEC long term timeline will in-
volve some adjustments to production during its execution, due to
technological or operational developments that will occur in during its
implementation. As a result, the program management follows three
principles:

- The “capability approach”;
- The “Transforming while operating” principle;
- The “Evolution throughout production” principle.

The “capability approach” derives from a methodology already used by
NATO. This procedure considers the military capabilities to be deployed
in relation to certain requirements, to identify architectures, systems,
means and all the assets that could “carry out the necessary functions to
provide the military with such capabilities.”29 The principle “transform-
ing while operating” stipulates that new systems will not only increase

28 In this case the tests in the field highlighted the need for more plugs and to carry
heavier weights. As a result of this this feedback, changes to the vehicle were made.
29 Comando Logistico dell’Esercito Forza NEC, Il cammino della trasformazione, cit.,

p-7.
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the capabilities, but also to be fully integrated with existing systems,
without reducing the overall capabilities. In practical terms, for instance,
the new Freccia that will be deployed, or the future armored vehicle
Centauro 2.0, will be fully compatible and ready to be integrated with
existing assets.

“Evolution throughout production” is one Forza NEC’s most im-
portant principles. It implies that development and production phases
are not designed as two separate domains. Rather, they are linked by the
“evolutionary acquisition” concept, which means acquisition during the
program’s development. This approach is based on flexible procurement
procedures and it is necessary when there are technologies with a short
life-span, such as electronics or IT. In this way, during the contract it is
possible to upgrade systems and equipment according to the various
technological evolutions. Systems and equipment are designed as open
architectures which allow them to be updated or upgraded during the
project’s execution. This approach aims to prevent the use, over the
years, of systems and equipment with different technologies which are
neither adjustable nor interoperable. In other words, the net-centric
structure allows equipment to be reconfigured as new advanced solu-
tions are developed, without affecting the equipment itself and there-
fore without having to remove and replace the earlier equipment with
new versions.

To ensure a coordinated modernization of the various components,
the above-mentioned CD&E phase was established. The CD&E is regu-
lated by the DOTMLPFI approach, of Doctrine, Organization, Training,
Materiel, Leadership, Personnel, Facilities, Interoperability. This acro-
nym expresses an idea originally developed in the US and later adopted
by NATO. It implies that these elements should be analyzed together
during a procurement program. Compared to the original “DOTMLPF
methodology” in the US, the Italian Defence General Staff has added an
“I” for interoperability, to emphasize the importance of this element. By
using this methodology, the new vehicles and systems in the elaboration
phase should be reviewed and analyzed in light of these parameters, to
predict, at least in theory, all the possible implications brought about by
Forza NEC technologies.
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4.6. Governance

Forza NEC has made it necessary for the Italian military to make many
adjustments due to the complexity, scale and length of the project. There
was also a need to fully integrate the industrial side into the process
right from the beginning of the program. These requirements led to a
reorganization of the administrative offices dealing with Forza NEC.

The project governance was defined on three levels:

- The strategic level is represented by the Steering Committee chaired
by the Army Logistical Commander, delegated by the Army Chief of
Staff and with the participation of Departments Heads of SMD, Italian
Army Staff (Stato Maggiore Esercito - SME), Air Force Staff (Stato
Maggiore Aeronautica - SMA), Navy Staff (Stato Maggiore Marina -
SMM) and SEGREDIFESA;30

- The operational-technical level, chaired by the Head of SME’s Land
Transformation Department, is divided in 5 working areas and 15
Task Forces, which gather representatives of the General Staffs, the
Land Armaments Directorate and SEGREDIFESA;

- The administrative-technical level, represented by the Program Direc-
torate established within the IV Department of SEGREDIFESA, which
deals with the technical management and the relationships with indus-
tries, Armed Forces Staffs, and technical Directorates. This level is also
represented by the pilot Technical Directorate represented by the
Land Armaments Directorate (Direzione Armamenti Terrestri- DAT),3!
which specifically deals with the technical-administrative activities.

On the administrative side the Ministry of Defence has chosen to adopt a
joint approach, involving all the Armed Forces in a synergic way. Forza

30 The Secretariat General of Defence/ National Armaments Directorate (Segretaria-
to Generale della Difesa - Direzione Nazionale degli Armamenti - SEGREDIFESA) was
established in 1965. Currently it supervises the MoD 9 General Directorates and pro-
vides the functioning of the MoD tecnical-administrative branch, the research and sup-
ply of armaments, vehicles and equipment. http://www.difesa.it/Segretario-SGD-
DNA/SGD-DNA/Pagine/default.aspx.

31 Comando Logistico dell’Esercito, Forza NEC il cammino della trasformazione, cit.,
p- 11.
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NEC governance unit reports regularly on the program’s progresses di-
rectly to the Chief of Defence Staff.

The solution proposed for the MoD administrative-operational area
(Area tecnico-amministrativa) includes:

- A general pilot Directorate, represented by the Land Armaments Di-
rectorate as the sole responsible for the whole contractual activities.
The pilot Directorate guarantees the contractual and management
unity of the procurement. The DAT is also “the contracting authority”
with regards to the Ministry of Economic Development MiSE.

On November 1, 2007, within SEGREDIFESA (Department IV), a
special Forza NEC Program Directorate3? was established as a body
for coordination, management, control and verification of the whole
program’s aspects, without prejudices of the General Directorates
roles. The Forza NEC Directorate is also tasked to gather eventual re-
quests from Armed Forces Staffs, the General Directorates and indus-
try in order to find shared solutions.

The Forza NEC Program Directorate merged the former Future Soldier,
Battlespace Digitization and Combat training center Directorates.
Through the Head of the IV Department, Forza NEC falls under the re-
sponsibility of the Secretary General/National Armaments Director
(Segretario Generale/Direttore Nazionale Armamenti - SG/DNA). Its
tasks include:

- Control and monitoring of projects;

- Control of the integration level;

- Requests for technical variations;

- Proposals to reshape the financial commitment;
- Coordination with other related programs.

The control tasks are crucial for the consistent evaluation of the pro-
gress of Forza NEC. To this end, some joint Project Integrated Groups
have been created to monitor certain contractual aspects. In 2006, with-
in SME, the Department for Land Transformation (Dipartimento per la

32 Ministero della Difesa, Segretariato Generale della Difesa/DNA, http://www.difesa.
it/Segretario-SGD-DNA/SGD-DNA/Pagine/Le_Procedure_di_Acquisizione.aspx.
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Trasformazione Terrestre - DTT) was created to “coordinate and man-
age the Army modernization process with a holistic DOTMLPFI33 ap-
proach and a transversal mandate for the organization of the Army at a
senior level”.

Finally, the MoD has decided to establish a single hub for the various
contracts, the Land Armaments Directorate, responsible for all the pro-
curement activities and management. This was also required in order to
utilize the MiSE funds. SME is responsible for planning the operational
requirements, for example identifying who is responsible for the ex-
change of information with the relevant units. These procedures are
particularly important for ensuring that communication systems are ef-
fectively used in the field. Moreover, SME plans what to procure and
when, choosing the vehicles and systems for modernization, the bri-
gades to digitize and the timetable for such activities. All the decisions
are taken under the 2010-2030 Operational Concept and the 2013-2030
Modernization Plans.

4.7. NEC Force: opportunities and challenges

Forza NEC aims to go beyond a simple integration of different technolo-
gies. It indeed aims to create a “system of systems”, able to fully exploit
different elements such as firepower, C4ISTAR capability, full interoper-
ability, a more effective forces protection, systems to prevent friendly
fire (known as blue-on-blue),3* and better logistical support to face the
challenges posed by future interventions. Forza NEC, however, carries
several vulnerabilities for the Army, in particular in the electronic and
cyber warfare fields. In fact, all the different systems, from the simple
soldier to the command post, will be part of huge and constant data flow
which is both bottom-up and top-down. This increases the risk that
someone may intercept or disrupt the flow of communications. This

33 Stato Maggiore dell’Esercito, Stato Maggiore dell’Esercito - La struttura http://
www.esercito.difesa.it/Organizzazione/Organizzazione%?20Centrale/Stato%20Maggior
e%20Esercito/Pagine/DipartimentolmpiegodelPersonale.aspx.

34 “Blue-on-blue” comes from the blue color used in the training maps: the blue color
shows friendly units. Therefore “blue-on-blue” fire means firing on allied units.
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could also happen if an opponent seizes an asset, such as a vehicle or a
soldier radio. In a NEC environment each element, from the soldier to a
vehicle, could be a source of vulnerability. As a result, a series of actions
to guarantee the security of communications have been taken. For ex-
ample, the names and frequencies turnover, data encryption, data
transmission, varying radio frequencies to randomly avoid interception
(a practice known as “frequency hopping”), the use of updated radio, or
the provision of different communication networks, physically separat-
ed into “classified” networks and “non classified” or “no-class” networks
have been planned. The analysis of operational and procedural mecha-
nisms has resulted in a number of instructions being issued to prevent
electronic interference from opponents. For example, the new routers
can choose the bandwidth of communication according to the operator’s
directives, and the antennas can emit a signal in a single direction only
in order to reduce the risk of interception.

The information distribution is not completely horizontal, but in-
stead vertical or, more precisely, functional. While the individual soldier
has a limited amount of information, the platoon commander has more,
and the higher command levels have an even more complete picture.
The hierarchical structure starts from the Future Soldier program, and
then moves to SICCONA up to SIACCON for command post levels. This
will prevent the information congestion of the peripheral units, such as
soldiers, but will also prevent the distribution of sensitive and confiden-
tial data, and therefore the likelihood of interception by third parties.
With this ability, in the future, the higher levels of command could even
use an individual soldier as a sensor, thanks to the Future Soldier pack-
age. This will let the strategic and operational levels see what the soldier
is observing on the field in real time. The individual elements, such as a
soldier, a vehicle, or a helicopter will therefore have a double role. They
can target opponents thanks to their armaments, such as the weapon for
the individual soldier, a machine gun or cannon for the vehicles. At the
same time, they are sensors for the higher command level. With the con-
stant flow of information even the lower level units could have a clearer
overview. This in turn should allow better communication of orders as
well as greater security for the units.
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4.8. Some examples of equipment

Among the equipment already used or under development by the Italian
Army are the following vehicles and aircrafts:

Centauro: the “heavily armored car Centauro” is an eight-wheeled com-
bat vehicle with a 105/52 cannon. Centauro is one of the most im-
portant innovations in the Italian military, and by the early 90s was the
backbone of the Army Cavalry units. It has also been exported to Spain
and Oman. It requires a four people crew and can carry from 2 to 4 sol-
diers more in the rear area. It weighs 26 tons and in addition to the
105/52 cannon the armament includes two 7.62 machine guns. Its max-
imum speed is 100 km/h.35

Helicopters: the three main helicopters involved include: the A129 Man-
gusta helicopter “for reconnaissance and escort” (£licottero da Esplora-
zione e Scorta - EES), armed with the anti-tank SPIKE missile system
(the deployment is underway), 70 and 81 mm rockets and a 20 mm
cannon;36 the NH9037 and the CH-4738 for transport purposes.

Dardo: The Dardo is a tracked armored Infantry Fighting Vehicle (IFV),
which carries three crew members plus a team of six people. It weighs
about 24 tons and the armament is a 25 mm cannon as well as a coaxial
7.62 machine gun. Its maximum speed is 70 km/h.3°

Freccia: The eight-wheeled vehicle Freccia “is the main vehicle of the new
NEC Land Brigade, and it is the first digitized vehicle of the Italian Ar-

35Esercito Italiano, Blindo armata pesante “Centauro’, http://www.esercito.difesa.it/
Equipaggiamenti/armi_materiali_mezzi/Mezzi/Ruotati/Blindati/Pagine/Blindopesante
armatCentauro.aspx.

36 Esercito Italiano, A 129 “Mangusta’, http://www.esercito.difesa.it/Equipaggiamenti
/armi_materiali_mezzi/Aeromobili/Elicotteri/da%20Esplorazione%20e%Z20Scorta/Pag
ine/A129Mangusta.aspx.

37 Esercito Italiano, NH 90, http://www.esercito.difesa.it/Equipaggiamenti/armi
_materiali_mezzi/Aeromobili/Elicotteri/da%Z20Trasporto/Pagine/NH90.aspx.

38 Esercito Italiano, CH 47 ¢ http://www.esercito.difesa.it/Equipaggiamenti/armi
_materiali_mezzi/Aeromobili/Elicotteri/da%Z20Trasporto/Pagine/CH47C.aspx.

39Esercito Italiano, VCC Dardo, http://www.esercito.difesa.it/Equipaggiamenti/armi
_materiali_mezzi/Mezzi/Cingolati/Trasporto%20e%?20Combattimento/Pagine/VCCDar
do.aspx.
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my.”40 Belonging to the same family of Centauro, Freccia can carry 11
equipped soldiers, of which three as crew. The vehicle is equipped against
new threats such as the Improvised Explosive Device (IED)#*! and it will
be available also in many forms such as “Command post”, “Mortar” and
“Anti-tank”. The vehicle weights 28 tons and it is armed with a 25 mm

cannon and a 7.62 machine gun. Its maximum speed is 105 km/h.

UAV and UGV: the Army intends to adopt one of the most recent military
technologies such as the Unmanned Aerial Vehicle (UAV) for the air
component and the Unmanned Ground Vehicle (UGV).*2 This equipment,
thanks to the absence of a pilot can sustain a wide range of actions with-
out the limits of human being. Some examples are its ability to fly for
many hours, or to control or attack very dangerous areas without risk-
ing the soldiers’ life.

The UAVs*3 can be used in many different contexts, both military and
civil. For military purposes, UAV could attack, for example with missiles,
be used in reconnaissance, intelligence or surveillance roles. Currently,
the Army is acquiring some Tactical UAV systems for medium-range re-
connaissance, intelligence and surveillance purposes, and has acquired
some micro UAV systems for a short range (0-10 km) use. The UGVs#4
can be used, for example, to find out a mined area.

40 Esercito Italiano, VBM 8x8 “Freccia’, http:/ /www.esercito.difesa.it/Equipaggiamenti
/armi_materiali_mezzi/Mezzi/Ruotati/Blindati/Pagine /VBMFreccia.aspx.

41 “Gli ordigni esplosivi improvvisati, pil comunemente conosciuti come IED (/m-
provised Esplosive Device), sono ordigni realizzati in maniera artigianale tramite
I'impiego di esplosivi recuperati da parti di ordigni convenzionali (proiettili e mine) ed
esplosivi artigianali fatti in casa”, in Ministero della Difesa, /ED - Improvised Explosive
Device http://www.difesa.it/Content/Pagine/IED.aspx.

42 Eugenio Po, “L’El e il programma Forza NEC”, in Rivista Italiana Difesa, n. 10, 2009.

43 For a juridical analysis, Rocco Lobianco “Unmanned aerial vehicle” in Rocco Lo-
bianco, Compendio di diritto aeronautico, Milano, Giuffre, 2009, pp. 110-111.

44 “It is not only unmanned aerial vehicles (UAVs) that are changing the nature of
warfare by becoming increasingly sophisticated and able to take over more of the roles
of manned flight. Also coming are unmanned ground vehicles (UGVs). Like UAVs, the
ground versions will first be employed on triple “Ds’: that is dirty, dangerous and dull
work. Robots that help to detect and defuse mines are already doing service, although
these are operated by remote control’ The Economist, Now follow me, July 21, 2010,
http://www.economist.com/blogs/babbage/2010/07 /unmanned_ground_vehicles.
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VLTM Lince: the Light Tactical Multirole Vehicle (Veicolo Tattico Leg-
gero Multiruolo - VTLM) Lince is a four-wheeled drive vehicle already
successfully deployed in Afghanistan. Around 1150 units have already
been provided to the Army. The Lince has a high-security standard due
to the special shape of the passenger cell. It can carry four people plus
the pilot, it weighs 6.5 tons and has a top speed of 130 km/h.

VTMM: the Multirole Medium Tactical Vehicle (Veicolo Tattico Medio
Multiruolo - VTMM) has been jointly developed by IVECO and Kraus-
Maffei, as a multi-role vehicle for non-combat but rather logistical, elec-
tronic warfare, engineering, command post or ambulance tasks.4>

5. FORzA NEC’S INDUSTRIAL COMMITMENT

5.1. The defense industry and the net-centric challenge:
backbone and ITB

For many years the national defense industry has been faced the chal-
lenge of digitization, today one of the most ambitious goals for the mili-
tary. The industry’s ability to produce different types of high-quality
platforms, such as vehicles, tanks, ships or aircraft, is a strong indication
of dynamism, but in the current context most of these systems are inef-
fective without a net-centric capability. The need to produce intercon-
nected systems and to integrate them in a coherent way is a challenge
both for the General Staffs and for the industry. The latter, particularly,
compete in this new technological field. The defense market is becoming
more international, European and transatlantic, and even global.4¢

45 Roberto Cibrario Assereto, Audizione presso la Commissione Difesa del Senato della
Repubblica, 9 giugno 2011, http://www.senato.it/documenti/repository/commissioni/
commO04/documenti_acquisiti/audizione%20dr.%20Cibrario%209giu2011%20-%202.
pdf.

46 “The deconstruction of the previous balance of power and the gradual reconstruc-
tion around new equilibrium has had an obvious impact on the international defense
market”, Dottori Germano, Marrone Alessandro, “Il mercato della difesa tra geopolitica e
globalizzazione”, in Catalano Claudio (a cura di), BARICENTRI: lo shift globale degli equi-
libri politici, economici e tecnologici?, Roma, Finmeccanica Occasional Paper, 2010.
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Therefore the industrial system also needs to open up to foreign compe-
tition, at the same time being able to penetrate markets that in the past
were closed to certain companies. The competition challenges have
caused the birth of new partnerships between companies, forcing indus-
try and research to increasingly improve themselves and their policies.
Today such improvements are necessary to compete with a number of
players, whilst facing shrinking defense budgets throughout European.

Inevitably the NATO NEC concept is will influence defence procure-
ment and thus the related market in the coming years. The basic ideas of
this concept have imposed a series of new requirements, to which in-
dustry has had to adapt. Modularity, interoperability, flexibility, and in-
dustrial-military cooperation are some of the new key words that are
shaping the evolution of defence market.

The Italian military as a whole is deeply involved in the net-centric
debate. The military-industry dialogue on the related procurement pro-
grams should consider some key elements:

- The increasingly joint and combined nature of future operations;

- The foresight of future areas of operation;

- Possible geopolitical changes;

- The differences between the Services;

- Some “pre-NEC” ongoing projects and the asset legacy issues;

- The inherited traditional approach with its limited public-private in-
teraction;

- The need to make dozens of systems and equipment from different
suppliers interact;

- Strict budget constraints due to current economic conditions.

The need for a holistic NEC approach has led to a series of reflections by
both the military and industry. They had to consider a pre-NEC scenario
where there had already been some asset acquisitions oriented towards
battlespace digitization. While these previous acquisitions lacked of co-
ordination, Forza NEC aims for a different approach to a standard pro-
curement program, simply based on orders and sales. The military has
needed a further step to analyze and assess equipment before the final
acquisition of net-centric capabilities and technologies, at the CD&E
phase and the ITB.
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The first objective of the CD&E phase concerns the architectural de-
sign and the C4147 backbone development. The backbone is the main tel-
ecommunication infrastructure which enables the information flow
among the various command and control (C2) systems. The transmis-
sion capacity and data sharing is a conditio sine qua non for the whole
Forza NEC program: without a robust network for information flow, any
net-centric capability simply cannot exist. Therefore industry immedi-
ately focused on the network design, to ensure fast and secure commu-
nication between all of the operational forces. This kind of C4I back-
bone, able to operate in a joint and combined environment, could allow
the military to deploy a limited command structure into theatre, while
the headquarters at home could manage the necessary activities
through network infrastructures such as radios and satellites. The crea-
tion of the backbone implied the adoption of the same type of radios,
routers, application services for C2 functions at all levels (i.e. squads,
platoons, companies and so on).

The second industrial goal of the CD&E phase is the ITB develop-
ment. The ITB networked sites use a single set of simulation tools, which
ensures interoperability between the sites and other similar networks.
The Basic Synthetic Environment (Ambiente Sintetico di Base - ASB) is
the core base software which acts in every site as a virtual base to inte-
grate the various simulation tools. There will also be a series of digitized
equipment simulators such as UAV, UGV, Reconnaissance, Surveillance,
Target Acquisition (RSTA) systems and vehicle platforms. They will be
fully integrated with the ASB and with other ITB’s C2 and C4 systems.
Moreover, there will be a reproduction of Forza NEC C2 and C4 systems,
which will host the various systems’ real software, being the produced
by Forza NEC or already existing in the Armed Force. Finally there will
be a mini ITB site mounted in a shelter, deployable everywhere in Italy
to assess real exercises. Its structure will be similar to a command post,
but the shelter ITB will have a different function.*8

47 Command, Control, Communications, Computers and Intelligence.

48 Shelters are metal architectural structures suitable to house equipment that allow
brigade or regiment C4 functions. Usually a brigade command post has nine elements,
while a regiment has three. The command post shelters have different communication
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From an industrial perspective, the ITB performs a series of different
but complementary functions:

- C2 software integration and validation;

- C2 software maintenance during its life cycle;
- Technology check;

- Testing;

- System integration and validation.

The CESIVA hub will host the Army ITB Control Room Battle Lab Ena-
bler (CRoBLE). It will have the ability to plan checks, execution of pro-
cedures, the need for human and technological resources, and the su-
pervision of the execution. The other ITB sites will host their own con-
trol room which centralizes the simulation control and data exchange
with other sites; thereby each site will enjoy its own flexibility. ITB’s
role is to create a distributed structure of testing and verification to op-
erate on the systems as though in the real environment, with the sup-
port of simulation elements.
These simulation elements consist of:

- The Basic Synthetic Environment (ASB), a set of tools and cross-
cutting and general-purpose software dedicated to simulation, con-
trol and analysis;

- The Digitized Systems Simulators (Sistemi di Simulatori Digital-
izzati), specialist components dedicated to a single system or digit-
ized element simulation.

Among the various ASB components there is a specific program for Data
Recording and Analysis (Registrazione e Analisi dei Dati). It allows an
operator to create different types of numerical analysis of the collected
data, to support the performance estimation activities of the systems,
such as time measurement and data accuracy.

Among the Army ITB sites, the SCUCAV or the SCUTI have facilities
such as rifle ranges or training areas to conduct specific activities of ac-

systems, including encrypted systems for data secure transmission. The shelters are not
deployable autonomously but require the help of another means, usually a truck or a
plane such as the C130.
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ceptance, verification, operational validation, and testing. All these activi-
ties will be fully connected to the other ITB sites. On these sites it will be
possible to test and develop new training methods in line with net-centric
technologies and procedures. Industry is also involved in training activi-
ties with a first tranche of specialist training for military personnel. Sys-
tem technical assistance can include a training and collaboration activity.
A transformation such as Forza NEC might require a detailed analysis to
determine the training requirements and subsequent activities.

To sum up, the CD&E phase, which is still in progress, is a turning
point for Modeling & Simulation activities. It also leads to increased col-
laboration between the military and industry, underlined by the de-
ployment of industrial personnel in operational theaters. The positive
feedback coming from these experiences will have an impact on the de-
velopment and evolution of vehicles, capabilities and equipment.

5.2. The organization of the industrial side

The industrial activities of supply, testing, simulation and verification of
systems and technologies may appear easy. For instance it could be suf-
ficient to test a vehicle in the field and with the simulators to obtain
feedback. But this simplistic analysis clashes with the reality. The vast
majority of current military equipment is rarely produced by a single
company. Today a single company cannot manufacture all the elements
from guns to missiles, from vehicles to radios, from sensors to control
systems, but rather several companies contribute to produce the same
platform. A variety of assets are needed to equip a divisional level unit,
including logistics, electronic warfare and various support units, in addi-
tion to the traditional combat functions. As a result, several suppliers
are required. If these suppliers were operating without mutual connec-
tions, this could compromise the utility of the net-centric architectural
design. Then there is a second problem: the plurality of suppliers re-
quires a series of different contracts with the Ministry of Defence (MoD),
which may create more difficulties for end-users and multiplies the
number of administrative actions required by each individual contract.
Forza NEC has offered two innovative solutions to these problems, by
creating the system integrator and prime contractor roles within the
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procurement program. Regarding the systems’ integration, the point is
that Forza NEC is a complex and joint project based on the sharing of in-
formation and C2. Otherwise, gaps among the nodes, from a soldier to
the brigade command, might seriously compromise the whole net-
centric architecture.

Industry therefore has to have an alternative choice:

- Provide a set of elements to the customer without any integration.
Consequently, the customer should integrate different equipment on
its own, for instance soldiers, radios, communication systems, or
C4ISTAR;

- Directly provide an integrated product.

For example, in the first case different companies would provide differ-
ent items, such as a tank, a radio and a C2 system. The Armed Force
which receives the items should therefore integrate them, by mounting
radio and C2 equipment on the tank. In theory this process might seem
simple, but the variety of equipment, their different age and technologi-
cal levels, and the technical problems that may arise should be taken in-
to consideration. As a result, such a task requires a large amount of per-
sonnel and specialist know-how which today the Armed Forces does not
have. Therefore this first solution is unviable.

However, in the second option industry directly integrates individu-
al pieces of equipment, whatever they are, providing the customer with
a complete package, such as a fully equipped tank with radio and C2
system. In this second case the integration activity and burden falls en-
tirely to industry and not the Armed Forces. The customer remains re-
sponsible for planning what to procure, the products’ requirements, the
amount of equipment and the purchase timeframe. The supplier has the
task of integrating all the necessary hardware and software, regardless
of which company produces what. This implies a strong cooperation
between companies to ensure the various components’ full interactivi-
ty, or at least to reduce technical problems as much as possible. The
complexity of the integration process has led the MoD to choose only
one industrial counterpart with a role of systems integrator that has to
integrate the various systems and equipment and deliver the complete
product. Selex Sistemi Integrati (Selex SI), a Finmeccanica company,
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with a solid national and international experience in this field, was cho-
sen for this role.
The purpose of the system integrator is to:

- Create the system of systems, or System of Systems Engineering
(SOSE);

- Integrate the C2 capability;

- Integrate the systems through the Modeling & Simulation techniques
also in the verification and validation phases.

The second problem to be addressed was the number of contract par-
ties. According to the Italian law, this problem could be addressed by us-
ing a Temporary Group of Companies (Raggruppamento Temporaneo di
Imprese - RTI), a kind of joint venture. However Forza NEC decided to
go with a prime contractor, a practice already used in the US. As men-
tioned, the defence industry includes a series of different suppliers, spe-
cialized in various components such as helicopters, sensors, UAVs, artil-
lery and so on. This meant that a coordinator in a primus inter pares po-
sition, and the companies’ MoD interface needed to be identified. The
role of prime contractor was also assigned to Selex Sistemi Integrati,
which is both prime contractor and systems integrator.

This approach is positive in many ways. First, is more efficient for the
MoD to interact only with the prime contractor than to deal with RTL
Second, the customer does not need to oversee different simultaneous
industrial activities because the prime contractor gathers the manage-
ment of all initiatives, representing itself and the other companies in
front of the MoD. Forza NEC has therefore replaced the RTI model which
let integration up to the customer with a theoretically more efficient ap-
proach where the integration begins on industrial side from the design
and development and continues during the product’s production. Sec-
ondly, the prime contractor allows more unity and stability of the indus-
trial team. This structure can provide the customer with a complete ar-
chitectural vision of the elements that form the program, and a better
coordination of the production team. Finally, in order to fund Forza NEC
R&D activities, MiSE required not only a single MoD contracting station
but also a single private interface.

By utilizing the private agreement” (7rattativa Privata) legal instru-
ment, a single contract was signed between the MoD DAT and Selex SI as
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representative of all the companies involved as subcontractors. It includ-
ed provisions on the prime contractor and the system integrator roles, as
well as on the respect of individual companies. According to the contract,
Selex SI does not replace the role of individual companies, which remain
Design Authorities for their specific projects, but integrate the different
systems already produced by the various partners in a coherent and
complete way. To sum up, the framework agreement envisages:

- Selex SI as prime contractor and system integrator;

- The MiSE funding, according to law 421/1996;

- The other companies responsible for individual projects, as sub-
contractors of Selex SI

- A division into parcels which are the supplies to be provided accord-
ing to each of the specifications included in the contract.

The subcontractors, while dealing autonomously with their systems,
have a constant link with Selex SI, in order to begin considering the inte-
gration requirements and production phases. Forza NEC includes the
most important [talian security and defense companies, as listed below:

Company name Area of expertise

SELEX SISTEMI INTEGRATI Prime Contractor

(including the former ELSAG DATAMAT)

Architecture, system administra-
tion, C2, C2 logistical systems

MBDA ITALIA

Anti-Air Artillery

SELEX GALILEO

C2 and navigation systems,
sensors, UAV

SELEX ELSAG (merger of ELSAG DATAMAT and SELEX
COMMUNICATIONS)

Communication and

systems

security

OTO MELARA

Vehicles and C2 and navigation
digitization systems, UGV

AGUSTAWESTLAND

Aircraft integration

ELETTRONICA

Electronic warfare systems

IVECO

Vehicles and C2 and navigation
digitization systems

ENGINEERING INGEGNERIA INFORMATICA

Data fusion systems

IVECO-OTO MELARA Consortium

Vehicles and C2 and navigation
digitization systems

RTI “Soldato Futuro”

(SELEX COMMUNICATIONS now SELEX ELSAG, FAB-
BRICA D'ARMI PIETRO BERETTA, SELEX GALILEO,
SISTEMI COMPOSITI, AEROSEKUR)

“Soldato futuro” package
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The activities carried out by Forza NEC open up new opportunities for
the defense industry. In theory the industrial structure adopted by For-
za NEC strengthens the cooperation between national companies, com-
bining specialist expertise, promoting ideas and experiences exchange,
rationalizing the number of contracts and eventually facilitating the in-
tegration of legacy elements and systems.

5.3. Forza NEC: from the project to the single capabilities

Once the operational requirements and guidelines were received, indus-
try had to translate the concepts into real equipment and elements,
called “physical objects”, or tools,* to be delivered to the customer. This
process began with the Army’s asset legacy renewal, to provide the cus-
tomer with the core Forza NEC features and then move to net-centric
exploitation for new capacities. Therefore the industry has worked on
asset legacy reutilization within Forza NEC, on the spirals’ planning, and
on the reflection about capabilities to enhance.

One of the goals of the Project Definition phase (PD) was to assess
the capability gap of several legacy systems, and then upgrade the sys-
tems for their digitization. For example, Centauro, Dardo Ariete and oth-
er analog vehicles are being digitized with a SICCONA upgrade. In the
light of further improvements to introduce on the Freccia vehicles, For-
za NEC plans to adapt SICCONA to Freccia standard, for example intro-
ducing a broadband radio. The new equipment to be delivered during
the spirals will be fully compatible with the existing NEC elements due
to their net-centric design. The asset legacy has been used as a starting
point to avoid the waste of existing resources, systems and equipment.

The foot soldier, which plays a crucial role in current operational
theaters, is in the spotlight because to fully integrate a soldier in a C4l
architecture he has to be equipped with an extra load, in addition to his
weapons and standard equipment. Due to its importance, the Future
Soldier project, launched in 2003, has been integrated into Forza NEC

49 These “physical” tools are different from the ITB tools, as they are not software but
physical elements delivered to the MoD (such as a tank or a vehicle).
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and it will provide the foot soldier basic equipment. Albeit on a smaller
scale, the soldiers will be provided with net-centric equipment such as
individual computers and radios, currently under consideration by in-
dustry particularly for energy consumption. For instance current batter-
ies, which are now contained in special watertight and resistant cases,
will, in the future be set up according to the missions being carried out,
and will have a different time duration of between 24 and 72 hours.

Beyond the asset legacy integration, at the core of the Forza NEC ar-
chitecture, is the Situational Awareness (SA) capability. According to the
system integrator’s definition, SA is “the awareness of an operational
situation among the forces.”50 This is the real divide between analog and
net-centric systems and implies a big effort for systems and sensors to
provide the Common Operational Picture (COP)5! drawing information
by all the tactical and strategic levels. The tactical SA, updated in real
time or in near real-time, will be implemented by sensors’ deployment
in the theater and collection and reporting systems.

The SA envisaged by Forza NEC will allow:

- The data fusion from different sensors to provide a COP as precise as
possible, offering to the command level an information synthesis
more comprehensive than the mere sum of sensors information;

- A better operation management for commanders thanks to COP
comprehensiveness;

50 Selex Sistemi Integrati, Situation Awareness, http://www.selex-si.com/SelexSI
/1T /Business/Systems_of_systems/Homeland_defence/situation_awareness/index.sdo.

51 According to the Department of Defense, Dictionary of military and associated
terms, Washington DC, Department of Defense, 2011, p. 69, “a single identical display of
relevant information shared by more than one command. A common operational picture
facilitates collaborative planning and assists all echelons to achieve situational aware-
ness”. The US Army FM-3-0 Manual instead, defines the COP as “a single display of rele-
vant information within a commander’s area of interest tailored to the user’s require-
ments and based on common data and information shared by more than one command.
The availability of a common operational picture facilitates mission command. The
common operational picture lets subordinates see the overall operation and their con-
tributions to it as the operation progresses”, Department of the Army, FM 3-0 Opera-
tions, Department of the Army, 2008, page 5-80, http://downloads.army.mil/fm3-
0/FM3-0.pdf.
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- A rapid capacity of detecting, tracking and target classification for the
lower levels;

- Improved tactical information sharing for the TO tactical level, such
as a vehicle or a soldier;

- A better engagement capability to identify the target; this has some
positive although indirect effects on the troops security, as they can
react to adversaries in a short time;

- a logistics able to fulfill its function in a right time due to shared in-
formation on the various vehicles;

- prevent “friendly fire” through the Blue Force Situational Awareness;
this system identifies friendly or allied units and enemy ones, thus
reducing the possibility of fire between national or allied units.

The threat of friendly fire during operations led to research on Combat
Identification, i.e. the recognition of friends and enemies in the opera-
tional environment, particularly when multinational contingent are
deployed together. The NEC capabilities address these challenges by
identifying friendly, enemy and unknown units in a short time. A bet-
ter awareness of the different forces in the field is linked to the SA and
contributes to forces protection. Currently NATO has two procurement
programs to identify allied units and thus prevent friendly fire, the
New Generation Identification Friend or Foe (NGIFF)52 for air identifi-
cation and the Battlefield Target Identification Device (BTID)>3 for
land identification.
Forza NEC has planned to equip the vehicles with BTID systems to:

- Identify Italian land vehicles with the same devices;

- Identify land vehicles of allied Armed Forces operating within multi-
national coalitions;

- Interface and exchange data with different C2 systems.

52 Jane's, New-Generation Identification Friend-or-Foe, 9 November 2001,
http://articles.janes.com/articles/Janes-Radar-and-Electronic-Warfare-Systems/New-
Generation-ldentification-Friend-or-Foe-NGIFF-system-International.html.

53 Global Security, Battlefield Target Identification Device, http://www.globalsecurity.
org/military/systems/ground/btid.htm.
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In addition, Forza NEC’s timeline and the spiral system allows for sub-
sequent evolution, based on future technological developments. The
gradual acquisition of equipment and systems over the years will facili-
tate the companies in the workload organization, harmonizing it with
production and processing times. The transforming while operating
principle implies a net-centric capability of the new equipment to be de-
livered, i.e. the successor vehicles of Frecciawhich therefore will be fully
integrate with the other systems and equipment. In the long term this
approach will eliminate the asset legacy issue, as all the future vehicles
will have NEC standards. According to the second principle, evolution
throughout production, hardware and software systems will be design-
ed as open architecture to allow easy reconfiguration when necessary.

Further capabilities will be developed, for example improving urban
communications or localization and evacuation of wounded soldiers. For
this purpose the Armed Forces are going to acquire some net-centric Tac-
tical Medium Multirole Vehicle (Veicolo Tattico Medio Multiruolo -
VTMM) with ambulance equipment. Combat service support is essential
to support the operational activities, and will be fully integrated within
Forza NEC. The same net-centric system able to identify the targets will
help to identify friendly forces that are in trouble or in need of assistance.

Finally, the foot soldiers equipment also has room for improvement.
Technology can increase the capacities of different nodes, but in today’s
military operations many essential functions, such as civil-military co-
operation and territorial control through physical presence, rely mainly
on the soldiers. Italian Armed Forces have paid lots of attention to this
field, and consider the Future Soldier program a great innovation for the
individual soldier.

With regards to the miniaturization of technologies, Radio, communi-
cations equipment and sensors have to be brought by a soldier already
carrying a weapon, ammunitions, water, personal protection such as
body armor, and other gear. Load and energy are crucial problems for
the foot soldier equipment: therefore weight, functionality and power
consumption require further industrial efforts. The industry should
provide personal net-centric systems that must be user-friendly, fast to
use, light and at the same time reliable even in critical situations. Finally,
Future Soldier package will have some physiological sensors that could
monitor the soldier’s health.
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5.4. Technologies and Systems

The following elements are among the technologies and systems in-
volved in Forza NEC:

SIACCON: the Automated Command and Control System (Sistema Autom-
atizzato di Comando e CONtrollo) was introduced in the early 90s. It is
structured on an Information Analysis and Selection Centre (Centro Ana-
lisi e Selezione delle Informazioni - CASI), a Fusion Center (Centro di Fu-
sione - CF) which holds the updated database, and a Decision Center
(Centro Decisionale - CD) in which concise data are presented to decision
makers. The SIACCON is designed to automate the strategic command
posts’ procedures in the operational theater. This C2 system allows a Bat-
tle Management Support for many Army functions, from battalion level up
to corps level. The higher command levels have a greater range of func-
tions. The evolution of the first SIACCON, the SIACCON 2, is currently un-
der development, and it is based on the modern Service Oriented Archi-
tecture (SOA) technology. It has two different working levels: one for the
common basic services and another for specialist services. The latter are
specific for each command post cell or for the lower hierarchical levels,
such as companies, platoons, squads and individual soldiers.54

SICCONA: the Integrated Command, Control and Navigation System
(Sistema Integrato di Comando, COntrollo e NAvigazione) provide “the
net-centric interconnection of land combat vehicles”. The system can
provide map, navigation, and Situational Awareness information, and
enables messages and logistical data exchange. SICCONA is going to pro-
vide some interconnections with Future Soldier package. SICCONA test-
ing began in 2006 within the 31th Tank Regiment, and involves a range
of vehicles such as Ariete, Dardo, Centauro and Freccia.>>

BFSA: the Blue Force Situational Awareness is an ongoing program un-
dertaken by the MoD and developed by the industry for tracking and

54 Jane's, SIACCON, 10 May 2011, http://articles.janes.com/articles/Janes-Military-
Communications/SIACCON-Automated-Command-and-Control-System-Italy.html.

55 Jane’s, SICCONA,12 November 2010, http://articles.janes.com/articles/Janes-C41-
Systems/SICCONA-Italy.html.
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identification of friendly forces at tactical level, aimed to Combat Sup-
port and Combat Service Support equipment.

Future Soldier: The Future Soldier package represents an example of a
legacy program that was harmonized within Forza NEC and the Army’s
evolution. The Future Soldier will have improved traditional military
gear, for example a lighter rifle, a modular backpack, a better load dis-
posal and a new battledress. Future Soldier package will provide other
digital assets such as minicomputers and advanced radio that allow the
foot soldier to operate in a net-centric environment integrated with SI-
ACCON and SICCONA.

The “Future Soldier” package aims to improve the soldier capabilities
in five areas:

- Engagement effectiveness: it will lighten the weapon, improve target
acquisition and fire control, and provide a thermal camera and laser
pointers;

- Survival: a ballistic or NBC protection, and soldier health sensors will
be added to standard equipment;

- C2 systems: it will integrate C2 systems with the upper levels, by
providing a computer, GPS and an individual radio, to improve com-
munications and information management;

- Autonomy: it will provide the soldier with a power supply of at least
24 hours;

- Mobility: it will be increased thanks to material ergonomics, weight
reduction and load optimization /modularity.

Currently the Future Soldier package has four shapes:

- Basic, which provides a soldier with the essential gear, that means
lower lethality equipment: rifle, helmet, flak jacket and radio or.

- Rifleman, which provides to the soldier with all the lethal capabili-
ties, including weapon, sights, C41 capabilities including radio and
computer, as well as night mobility equipment.

- Grenadier, which also equips the soldier with a grenade launcher, for
a better and more comprehensive fire.

- Team Commander, which provides to the soldier with more opera-
tional management capabilities, also to enable the acquisition of tar-
gets and C2 functions.
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3.

The French case study

This case study proposes an overview of the conceptual background and
the various information and communication programs implementing
the network-centric or network-enabled operations in France.

1 THE FRENCH NET-CENTRIC CONCEPT

In the US, while the digitization project Force XXI in the Army was
launched in 1994, the NCW concept matured among the information
technologies community (primarily in the Joint Staff, the NDU and the Na-
vy) during the mid-90s only to emerge in 1998 in the form of NCW,
providing afterward, during Donald Rumsfeld’s tenure, a structuring idea
of the transformation. In France too, the concept effort lagged behind the
programmatic initiatives by the services to implement these technologies.

The French concept was for a while named “opérations infovalori-
sées” (information-enabled or value increased by information). This
term is continued to be used but the concept has now shifted to a more
classical “opérations en réseaux’ (networked operations).

The Centre interarmées de concepts, doctrines et d’expérimentations
(CICDE, joint center for concepts, doctrines and experiments) gave in
2006 the following definition: “Opérations en réseaux’ qualify the oper-
ations for which the control of the information and the optimal interre-
lations of all the players and systems constitutes critical elements of the
operational efficiency in particular by the control of the effects.”! Ac-

1 Centre interarmées de concepts, doctrines et expérimentations, Concept exploratoire
des opérations en réseaux, PIA 06-101, n. 94/DEF/CICDE/NP du 05 mars 2007, p. 4.
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cording to the concept, networked operations have four aims:

* To adjust the distance and the speed of operations to generate the
advantage over the adversary;

* To reinforce the ability of joint, multinational and interagency stake-
holders to cooperate;

* To enhance the relevancy of operational functions in the reaching of
desired effects and controlling their own activities;

* To reduce the frictions and opaqueness of operations.

According to the concept, these aims have notable implications for each
of the six fundamental functions:

* For the situational understanding, networked operations ease the
information dissemination toward analysis and decision-making
centers; allow exploiting expertise via the reachback thus allowing
the reduction forward-deployed staff. They allow the timely under-
standing and the leverage of each tactical element for the opera-
tional-level decision-making. The challenge remains here to de-
saturate information;

In support of the force generation and projection: OR ease the inter-
and intra-theater mobility, allow the synchronization of the projec-
tion operations, facilitate the build-up of tailored combined and joint
packages;

In support of the command function: the OR accelerate the decision-
making process, imposing the speed of the action on the enemy to

quickly involve various stakeholders through collaborative means,
and at all levels of command to develop a shared understanding of
the decision;

In support of the application of the effects: OR optimize the use of

weapon systems, enable the synchronization of the operations, the
adaptation of modular and flexible force packages to the threat and
the evolution of the situation. Finally, they allow to calibrate the suf-
ficient effects according the principle of the economy of force and the
need to limit the risk of collateral damage;

In support of the force protection: OR offer a larger margin of free-
dom in the organization of operational functions by reducing the
need to collocate them, thus reducing their vulnerability. They con-
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tribute to a better anticipation of threats, including versatile asym-
metrical ones and allow a protection based on mobility rather than
on hardening. Combined with the use of unmanned assets, OR allows
to reduce the exposure of assets;

* In support of force regeneration: OR allow for punctual logistics and
a better knowledge of unit status while reducing the workload to de-
velop it. They finally support the joint and multinational pooling of
capabilities.

Among specific concepts related to OR, it is important to mention the
SA2R (surveillance, acquisition, reconnaissance et renseignement) the
French version of ISTAR. SA2R, as expressed by CICDEZ and used by ser-
vices, envisions not only the networked multi-sensor intelligence collec-
tion but also more broadly the ability to access to the non-military all
source intelligence in theatre. The author, who participated to the pre-
liminary work on this concept, considers nevertheless that SA2R con-
firms the existing notion amongst the intelligence community (all-
source intelligence and collection coordination). The real issue lies ra-
ther in the reorganization of the intelligence exploitation function, in or-
der to better organize the responsiveness of the expertise of intelligence
analysts for users confronted with increasing and diversifying flows of
information.

In substance, while most officers acknowledge the increasing im-
portance of information technologies, many, notably in the Army, tend
to criticize the US concept for two reasons. The first is the “centricity” of
the network. This critique is related to the wider perception among the
French of the US military over reliance on technology, an enduring ele-
ment of US culture, as explained by many scholars including Colin Gray.
The second one is about the scope and the ambition of US transfor-
mation, maintained by the UK notion of “revolution in military affairs”,
the heart of which would be the NCW. In 2003, the French developed an
approach to transformation, encompassing the opérations en réseaux,
the effects-based approach and the concept development and experi-

2 Centre interarmées de concepts, doctrines et expérimentations, P/4-06.102 - Con-
cept exploratoire SAZR, n°153 DEF/CICDE/NP du 5 mai 2008.
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ment approach. But, as explained in the Plan Prospectif a 30 ans (the
main S&T roadmap) of the DGA (Délégation générale pour I'armement,
the MOD procurement agency),

The French transformation is neither the translation of a specific
strategy based on the power and technological superiority, nor
its acceptance as a new dogma, nor the questioning of methods
of action that would have lost their relevance: it is essentially a
global process of progress, focusing on operational efficiency,
able to adapt the military to the variations of environment by
making the best use of available resources, and a pragmatic and
flexible approach.3

The French claim to be closer of the UK “Network-Enabled” concept,
seen as describing more pragmatically that information technologies are
a supporting tool not an end in itself. Rapidly, the term of “infovalorisa-
tion” did emerge in the French HQs as a way to describe the added-value
of information without putting in question the enduring key tenets of
operations.

In fact, this difference always seemed to us to be purely superficial in
the case of networked operations: As summarized above, the French
concept completely adheres to the Adm Cebrowski’s NCW basic tenets:
information superiority, shared awareness, self-synchronization of ele-
ments, the need for interoperability and so forth. As the author realized
it, when the French staff decided to develop, around the mid of the last
decade, a Common operating picture at the joint level, it experienced the
same difficulties to define discriminating information requirements
which would customize the COP. On the other hand, the so-called “con-
trol of effects” is shared by all military decision-making including the US
one, whichever way they operate. The question is more about the rele-
vancy of effects, the way to measure them and the difference in the de-
gree of the use of force between US forces and European ones.

Another more important difference, also illustrated in the “pragmat-
ic” approach and the notion of “juste suffisance’ (just enough means or

3 Délégation générale pour 'armement, PP30, Chapitre D2 Partenaires, Transforma-
tion et opérations en réseaux, 2007, p. 5.
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effects) is related to the constraint of resources which permanently
plagues our military far more than US. This constraint leads to an in-
cremental and limited programmatic implementation of the networked
operations.

2.THE JOINT LEVEL PROGRAMS

2.1. The joint communication systems: Syracuse
SATCOM and future software radio

A backbone of the French NCO is the SYRACUSE (SYstéme de RAdioCom-
munication Utilisant un SatellitF) satellite communications system.4
French forces currently use the third generation of this system. The pro-
gram started in 1980. This first generation consisted of a payload on three
Telecom I satellites, launched between 1984 and 1987 and operated by
both Defense Minister and the French civilian telecommunication compa-
ny, France Télécom. These systems were phased out in 1994. The second
generation program began in 1987. Again, it relied on dedicated payloads,
this time on 4 Télécom II launched between 1991 and 1996.

The third generation, launched in 1999, is currently composed of two
dedicated satellites, SYRACUSE 3A and 3B, launched in 2005 and 2006.
While SYRACUSE 2 payloads were exclusively SHF, Syracuse III space-
craft combines SHF and EHF emitters, may precisely calibrate the ap-
portionment of its capabilities to the specific needs of each user, and is
protected against electromagnetic pulses. The ground segment includes
367 stations. Most of them are to be delivered in 201:5

* 323 ground stations: half of them are man-portable. Other are de-
ployed on armored vehicles or deployable at the various tactical and
operational-level HQs;

4 Ministére de la défense, Dossier d’information, Lancement du satellite Syracuse 3B,
Kourou, aofit 2006, p.19, http://www.ixarm.com/IMG/pdf/dossiersyracuse.pdf.

5 Xavier Pintat et Daniel Reiner, Projet de loi de finances pour 2011: Défense - Equi-
pement des forces, 22 novembre 2010, http://www.senat.fr/rap/a10-112-5/a10-112-
511.html.
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* 44 naval stations, equipping the aircraft carrier, the two Batiment de
projection et de commandement, all surface combatants and subma-
rines.

These stations allow a maximum of 2 Mbits/sec for protected liaisons, 5
Mbits/sec for non-protected ones, and up to 16 liaisons in parallel for
ground stations and 6 liaisons for naval ones.

The budget for a third SYRACUSE satellite has been shifted to the
SICRAL II program in cooperation with Italy. The development started
in 2010 with an expected launch in 2013. As Syracuse, SICRAL system is
intended to provide forces with satellite protected communications. Fi-
nally, under the NATO SATCOM V program, SYRACUSE III, as well as Ital-
ian SICRAL I system and UK SKYNET, rent capabilities for NATO opera-
tions, notably about 45% of SYRACUSE III SHF capabilities.

The OR is also equipped with software radio technology. According
to the MOD, “it can offer, on a single and versatile platform, a wide range
of broadband communications services, replacing equipment specific to
each function.”® Key joint and multinational radio-software program
under development include:

* The joint program CONTACT (Communications Numeérisées Tactiques
et de Thédtre) which must be interoperable with NATO. It should
eventually replace most existing radio and tactical data link systems
(PRA4G, Link-16 and CARTHAGE, etc.). On December 2010, a study
contract has been awarded to Thalés to develop the system;

* The European secure software defined radio (ESSOR) program
launched in 2008 in partnership with Finland, Italy, Poland, Spain
and Sweden. According to the EDA, “The strategic aim of the ESSOR
Program is to provide the basis for development and production of
Software Defined Radio (SDR) products in Europe in order to have
the equipment operational in Europe in the timeframe up to 2015".
The program, managed by the Organisation Conjointe de Coopération
en matiére d’Armement (OCCAR), will study the software architec-

6 Bruno Daffix, DGA/COM, “La DGA lance les études du futur poste radio tactique in-
terarmées”, 26/01/2011, http://www.defense.gouv.fr/content/view/full/103015.
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ture, starting from the US Joint Tactical Radio System as a basis, and
the development of a high data rate waveform.”

2.2. The joint information systems for strategic and
operational levels

The current information system for joint C? levels is SICA, systéme
d’information et de commandement des armées. The initial SICA GO
program has been launched in 1995, but the system was really mature
from the G1 version, fully operational around 2000-2001. It equipped at
that time more than 2000 stations on 10 metropolitan and 15 overseas
sites, notably at the strategic level, the defense staff and its centre de
planification et de conduite des opérations (CPCO, planning and opera-
tions center), and at the operational level, the état-major interarmées de
force et d’entrainement (EMIA-FE) at Creil Air Force base, which pro-
vides the core element of the deployable joint force headquarters. The
applications, whose the number grew up significantly over the decade,
include all the tools necessary for strategic and operational-level plan-
ning, operations or intelligence staffs including operations plan devel-
opment, databases, messaging, COP, collection plan, etc. The SICA has
been developed and maintained, under the management authority of
DGA, by a Groupement d’Intérét Economique, gathering EADS Defense
and security, ATOS Origin, and Steria firms.8

The MOD decided to further upgrade and adapt the CIS to the change
of organization at the strategic level, what is named Pdle Stratégique
Paris (PSP). The CIS of the PSP encompasses now the Directorate for
Military Intelligence and the Operational Headquarters (OHQ) at Mt Va-
lérien. It is interfaced with NATO and other multinational C* and infor-
mation exchange networks. A first increment, based on a new SICA ver-
sion, has been developed in 2007-2009 timeframe. A second increment,

7EDA, “ESSOR”, http://www.eda.europa.eu/Otheractivities/SDR/ESSOR.

8 MOD Factsheet, Le programme Sica (systéeme d’information et de commandement
des armées), 2005, avalable on http://osdir.com/ml/culture.war.guerrelec/2005-
11/msg00028.html.
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started at the end of 2010, fastens the joint IS deployed on theatre of
operations, to the interoperable framework provided Army SICF.° The
end state is to create a single armed forces CIS in 2016 (see the final sec-
tion of this case study).

3. THE DIGITIZATION OF THE FRENCH ARMY

The digitization project in the French army is the Numérisation de
l'espace de bataille (NEB, digitization of the battlespace), launched in
1999 and incrementally implemented during the last decade and well
underway. In 2005, this project has been supported by tools developed
with the Bulle opérationnelle aéroterrestre (BOA, airland operational
bubble) demonstration launched in 2005. The digitization is now part of
the joint information system program on one hand, and SCORPION
comprehensive program to develop the future capabilities of the battle-
group.
As defined by the Army headquarters in 1999,

The digitization of the battlespace is intended to give any respon-
sible of an action, the informational superiority, that is, the ability
to acquire process and use information relevant to its mission. It
must have a transparent and all useful information on friends as
any opponent in their environment, at the right time, regardless of
where it is located, regardless of the source and so securely (in-
tegrity and security information) that it can take the first deci-
sions that will give him the advantage.10

9 MM. Xavier Pintat Et Daniel Reiner, Sénateurs, Avis présenté au nom de la commis-
sion des affaires étrangeres, de la défense et des forces armées (1) sur le projet de loi de
finances pour 2011, adopté par I'assemblée nationale, Tome V Défense - équipement des
forces, 18 novembre 2010.

10 Délégation générale pour 'armement, Liste des capacités technologiques, 2008,
CT14, p. 15, www.ixarm.com/IMG/doc/Capacites_technologiques-_detail.doc.

98



3. THE FRENCH CASE STUDY

3.1. The digitization of the battlespace (Numérisation de
I’Espace de Bataille, NEB)

The NEB is firstly permitted by the signal capabilities of the Army. The
backbone of the communication system of the French ground forces in
operations is the Réseau intégré des transmissions automatiques (RITA,
Integrated network of automatic transmission), providing communica-
tion capabilities at the corps level. RITA was conceived in the 1960’s and
developed in the 1970’s by Thomson. When the RITA became opera-
tional from 1983 within the French and Belgian armies, it was the most
advanced ground communication system of the world. The US Army
picked up the switching technology of RITA to equip its signal battal-
ions. RITA is a flexible and modular mesh network of nodal centers in-
terlinked with radio relay stations (FHM stations in the first generation)
through modular UHF beams, the stations providing radio linkage to
subscribers (HQs as well as units). RITA was digitized from the onset,
and totally automated.!

3.2. Communication systems

Of course, RITA has been progressively upgraded to take in account the
progress in communication technology. The current system is RITA 2G
HD (second generation, broadband), experimented in 2005.12 It incor-
porated IP technology as well as satellite communication.

Today, a typical RITA 2G area network includes:

* The liaison through fiber optic linkages, CHF radio stations (“Chaine
hertzienne des forces”) and SATCOM. CHF radio stations allow se-
cured SHF liaisons with a data rate ranging from 2 megabit/sec at
the maximum range of 50 km up to 34 megabit/sec at the range of
36 km;13

11 Amicale des anciens du 40¢me régiment de transmission, L ‘arme des transmissions,
non daté, p.29, http://le40rt.anciendu40.fr /historique.pdf.

12 Centre de la doctrine et de 'emploi des forces, “Retour d’expérience”, Héraclésn. 9,
2005, pp. 6-8.

13 Armée de Terre, Arme des transmissions, dossier matériels, juillet 2005, p. 29.
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* The nodes (either CART, centre d’accés radio et de transit, or CTRT,
centre radio de télé-exploitation et de transit) providing the mesh of
the network and the access to the CP and mobile users;

* The stations connecting the command posts: the CMAI (centre multi-
service daccés et d’interface) stations for HQ allowing connectivity
with other networks and maybe more importantly, ASTRIDE (Accés
par Satellite et par Transmission hertzienne au Réseau de zone et de
l'Intranet De I’Espace de bataille) station. With 40 stations delivered
in 2006, the ASTRIDE phase 1 allow connectivity between RITA and
SYRACUSE. With 129 stations scheduled, the phase 2 will expand this
connectivity to the battlegroup level, not only with SATCOM but also
with other allied and civilian networks.14

As a complement to RITA:

* For longer range communication, French Army operational and tacti-
cal high level command posts, some intelligence, artillery and engi-
neer units as well as special operations units of the three services use
the new HF MELCHIOR (moyen d’élongation pour les communica-
tions en hautes fréquences interarmées et OTAN en réseau) stations.
A total of 1100 stations have been ordered to Thalés Communication
SA: 675 ones delivered in 2010, 475 hardened ones by 2012, but de-
lays are expected. The station, either man-portable or embarked on
vehicle, allows secured IP, voice, data, messaging communications up
to 5000 km, the access to SATCOM and GSM networks.

For short range ground communications (from 2 km for individual
dismounted soldier to 30 km when used by vehicle) at the brigade or
battlegroup level, French forces rely mainly on PR4G (poste radio
quatrieme génération) VHF system. From 2005 to 2010, they have
been complemented with a new evolution, the PR4G-VS4-IP, highly
secured, anti-jam and IP system, allowing voice and data exchange
with a quadrupled data rate compared to the previous version. Tha-
les Communication SA developed the system and delivered more

14 Les SICs pour tous, Ecole des transmissions, armée de Terre, non daté
http://www.etrs.terre.defense.gouv.fr/sicpourtous/SIC_OPERATION/le_reseau_de_zone
_rita.html.
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than 7000 IP radios used by the full range of vehicles, aircrafts and
dismounted units. PR4G-VS4-IP represents the main communication
tool allowing the connection of NEB tactical IS.1> A total of 33 000
PR4G and PR4G-VS4-IP are used by the French forces.

3.3. The chain of information systems

- The systéeme d’information et de commandement des forces (SICF)

The SICF constitutes the digitized battle management tool of head-
quarters from brigade up to land component command. The program
started in 1995 with an initial capability in 1999. It equips Corps-level
Lille-Based Commandement des forces d'action terrestres (CFAT) and
the Eurocorps, the EMFs (force headquarters), and all the Army combat
ad functional brigades. It allows the development and the sharing of the
tactical situation, supported by graphic tool, the exchange of orders and
reports through messaging or formatted tools, the collaborative work
within the staff. It includes specific functional tools for intelligence, lo-
gistics, 3D coordination, fires coordination and so forth. The SICF en-
sures interface with other service and allied systems, using for this pur-
pose NATO standards such as AdatP-3 for messaging, APP6-A symbols,
and ATCCIS database.

- The systéme d’information régimentaire (SIR).

Manufactured by EADS DCS, SIR equips Brigade and below levels, in-
cluding notably the battlegroup, the basic combined arms reinforced-
battalion used for deployment. It allows the exchanges of orders and re-
ports with SICF through messaging and pre-formatted templates, sup-
ports the development of the shared tactical situation, through the
ground recognize picture, on which the positioning of units is automati-
cally updated and, again, several applications for intel, logistics, etc. First
SIRs has been delivered in 2002 and extensively experimented. The sys-
tem is officially in service since 2007. The regimental command post de-

15 Francois Cornut-Gentille, Député, Avis présenté au nom de la commission de la
défense nationale et des forces armées, sur le projet de loi de finances pour 2011
(n° 2824), tome VII, défense, équipement des forces - dissuasion, 14 octobre 2010,
pp. 243-245.
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ploys four VAB forward armored vehicles or shelters, each equipped
with two stations and each company commander owns a light SIR kit on
its VAB.16 EADS delivered from 2002 to the end of 2010, 721 SIR-
equipped new or upgraded vehicles and shelters and 118 dismounted
SIRs. The fielding rhythm starts with 2 regiments per year from 2002 to
2006 to 5 regiments per year, 2007 onward. A new version is currently
fielded, from 2009, on the new véhicule blindé de combat d’infanterie
(VBCI, infantry fighting vehicle) which replaces the VAB. Ultimately in
2016, 110 VBCI-SIR and 97 VHM (high mobility vehicles) should have
been provided.1?

The first exercise of implementation of a digitized armored GTIA with
Leclerc main battle tanks (MBT) took place at Mourmelon in November
2003. The SIR has also been experimented in the Régiment de marche
du Tchad then fielded in the 2éme Régiment étranger d’infanterie, the
first digitized infantry regiment of the Army, which tested the SIR in the
second digitized GTIA exercise in November 2004.18

- The systéme d’information terminal (SIT).

SIT is a family of information systems, extending the NEB down to
the squad level (the 10 men-groupe in the French unit, headed by a ser-
geant). The system is deployed since 2008. The DGA ordered first to
Nexter 1200 SIT ICONE embarked on the MBT Leclerc and SIT V1, to
equip notably 400 infantry fighting vehicles.1® Nevertheless, the most
numerous systems will SITEL (for ELementary) for other vehicles, and
SIT COMDE (combattant débarqué, dismounted combatant) for FELIN
(see below), each manufactured by Sagem. The contract has been

16 LtCol Eric de Saint-Salvy,, « Les PC numérisés de l'infanterie », Fantassins, n. 15,
pp. 24-25.

17 MM. Xavier Pintat Et Daniel Reiner, Sénateurs, Avis présenté au nom de la com-
mission des affaires étrangeres, de la défense et des forces armées (1) sur le projet de loi
de finances pour 2011, adopté par I'assemblée nationale, Tome V Défense - équipement
des forces, 18 novembre 2010, p. 62.

18 LtCol Eric de Saint-Salvy, op cit.

19 “Commande de 800 Systémes d’'Information Terminaux SIT V1 pour I’Armée fran-
caise”, 19 février 2009, http://www.nexter-group.fr/index.php?option=com_content
&view=article&catid=54%3Acommuniques&id=149%3Acommande-de-800-systemes-
dinformation-terminaux-sit-v1l-pour-larmee-francaise&ltemid=97&lang=fr.
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awarded in 2003 with a first prototype in 2005 and a first delivery in
2007. About 4500 SITEL will be delivered by 2012.

- Army aviation djgitization

SIT will be also deployed on army helicopters in the framework of
the digitization of the army aviation (NUMALAT, numérisation de
l'aviation légére de I'armée de Terre). The CP of the groupement aéro-
mobile (GAM, airmobile battlegroup, the equivalent of GTIA for Army
aviation) is connected to upper echelon (brigade) through SIR, on which
missions are planned. SIT have been integrated from the onset on the
new Tigre attack and NH-90 utility helicopters (named EUROGRID) and
are being retrofitted on older types (SITALAT on Gazelles and Cougar
aircrafts). Missions are prepared by the crews on specific stations which
feed the SIT. Another key component of the NUMALAT is the HM PC kit
(utility helicopter command post) allowing to command the GAM in
flight. 15 kits were delivered in 2010. Extensive experiments of NUMA-
LAT have been underway since 2009 by the 3éme régiment d’hélicopte-
res de combat. SIR and mission preparation module seem to be matured
and well employed. It was scheduled to complete the build-up of NUMA-
LAT in 2013 but several problems remain to be fixed with SITALAT.20

- Functional information systems
Conversely to other units, artillery regiments use vertical functional
systems to coordinate fires:

* ATLAS (Automatisation des Tirs et des Liaisons de I’Artillerie Sol/sol)
is the information system coordinating field artillery fires (MLRS,
canons). At the regimental command post level, it allows to plan the
fires, to integrate the target information and to direct fire orders to
the batteries. The computation of fire solutions is ensured at the bat-
tery level (at a speed of 8 rounds in 2,30 min). The regimental net-
work is composed of 92 terminals;?21

20 Captain Xavier Quintin, “Expérimentation tactique (EXTA) de la numérisation de
I'ALAT au 3e RHC: bilan intermédiaire”, Revue d’information de I'ALAT, n. 21, janvier
2011, p. XXVL

21 “Le systeme ATLAS Canon”, site du 1ler régiment d’artillerie de marine, 2008,
http://1rama.free.fr/materiel ATLAS.php.
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* MARTHA (Maillage des Radars Tactiques contre les Hélicoptéres et
les Aéronefs a voilure fixe) for air defense. This system entered into
service in 2005 with 45 stations to coordinate short range air de-
fense (MANPADS and Hawk Surface to air missiles) operations. A se-
cond step includes 14 new high level centers and 34 command post
vehicles, in order to manage the new mid-range surface-air missile
(SAMP/T, sol-air moyenne portée). MARTHA use both PR4G and
Link-16 TDL. In 2006, the defense staff decided to merge MARTHA
into the Air Force SCCOA stage 4 (see below).22

With regards to the intelligence function, the multi-sensors brigade and
its reconnaissance regiment CPs used GRANITE NG (Gestion du Rensei-
gnement et Analyse des Informations Transmises par les Equipes) a
dedicated information system allowing the processing and production
of intelligence but its functions have been transferred into SICF-SIR sys-
tem. Each reconnaissance unit, for example the Escadron d’éclairage et
d’investigation (EEI) continues to feed SIR through the MAESTRO
(Module Adapté aux Echanges Sécurisés, aux Transmissions et au Rac-
cordement des Opérationnels) system.23

- FELIN (fantassin 4 équipements et liaisons intégrées, Infantryman
with integrated equipment and liaisons).

The FELIN soldier system is the last piece of the digitization. De-
signed and partially manufactured by Sagem, it is the first “land warrior-
like” system to enter into service in wide scale. As explained earlier, the
platoon commander and group leaders are connected with the hierarchy
through their SITCOMDE, which features many capabilities: The classi-
cal exchanges of orders/reports and management of the tactical situa-
tion through the mapping tool, but also the digital request for a fire sup-
port, etc. All the soldiers of the platoon are connected via the Réseau
d’information FELIN, a data and voice UHF radio network, which can al-
so be configured to handle sub-networks, for example at the squad level.
Each soldier is equipped with a GPS-radio (the voice exchange being

22 LitCol Loic Boué, “Mise en application de la coordination 3D”, Doctrine tactique, n.
14, janvier 2008, pp. 32-35.
23 Armée de Terre, Arme des transmissions, dossier matériels, juillet 2005, p. 35.
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made through a very silent osteo-microphone) and a small terminal (in-
terface homme-machine) used to get maps or, for the combat half of the
group, to transmit video taken through the two sights used on their
FAMAS assault rifle or Minimi gun.2+

During 2007-2008 year, the FELIN have been extensively tested in
several environment: the Régiment de Marche du Tchad, in Djibouti in
desert environment; the &me régiment parachutiste d’infanterie de ma-
rine in urban area; the 7.3éme pataillon de chasseurs alpins (BCA, moun-
tain troop battalion) in mountain and cold environment as well as in
jungle in Guyane. In April 2008, the DGA awarded to Sagem a contract of
€143 million for the delivery of 5045 systems from mid-2009 to the end
of 2010, in order to equip 5 infantry regiments. In October 2010, the Zer
régiment d’infanterie (RI) has been the first regiment to obtain its 875
collections of equipment for its 6 companies and supporting units. 3
companies will been projected as the backbone of the first FELIN-
equipped GTIA deployed in Afghanistan at the end of 2011.25 Are follow-
ing, in 2011, the 13¢me BCA, the 16°me bataillon de chasseurs, and 92éme
RI and the 35¢me R], both mechanized with VBCI.26 The initial objective of
the LPM 2009-2014 was the delivery in 2014 of 22 300 systems to equip
the 20 infantry regiments of the Army, but the amount has been scaled
down in 2010 to 17 884 systems, the remaining of which have been
postponed to the 2015-2020 period.2?

24 Rupert Pengelley, “Moving towards a digitised future: France steals a march with
FELIN”, Jane’s International Defense Review, June 2008, pp 64-70.

25 “Le 1er Régiment d’infanterie est la premiére unité de 'armée francaise a avoir
percu le systéme FELIN”, http://www.ril.terre.defense.gouv.fr/EnjeuxDefense/
Specificites/felin.html.

26 Général d’armée Elrick Irastorza, chef d’état-major de 'armée de terre in M. Jean-
Louis Bernard, Avis présenté au nom de la commission de la défense nationale et des
forces armées, sur le projet de loi de finances pour 2011 (n° 2824) tome 1V défense pré-
paration et emploi des forces forces terrestres, 14 octobre 2010, p. 43.

27 MM. Francgois Trucy, Jean-Pierre Masseret et Charles Guené, Projet de loi de fi-
nances pour 2011: Défense, Rapport général n. 111 (2010-2011), fait au nom de la
commission des finances, déposé le 18 novembre 2010, http://www.senat.fr/rap/110-
111-38/110-111-38.html
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3.4. The BOA demonstration

The BOA (bulle opérationnelle aéroterrestre) demonstrator was launch-
ed in 2004. Building on NEB programs, its aim is to experiment all the
facets of a digitized force envisioned as a system-of-systems. DGA noti-
fied this program to a group composed of Thales Communications, GIAT
industries and Sagem DS in 2005. The contract features an amount of
€130 million and duration of 7 years. It is focused on

* The development and maintenance of a common tactical picture;

* The coordination of direct and indirect fire and target designation;
* The reinforcement of force protection;

* The joint and combined interoperability.

The most important component of the BOA (counting for EUR 90 M) is
the TACTIC (Technologies et Architecture du Combat Aéroterrestre
aéro-terrestre Info-valorisé au Contact). TACTIC is a small-size experi-
mental unit (12 armored vehicles, 30 soldiers, 3 UAVs and unattended
sensors) to test all these networking-related issues, notably the inser-
tion and management of unmanned assets in the battle network.

Another key product of the BOA is the LTO (Laboratoire Technico-
Opérationnel) a battlelab provided by the contractors to the DGA to
support the experiment of operational concepts, TTPs and technologies
of the system-of-systems. Operational since 2006, the LTO is now a key
asset of the DGA, oriented by the defence staff and operated by its Cen-
tre d’analyse technico-opérationnel de Défense, at Arcueil. It gathers, on
specific projects, operational users and industry to simulate and exper-
iment technical solutions, draw up implications in terms of doctrine, or-
ganization, material and so forth. LTO worked now on many joint and
service-related issues, either off-the-shelf solutions for rapid needs, or
supporting multi-years programs submitted by CICDE or defense staff
capabilities development division. These projects included the Air force
SCCOA, the Navy CEMP (see below), time-sensitive targeting, the effect-
based approach to operations, or the SA2R concept, focused on multi-
sensors collection.28

28 Délégation générale pour l'armement, Introduction au laboratoire technico-
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The BOA program also included a specific experimentation in collab-
oration with Germany. Launched in 2009, the Architecture Real-Time
Integration System Test bench focused on several aspects of distributed
operations:

* Distributed control of ground unmanned vehicles;

* Distributed indirect fire control;

* Combined training based on simulation;

* Persistent communication with dismounted platoon.29

3.5. The challenge of interoperability and the failure of the
Opération d’ensemble SIC Terre

In the last decade the Army deployed or developed no less than 14
communication and information systems, manufactured separately by
competing firms. The Army experienced (and continues to experience)
therefore a limited interoperability not only with other systems at the
joint and multinational level but also between the NEB systems at the
combined level, between the branches of the Army. Among many exam-
ples of these limitations, SIR and ATLAS are not directly interoperable
with negative consequence for the combined arms action. As Major-
general (ret.) Klein explained it

Currently, the gunner cannot obtain the operation order from the
GTIA he supports, and conversely, he cannot transmit its “artil-
lery” layer in the GTIA CP. In addition, it is impossible to superim-
pose a fire plan and a plan of obstacles, which is the basis of com-
bined arms action.3°

opérationnel, présentation, 22/02/2007, http://www.see.asso.fr/sds2007/docs/
Tutoriel-8-3-Laboratoire-Technico-Operationnel-X-Lecing.pdf.

29 Laurent Barraco, “La bulle opérationnelle aéroterrestre”, Technologue et Arme-
ments, n. 2, juillet-septembre 2006, pp. 36-41.

30 GDI (2S) Michel Klein, Philippe Gros, GCA (2S) Michel Asencio, Comment main-
tenir la perception de la réalité dans les postes de commandement des opérations in-
fovalorisées?, rapport d’étude, Fondation pour la recherche stratégique, 28 janvier
2008, p. 18.

107



THE TRANSFORMATION OF THE ARMED FORCES: THE FORZA NEC PROGRAM

Therefore, as soon as 2002, DGA decided of one Opération d’ensemble
(OE) SIC Terre (Land CIS comprehensive operation) whose the objec-
tive was to build-up a single technical architecture, a single technical so-
cle toward which all land CIS has to converge. According to Col Henry,
“Key to technical interoperability of our SIOC, the OF SIC Terre is a pre-
condition for the digitization of the battlespace.”3!

In January 2005, the DGA awarded to a consortium gathering Thales
(70%) and EADS-Défense et sécurité (30%) a contract of €230 million
over 7 years to run this OE SIC Terre. The migration of these systems
toward the targeted architecture was intended to be incremental.32 A
first milestone was reached in 2007 with an initial operational capabil-
ity covering 60-70% of the information exchange requirement.33 But the
operation was a failure and DGA cancelled it in 2009 after increasing de-
lays and technical shortfalls. As the National Assembly reported it, the
industrial architecture is designated as the primary cause of this failure:

The association, without leader, of two competing entities is not suf-
ficient to extinguish the competitive rivalry; the two companies do
not share their technological knowledge. The co-contracting has
been reduced to a financial sharing and not a sharing of trades.3*

For example, according to a French officer in charge of the NEB in one
staff, and discussing about the limited interoperability between SIR and
MAESTRO, “Thales does not issue its DLL in which the mapping is ex-
plained and vice versa for EADS.”35

31 Colonel Heny, «Interopérabilité: de I'OE SIC TERRE a la NEB», Heraclésn. 32, avril-
mai 2009, p. 13.

32 Colonel Heny, op cit.

33 Ministere de la défense, note détaillé sur le programme SIC Terre, in Francgois Cor-
nut-Gentille, Député, Avis présenté au nom de la commission de la défense nationale et
des forces armées, sur le projet de loi de finances pour 2010 (n° 1946), tome VII, dé-
fense, équipement des forces - dissuasion, 14 octobre 2009, p. 90.

34 Francgois Cornut-Gentille, Député, Avis présenté au nom de la commission de la dé-
fense nationale et des forces armées, sur le projet de loi de finances pour 2010 (n°
1946), tome VII, défense, équipement des forces - dissuasion, 14 octobre 2009, p. 89.

35 “Numérisation de I'Espace de Bataille Des technologies, mais surtout des
Hommes!”, blog Armées.com, Posté le 10/08/2010 a 11:14 http://www.armees.com/
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Another area of interoperability issue is with joint and multinational
systems. It is notably a concern for army aviation at the crossroad of
land and air operations. Helicopters should be able to exchange both air
operations control data through the Link-16 tactical data link and com-
mand and reporting data with SIR. Currently, SITALAT and EUROGRID
can, with unexpected limitation for the former, exchange with SIR
through various ground PR4G radio communication modes. Such ex-
changes are being greatly expanded with HM PC. But as demonstrated
by the current engagement of GAM off the Libya coast in Operation Uni-
fied Protector, French helicopters (and British Apaches as well) do not
communicate through Link-16. The requirement has long been identi-
fied by army aviation, which, since 2008, has experimented a Link-16-
equipped Cougar and they expect to field this Link-16 on their command
helicopters in the coming years.3¢

Despite these issues, the MOD keep the objective to complete the ini-
tial capability for the technical socle in 2012, and then to develop a “ca-
pability level-1” of CIS in 2013, under the framework of both the SIA
program (for Brigade and above level, see the last section of this study)
and SCORPION (for battlegroup and below level).37

3.6. The pace of digitization and the dedicated budget at a
glance

To date, several brigades have been “NEB-certified” including:

* The 6°me brigade légére blindé, in the October 2008 CPX, which train-
ed 1200 men of the brigade, with 600 vehicles (whose 250 ones were
digitized);38

* The 3¢me brigade mécanisée in 2008;

forums/topic/91351-numerisation-de-lespace-de-bataille/.

36 Captain Benoit Dumail, “Etat des lieux de la numérisation de '’ALAT (NUMALAT)”,
Revue d’information de I'’ALAT, n°20, janvier 2010, pp. 26-30.

37 Ministére de la défense, note détaillée sur le programme SIC Terre, in Frangois
Cornut-Gentille, op. cit.

38 “Le ler REG a la pointe des nouvelles technologies”, 22-10-2008, http://
1reg.legion-etrangere.com/modules/info_seul.php?id=63&page=1.

109



THE TRANSFORMATION OF THE ARMED FORCES: THE FORZA NEC PROGRAM

* The 2¢me brigade blindé in 2009;
* The 1¢re brigade mécanisée in 2011.

These command post exercises aim to certify the procedures and skills
of the staff with the chain of command SICF-SIR-SIT. The certification
does not mean that the brigade units are fully equipped and trained,
especially as the importance of operational deployments in Afghani-
stan, Lebanon, Ivory Coast and elsewhere significantly hinder the pace
and the scope of this training for most brigades and their regiments.39
The Loi de programmation militaire 2009-2014 objective is to digitize
entirely 5 brigades in 2014 and all Army brigades in 2020.4° From a
budget standpoint, the Army dedicated from 2003 to 2008, an average
of €190 million (2008) to its digitization program encompassing CIS
summarized above. Under the current LPM, voted in 2009, this amount
is maintained.

3.7. SCORPION: A French FCS-equivalent

SCORPION (Synergie du COntact Renforcé par la Polyvalence et I'[nfova-
lorisatiON, which could be translated by “synergy of contact operations
enhanced by versatility and Information”) is today the main integrating
program for the development of the future capabilities of the Army. It
may be seen, to some extent, as a French equivalent to the US Army
FCS/BCT Modernization program.

SCORPION is focused at the level of the GTIA. A typical 800-1000
men-strong GTIA includes a command element, the core battalion (ei-
ther a light or mechanized infantry or armored cavalry one) or 2-3 of its
companies, reinforced by one combined armored cavalry /mechanized
troop (for infantry predominant battlegroup, such as in Afghanistan),

39 Colonel Olivier de Cévin, “L’entrainement du PC numérisé de niveau 3 sur fond
d’OPEX régulieres”, Héraclés, décembre 2009, pp 18-19.

40 Avis n. 548 (2008-2009) de MM. Frangois Trucy, Jean-Pierre Masseret et Charles
Guené, fait au nom de la commission des finances, déposé le 8 juillet 2009, Projet de loi
relatif a la programmation militaire pour les années 2009 a 2014 et portant diverses
dispositions concernant la défense, http://www.senat.fr/rap/a08-548/a08-548_mono.
html.
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one combined artillery battery, one or several engineer platoons, and
supported by signal, logistics and medical detachments. It is usually
fragmented in company-sized sub-GTIA, organized depending on the
mission and commanded by a captain.

SCORPION integrates within one single project management team all
previously launched programs related to this GTIA level, and encom-
passes new ones. It is a very long program, currently articulated in two
steps. The first phase extends until 2020. The second one runs in theory
over the 2030 decade. In the first phase, regarding vehicles, it includes
mainly:

* In the short term, the continuation of the fielding of FELIN soldier
systems and the VBCI, already in service in two regiments;

* In the second part of the decade, the upgrade of the 254 Leclerc MBT,
the replacement of the current VAB by 977 véhicules blindés multi-
roles (VBMR, multirole armored vehicle) in various versions, and the
replacement of AMX-10 RC and Sagaie light wheeled tanks by 72 new
engins blindés de reconnaissance et de combat (EBRC, armored re-
connaissance and combat vehicle). Unmanned tactical air and ground
systems are also developed. These new platforms should equip 18
GTIAs in the 2016-2020 timeframe.

A key element of SCORPION is of course the digitization. It leverages di-
rectly the lessons gathered through the BOA demonstration. A first in-
termediate objective in 2014, named NUMTACT (for numeérisation
tactique), is to enhance the sharing of tactical situation and all aspect of
battle management through the replacement of SIR-SIT-MAESTRO sys-
tems by the SI/CS vO (systéme d’information et de combat SCORPION)
based on one single technical socle, as envisioned in the former OE SIC
Terre. A second step aims a real step forward in the “infovalorisation’
by the fielding of SI/CS v1. It will allow collaborative functions such as
the management of direct and indirect fires (with the integration of AT-
LAS functions) and should take benefit of innovations in “vétronique”
(integration of IS into the new vehicles), GALILEO navigation and posi-
tioning. The CONTACT future software radio system will provide the
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communication linchpin for the system, dramatically enhancing joint
and multinational interoperability.4!

3.8. Lessons learned, doctrinal implications and cultural
assimilation of the digitization

Concurrently with the development and the fielding of such equipment,
the Army develops several doctrinal documents. The general principles
of the courses of action described in the doctrine of the digitized bri-
gade-level force are the following:

» Concentration effects and not the forces,

* Increase the speed of the operation,

* Simultaneous actions rather than successive ones,

* Freedom of action of the combined-arms commander,

* Indirect approach to destroy the coherence of the enemy, not
its mass,

* Greater maneuvering capabilities.*2

The doctrine recommends a more distributed and reactive maneuver for
offensive as well as for defensive posture. For offensive action for exam-
ple,

Units equipped with the means to collect tactical intelligence, limit
the freedom of action of the opponent and promote, through the
air/land synergy, the application of effects on contact and in
depth. As part of the actions of circumstance, the tactical reserve
infiltrates between the various components of the opponent to a
designated objective or against which it applies or support the
application of effects.*3

41 Etat-major des armées / état-major de 'armée de Terre, Scorpion, objectifs opéra-
tionnels et capacitaires, présentation aux industriels, avril 2009, http://www.ixarm.
com/IMG/pdf/Presentation-SCORPION--14-04-2009--Vfinale-c.pdf.

42 Centre de doctrine d’emploi des forces, Principes d’emploi de la FOT numérisée de
niveau 3,1n.000785/DEF/CDEF/DEO, 8 juillet 2004, p. 9.

43 Ibidem, p. 10.
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Beyond tactics, the doctrine also deals with the implementation of digit-
ization. To this end, two processes gain particular attention.

* The first, during the planning, is the generation of the digitized force,
the feeding of the CIS with all required data regarding the force, the
enemy, the environment: the establishment of the order of battle
(ORBAT), the basic data of each elements of this ORBAT, basic intelli-
gence and terrain products, the technical data for communication
systems (i.e. messaging addresses) and so forth.

* The second, during operations, is the management of the recognized
tactical picture, notably the procedures and responsibilities to ex-
change and validate operational, intelligence and logistics data.+4

While digitization is not yet complete, years of test and initial implemen-
tation allow interesting conclusions to be drawn up.#>

Firstly, most tenets of NCW seem to be confirmed by French officers.
A first real test of the SIR has been the exercise executed by the GTIA
deployed in the FINUL in Lebanon in July 2009 with obviously good re-
sults. A captain testified about the added-value of the system:

The SIR is interesting because it allows an overview of the de-
ployment of my sections and patrols in progress. In addition, the
transmission of orders and reports by the SIR, under the form of
an interactive map and pre-formatted messages, can increase
their speed and reliability and avoid cluttering the radio net-
work.46

The digitization reportedly:

* Visibly reduces the time gap between the evolution of real situation
and the perception of this situation by the commander and the risk of
orders becoming out of date;

44 LtCol Pierre Clochard, “L’accompagnement doctrinal de la numérisation de
'espace de bataille”, Doctrine tactique, n. 20, octobre 2010, pp. 8-9.

45 GDI (2S) Michel Klein, Philippe Gros, GCA (2S) Michel Asencio, op cit.

46 Etat-major des armées, «09/07/09 Sud-liban: exercice de déploiement du dé-
ploiement au Sud-Liban», http://www.defense.gouv.fr/operations/liban/actualites/09-
07-09-liban-exercice-de-deploiement-au-sud-liban.
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* Reinforces the responsiveness of the force, notably by enhancing the
initiative at each echelon;

* Reduces the risk of friendly fires;

* According to earlier users, at the end, allow far better collaboration
within the staff;

* Allows to better characterize the constraints and opportunities of the
environment, which were previously apprehended intuitively.

[t seems nevertheless that such systems are not easy to assimilate. Many
problems are hopefully temporary, related to the build-up of the digiti-
zation:

* One officer described SIR as a “tool very long to set up and subjected
to numerous malfunctions internally”;47

* The break in the battle management modes between digitized com-
mand post and the command of non-digitized dismounted units,
what is a very common situation in counterinsurgency and stabiliza-
tion operations. It should be progressively be fixed as the SIT is field-
ing in unit;

* The time dedicated to find solutions to operate the network which
reduces the time available for tactical decision-making;

* It seems that, as the US Army Battle Command System48, SICF and SIR
software are not well suited to depict and manage knowledge regard-
ing irregular adversary and stabilization operations.

Even if these problems are fixed, some enduring challenges remains.

* These systems require any way a lot of training to gain and maintain
skills, regularly hampered by the numerous updates of the systems.

* A typical constraint of such system is the writing of orders and re-
ports through very strictly formatted template, what user tend to by-
pass by the use of Outlook messaging system.

47 “Numérisation de I'Espace de Bataille Des technologies, mais surtout des
Hommes!”, blog Armées.com, Posté le 10/08/2010 a 11:14 http://www.armees.com/
forums/topic/91351-numerisation-de-lespace-de-bataille/.

48 Daniel Gonzales, Networked Forces in Stability Operations, 101st Airborne Divi-
sion, 3/2 and 1/25 Stryker Brigades in Northern Irag, MG 593, Rand Corporation, 2007,
p- xxxi.
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* The appropriation of SIR by the regiment CP takes one or two years,
necessary to manage the risk of information overload and the focali-
zation on the computer. At that time, explained Colonel Dupuy de la
Grand Rive, commander of the Ier Régiment de spahis, “Free from
technology, leaders can return to the military decision-making and
run the battle. The user is no longer hypnotized by the screen, ab-
sorbed in the management of information, it is ready to fight”4% Nev-
ertheless, the colonel considers the isolation of the user as a perma-
nent risk to be trained against.

Other officers consider the gap between the virtual world of the
computer-created picture and the real world as an enduring risk.
Many officers fear also the micro-management, permitted by the dig-
itization, even more coming from the strategic level than coming
from direct upper echelon, especially as, like their US counterparts
again, most of them do not consider that digitization justifies the flat-
tening of the various levels of command, conversely to what envi-
sioned proponent of the NCW. Nevertheless, the digitization allows
organizing the operational functions with more flexibility.

As a matter of fact, while SCORPION and FELIN key milestones are well
discussed, the digitization per se is no longer a key issue of the debate
surrounding the Army. A first cause is the assimilation of systems which
are not viewed as revolutionizing the warfare even though their added-
value in terms of operational efficiency seems to be widely accepted.
The second and more pressing reason is of course the engagement in
Afghanistan, putting concerns such as the operational preparation of
GTIA to be deployed, urgent material needs to better protect the force
against IEDs and other insurgent courses of actions, the counter-
rebellion and counterinsurgency doctrine and tactics at the top of the
agenda.

49 Captain Thomas Dijol, “Liberté d’action”, Terre Information Magazine, n. 215, juin
2010, p. 37.
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4. THE FRENCH AIR FORCE

4.1. The SCCOA

The systéeme de commandements et de conduite des opérations aéri-
ennes (SCCOA, Air Operations Command and Control system) consti-
tutes the main C? system of the Armée de I’air5°

SCCOA integrates several components. It encompasses the fixed ele-
ments operating the air defense over France, which were formerly
known as STRIDA (Systéme de Traitement et de Représentation des In-
formations de Défense Aérienne). It includes currently:

* About one hundred high and medium altitude and approach radars;

* Five Detection and control centers (CDC), which fuse information to
detect, classify aircrafts and control the air defense missions. Each
CDC is able to handle more than 2000 tracks and 1000 flight plans;>!

» The Centre national des opérations aériennes (CNOA, Air operations
national center) on Lyon-Mont Verdun 942 Air Base which also hosts
the French Joint Force Air Component Command headquarters;>2

* The GRAVES system for space surveillance.

SCCOA includes also deployable component for theater air operations.
This deployable component (C3M, centre de coordination et de contréle
mobile du SCCOA), developed during the 2000 decade, has been de-
signed to fulfill the requirements of the NATO air component when led
by French. It has been therefore certified for NRF 5 in 2005, NRF 12 in
2009 and, recently, for NRF 17 in 2011. It integrates:

50 For a general overview, DGA, Le systéme de commandements et de conduite des
opérations aériennes, mise a jour le 14 juin 2011, http://www.defense.gouv.fr/dga/
equipement/information-communication-espace/le-systeme-de-commandement-et-de-
conduite-des-operations-aeriennes-sccoa.

51 SCCOA (Systeme de Commandement et de Conduite des Operations Aeriennes)
(France), Command information systems - Air, Jane’s C4I Systems, May 16, 2011, http://
articles.janes.com/articles/Janes-C41-Systems/SCCOA-Systeme-de-Commandement-et-
de-Conduite-des-Operations-Aeriennes-France.html.

52 Ministére de la défense, BA 942, Centre national des opérations aériennes,
http://www.ba942.air.defense.gouv.fr/index.php?option=com_content&view=article&i
d=223&catid=7.

116



3. THE FRENCH CASE STUDY

* A JFAC HQ and its deployable CAOC allowing to control up to 1000
sorties/day;

* An air coordination center to integrate air support to land and mari-
time operations;

* An expeditionary air base to control local airfield;

* A deployable CDC;

* The Joint module of Army MARTHA system allowing to coordinate
3D and notably surface-air systems;

* Other assets such as deployable weather stations or theater surface-
air communications center.

The SCCOA is an evolutionary system, launched in 1993. Current mod-
ernization activities correspond to the third step of the program started
in 2001. These modernizations include upgrades of CDC and radars, the
handover of air operations control center from Taverny 921 air base to
Lyon-Mont Verdun air base, and more importantly, a limited integration
with NATO ACCS and the development of the deployable component.
The SCCOA 3rd step has been engineered by MOSS SAS, a dedicated sub-
sidiary company formed by Thalés and EADS, which includes 80 people.

The fourth step, which began in 2010, is intended to upgrade the ra-
dar coverage of French territory by the replacement of older radars, to
complete the full integration with ACCS to allow a seamless air control
of NATO countries airspace and the same integration for air operations.
The five CDC will be replaced by three NATO ACCS ARS (Air control cen-
ter, RAP production center, Sensor fusion post), include the Lyon-Mont
Verdun base, which will also host a Combined Air Operations Center
with NATO standards. These developments will allow it to create one
single radar-based air recognition picture. SCCOA step 4 also includes
the enhancement to the mobile component and will also fully absorb the
management of the once-Army MARTHA 3D coordination system.

The SCCOA program has been funded with

* 171 million Euros in 2009,
* 48 million Euros in 2010, and
* 69 million Euros in the 2011 budget.
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4.2. The tactical level: Link-16 datalink and CAS-related
networking

At the tactical level, two important developments allowed recently
French Air Force to enter in a more networked environment. The first
one is the introduction of the Link-16. The first trial of the Rafale with
link-16 took place in 1999. Now the system is fully integrated onto the
Rafale. French Air Force is currently equipping, from 2009 to 2014, its
33 Mirage 2000-5 (dedicated to air defense) and 77 Mirage 2000D (ded-
icated to interdiction) with MIDS terminal.53 Link-16 equips as well all
French C? platforms: aircrafts such as AWACS, Navy Hawkeye and, from
2015 Maritime Patrol Atlantic-2, ground-based centers such as CDC,
ARC and CAOC, and most important naval platforms including the air-
craft carrier, the two Batiments de Projection et de Commandement
(BPC, Command and Projection Ship) Tonnerre-class and Cassard and
Horizon-class air defense frigates.54

Link-16 constituted “a true revolution”, according to the LtCol Mai-
hol, head of Rafale team in the Centre des expérimentations aériennes
militaires (CEAM) at Mont-de-Marsan air base in 2008. Compared with
former operations based on radio exchange, the added-value of Link-16
is reportedly threefold:

* [t accelerates considerably the information exchange between
AWACS and the patrol’s combat aircraft;

* The pilot situational awareness is not ‘mental’ anymore and relies on
a comprehensive visualization of all mission-related elements, in-
cluding targets or tracks beyond the scope of the embarked sensors;

* [t allows a dramatic shift in the interoperability with other NATO as-
sets.

Nevertheless, during the implementation of the Link-16, some challeng-
es did emerge. A first one has been the filtering of information. A pilot
explained that “the more you are remote of combat zone, the more you

53 Sirpa Air, “Livraison du premier Mirage 2000 doté de la liaison 16”, 12/10/2010,
http://www.defense.gouv.fr/air/breves-migration/livraison-du-premier-mirage-2000-
dote-de-la-liaison-16.

54 “Liaison 16”, Wikipedia, http://fr.wikipedia.org/wiki/Liaison_16#cite_ref-121.
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display Link-16 information. As you are coming closer to the zone, you
need to filter the mass of data to keep the most relevant ones”. This is-
sue has been resolved with new F-3 Rafale standard, in service since
2009.55

During current Libya war, French Rafales used the full capabilities of
Link-16, including the automated target designation to the Armement
Air Sol Modulaire (AASM), a new air-surface precision-guided weapon,
in the French arsenal since 2008:

To illustrate the Rafale’s networking capabilities, one pilot de-
scribed how the aircraft can receive target coordinates from an
AWACS or another aircraft via Link 16. To accept the assignment,
the pilot pushes a button, and the coordinates are automatically
programmed into the AASM guided bombs, with no further action
by the pilot who, once in range (up to 30 nautical miles), again
pushes a single button to launch all three - or all six - AASMs to
their individual targets. ‘We can fire the AASM against targets
abeam or behind us, and can hit up to six in a single pass’ the pilot
continues.>¢

While the Link-16 is currently widely disseminated, the program re-
mains plagued by an important shortfall. As the LtCol Foussard ex-
plained to the 2008 Livre Blanc (the French defense review) panel:

In Afghanistan, when you are with a Mirage 2000 D, by night, with
somebody who roars on the radio that he needs a bomb and that
you do not have fuel anymore, you have to refuel and to find with
your only night-vision googles, a tanker which is without any lights
and does not speak. [...] This problem is partially bound to the sen-
sors of our planes; these are not equipped with Link 16 yet.57

55 Guillaume Steuer, “Liaison 16 sur Rafale: retours d’expérience”, Air & Cosmos, n.
2114, 29 février 2008, pp. 20-23.

56 Giovanni de Briganti, “Rafale in Combat: ‘War for Dummies™, Defense-aerospace.
com, posted May 31, 2011, http://www.defense-aerospace.com/articles-view/feature/
5/125860/rafale-in-combat%3A-%E2%80%9Cwar-for-dummies%E2% 80%9D.html.

57 Audition du Lieutenant-Colonel Bruno Foussard, Livre blanc sur la défense et la

wm
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The French pilot intended to illustrate the slow downgrading of French
material, but his example also illustrates the need to equip all aircraft
involved in the operations, including the tanker, with Link-16. This does
not seem to be included in the current program.

Due to current engagement in Afghanistan, French Air power, like
most of its counterparts, recently made tremendous progress in the area
of Close Air Support-related networking, the so-called digital CAS. In-
deed, in the COIN theatres, more than 85% of the airstrikes are CAS mis-
sions coordinated through TACP/]JTACs. Nevertheless, it should be not-
ed that after the initial air strikes in support of Operation Enduring
Freedom in the year following the 11/9, the French commitment has
been very limited in Afghanistan in terms of air operations. It resumed
significantly from 2007. This situation created some discrepancies with
allied air forces since French air force did experience the compelling
needs to develop material and procedures adapted to the counterinsur-
gency context with delay.

To find an immediate solution to this urgent requirement, the com-
mandos parachustistes de [l'air 10 (CPA 10, special air commandos
trained in TACP functions) and the CEAM developed in 2007 on their
own experience a COTS solution for digital CAS: the SCARABEE (Sys-
téme de Communication Aéroterrestre, de Restitution, d’Acquisition et
de Bibliothéque Embarquée Evolutifj. With this system, the pilot and the
ground JTAC share the same referenced picture. The latter “dresses” the
image with his indications and returns it to the pilot. The referenced im-
age solves the problem of coordinates, which is useful notably in urban
CAS.58

But the SCARABEE was plagued with two limitations: it was a unique
and “handworked” French system, which competed with the US ROVER
(Remotely Operated Video Enhanced Receiver), developed incremental-
ly since 2002 and widely curculated as the main standard for digital

sécurité nationale, tome 2, Les débats, 2008, p. 27, http://www.livreblancdefenseet
securite.gouv.fr/IMG/pdt/livre_blanc tomeZ_lesdebats.pdf

58 Commandant Rémy Martin, « De 'entomologie dans la transmission de données »,
Penser les ailes francaises, Centre des études stratégiques aérospatiales, n°18, pp. 140-
144.
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CAS.>% The SCARABEE was presented as complementary to ROVER, a
very sophisticated system allowing the JTAC to select the best weapon
and to perform direct collateral damage estimate but whose video ex-
change requires more radio discussion and exploit only the airborne
pod. The ROVER 5 evolved well to reduce this inconvenience. Neverthe-
less, from a practical and operational perspective, the situation was a
showstopper for the French system. Indeed, French Rafales, M 2000Ds
or Super Etendards, have, as their counterparts of the coalition, been in-
differently supporting the ISAF or OEF ground contingents on several
occasions, while engaged on “troop in contact”, replaced by other air-
crafts which were equipped with ROVER.60 The French Air Force decid-
ed therefore to equip its detachment with the latter which is operational
on Mirage 2000D since March 2010.61

5. THE FRENCH NAVY

The main CIS program which allows the digitization of the French Navy
is the SIC 21 (Systéme d’Information et de Communication du 21e sie-
cle). After experimentation, SIC 21 entered into initial service in 2007.
SIC 21 is funded with €19 million in the 2011 budget, and is currently
equipping 45 land-based and 54 embarked sites. Manufactured by Tha-
lés, SIC 21 uses service oriented architecture. It hosts the same core of
classical applications as Army SICF, ranging from messaging to VTC,
chat, and of course applications oriented to plan and conduct naval op-
erations (situational awareness, intelligence, planning tools) and inter-
faces with other external applications. For example, SIC-21 use Luci-
adMap geographic information tool suite to generate the shared air and

59 QOlivier Zajec, « Le ‘paradigme ROVER’: paradoxes de la standardisation en coali-
tion, DS/, n°57, mars 2010, http://www.dsi-presse.com/?p=1861.

60 Jean Guisnel, « L'armée de l'air attend avec impatience le systéme Rover », Le
Point.fr; 05/08/2009, http://www.lepoint.fr/archives/article.php/367003.

61 SIRPA Air, «Le Rover sur les Mirage 2000D en Afghanistan», 12/10/2010,
http://www.defense.gouv.fr/air/breves-migration/le-rover-sur-les-mirage-2000d-en-
afghanistan/%28language%29/fre-FR#SearchText=rover#xtcr=1.
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maritime recognized picture, to make terrain analysis supporting mis-
sion planning.62
Regarding the communication layer, SIC 21 federate two networks:

* The network ashore linking Navy HQs and other facilities, and

* The RIFAN (Réseau Intranet des Forces Aéro-Navales), which pro-
vides an IP network for deployed naval forces. RIFAN provides “email
voice over IP, chat FTP file-exchange, video-conferencing and co-
operative mapping to provide ships a common operational picture
for shared situational awareness.”63 A first contract was awarded to
Thales in 2004 for €60 million to equip 67 naval platforms. EADS De-
fence & Security, DCNS and Rohde & Schwarz have been awarded
two contracts in 2008 and 2010 (for a total of €290 million), for the
conception, development, fielding and maintenance of RIFAN 2,
RIFAN 2 will equip 116 vessels and 64 aircraft (Atlantique 2 mari-
time patrol aircraft, E 2-C Hawkeye et NH90 helicopters).64

At the platform level, one key CIS node of the naval networked opera-
tions remains the SENIT (Systéme d’exploitation navale des infor-
mations tactiques). SENIT integrates and manages all the weapon sys-
tem of the vessel, links with tactical data network such as Link-16 for air
operations and NATO Link-22 for naval operations. Navy have employed
nine generations of SENIT, the last one SENIT-9 being used on the BPC.65

The 2009 DGA plan for research and technology identified six main
stakes for naval warfare, among which “The fight over the surface by
looking for synergies in the naval force (tenue de situation multi-plate-
forme and capacité d’engagement multi-plate-forme).”66

62 S/C 21: The French Navy's new generation CZ system for Network Centric Warfare
built by Thales, Luciad, http://www.luciad.com/files/assets/downloads/case_study
_dga_sic21.pdf.

63 Tim Fish, “French Navy to extend intranet system”, Jane’s Navy International, 13
Jan 20009.

64 « RIFAN 2 - Un nouvel intranet pour les forces aéronavales », Mer et marines,
01/09/2009, http://www.meretmarine.com/article.cfm?id=109195.

65 « SENIT: Systéme d’exploitation navale des informations tactiques», netma-
rine.net http://www.netmarine.net/armes/senit/index.htm.

66 Délégation générale pour 'armement, Plan stratégique de recherche & technologie
de défense et de sécurité, 2009, p. 57.
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The capacité d’engagement multi-plate-forme (CEMP) represents a
very challenging program at the heart of expected capabilities of NCW. It
is the French equivalent for US Navy’s Cooperative Engagement Capabil-
ity. The requirement has been expressed in 2001 for a more reactive en-
gagement capability against various kinds of threats including asym-
metric ones. But one of the key areas of importance for such a program
is clearly missile defense.

A first part of this CEMP, the tenue de situation multi-plate-forme
(TSMP, multi-platform situational awareness) was initiated by the DGA
in 2004 and awarded to DCNS. Three architectures were experimented
in 20 scenarios: the development of the tactical situation centralized in
one platform, distributed among platforms of the network and hybrid
with each platform performing its own situation while one federates
and manages the network. The last solution was selected in 2008, for
follow-on development.6” According to Hervé Fargetton from DGA, who
assessed the system,

The capability offered by DCNS involves, along with conventional
Tactical Data Links (TDL), High Data Rate network (HDR) to im-
prove tracks reactivity and continuity. Force units are sharing el-
ementary detections and the DCNS capability is based on distrib-
uted multi-platform data fusion running on each force unit. Specif-
ic technical exchanges on HDR ensure synchronization of the dif-
ferent tactical pictures.68

TSMP are to be completed in 2011. This capability should be implemented
in the SETIS combat management system of the new Frégate Furopéenne
Multi-Missions (FREMM, multi-missions frigate) classé? the first two units
of which are to be delivered in 2012 and 2014, on a total of 11 ships.

67 Richard Scott, “Sensing in clutter: improving littoral situational awareness’, Jane’s
Navy International, 23 April 2009.

68 Hervé Fargetton, Evaluation of The DCNS Multi Platform Situational Awareness
Capability, MAST 2011 Conference Session, Operations & Capabilities (Surface) NNEC,
Monday 27th June 2011, http://www.mastconfex.com/sessions.asp?s=2B.

69 « FREMM: 11 frégates multi-missions pour la flotte francaise», 27/10/2008,
http://www.meretmarine.com/article.cfm?id=108646.
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Finally the DGA included also among its priorities

The fight against submarines and the emergence of the concept of
cooperative engagement for the undersea space [...] the coopera-
tion between air (maritime patrol), surface and undersea plat-
forms, by the development of multistatic detection.”®

The upgrade of the acoustic detection system of the maritime patrol air-
craft Atlantic 2, which are to begin in 2011 with a first capacity expected
in 2014, will include such capability by allowing the delivered sono-
buoys to work as a network.7!

Nevertheless, the full implementation of such cooperative engage-
ment capabilities will probably not be fulfilled until the end of the dec-
ade and depend heavily on the shrinking defense budget more than on
the technology.

6. THE JOINT CONVERGENCE TO SIA: AN AMBITIOUS
TARGET

The defense staff, notably the divisions of joint programs and capabili-
ties coherence developed a new approach towards the middle of the
decade to reach the end state of joint interoperability. The whole project
is now called the systéme d’information des armées (S1A, armed forces
information system).

This approach is the creation of joint socles techniques communs
(common technical bases, STC) upon which various services corre-
sponding to various functional and operational requirements can devel-
op and exchange data. As stated by the joint objective document:

The referential models, now fragmented, are intended to lead to
the formation of a set of common referential called “socle” for or-

70 Délégation générale pour I'armement, Plan stratégique de recherche & technologie
de défense et de sécurité, 2009, p. 57.

71 Vincent Groizeleau, Patrouille maritime: Le programme de rénovation des Atlan-
tique 2,03/02/2010, http://www.meretmarine.com/article.cfm?id=112321.
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chestrating the convergence of IS (architectural framework, stand-
ards and applicable standards, reference models data, ...). This so-
cle should, on publication of this document, be compatible with
those defined and implemented by our major allies, to ensure the
sustainability of our national investment.”2

The approach is incremental:

* A first step is the convergence towards one common joint set of “so-
cles” with interoperable land, air, sea applications;

At longer term, the optimization of the socle and the “urbanization”,
that is the coherent migration of joint functional applications cover-
ing all the need.

There are two “socles”:

* The first (STC-E) deals with the data exchange (wide area and radio
communication networks, hardware, protocols, etc.);

* The second (STC-IA) create the common set of applications for all us-
ers (software architecture, messaging, directorate, etc.).

These STC are deployed since September 2010 on three bases per week
and should be therefore completed by the end of 2011. This STC will be
upgraded as service oriented architecture (SOA) in the 2011-2013
timeframe. This transformation is implemented by the Direction Inter-
armées des Réseaux d’Infrastructure et des Systémes d’Information,
created in 2003, which operates all defense CIS.

The French minister of defense, Hervé Morin, decided in 2010 the
launch of conception studies of this SIA. According to the MOD,

Operationally, the SIA will allow armed forces to have, by 2016, a
unique command and control system, with a global networking, a
secure and jointly shared picture of the operational situation and
greater interoperability, both internally and with our allies.

The Mod takes the following approach:

72 Etat-major des armées, PIA 06-320, Objectif directeur des systémes d’information
opérationnels et de communication, N° 429 /DEF/EMA/DCE/OCO du 24 juillet 2007.
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* A first step has been, for operations, to take the SICF as the basic joint
and land high levels of command information system from FHQ to
brigade level;

* This system is beginning in 2011 to migrate onto the STC-IA (“S7
haut”);

 After the evolution of the “socles” toward a SOA, SCCOA and SIC-21
are intended to migrate onto the STC-IA in around 2016, forming the
first step of the SIA.

It remains to be seen if this ambitious project will reach the objective
within the scheduled 5 years, which should not be taken for granted. On
one hand, the approach is limited to the high levels of command. On the
other hand, it is challenging because it encompasses the complexity of
joint arena with competing service interoperability needs with other
land, air or sea allied partners, and may be hindered by the same prob-
lems of information sharing between industries experienced before.
Some are also questioning the interoperability between this high level
information system and SC/IS for lower tactical echelons.
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4.
The British case study

1. THE DIGITIZATION DEBATE

In 2009, soldiers of the British Army began using a new ‘smart binocu-
lars’ system known as the Joint-Target Acquisition System Mk II (J-TAS
Mk II). This equipment was ordered from Thales UK as an Urgent Opera-
tional Requirement (UOR) in December 2007 and combines daylight and
thermal sights with a laser rangefinder and a built-in GPS receiver. By all
accounts from the field, it is an excellent piece of equipment that helps
troops recognize targets. Seeing as the system ‘knows’ its own location
(through the GPS equipment), and the distance and bearing to a target
(using the laser), it can very accurately work out that target’s location. It
features an array of connection sockets across the back of the device that
would enable J-TAS to be directly connected to a soldier’s radio to digital-
ly pass that location data and, theoretically, the video feed from the sight
directly to strike aircraft or artillery for engagement. However, the Brit-
ish Army doesn’t use that facility; instead it relies on a soldier’s ability to
read off the data presented on the J-TAS screen and then transmit that as
a verbal grid reference over a secure voice radio. This is partially down
to the British Army operating procedures and rules of engagement, but in
some ways this discontinuity between possessing the capability to net-
work systems and a reluctance or inability to fully exploit it forms a met-
aphor for the UK’s whole approach to digitization.

Although the UK has identified a firm commitment to the transforma-
tional potential of a truly digitized and networked joint defence force
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since the mid-1990s, it has only slowly been adopted into practice and
there are still substantial ‘stove piped’ systems with only rudimentary
connections to other national and allied assets on the battlefield. Despite
all of the services undergoing an undeniable revolution in digitization of
individual pieces of equipment and capabilities over the last decade, the
parlous situation of a truly networked capability is as true for the Royal
Air Force (RAF) and Royal Navy (RN) as it is for the Army. Budgetary is-
sues, programmatic setbacks and operational realities have all con-
spired to derail the overarching networked vision that would have all of
the services acting seamlessly together, let alone networking in with
their international allies.

This digital vision is largely a range of individual service-specific pro-
grams for each of the forces. However in the early 2000’s, the UK - like
many of its European neighbours - adopted a UK-wide network-enabled
capability (NEC) approach, rather than the US concept of network-
centric warfare (NCW). Despite being very similar, the decision not to
place a network at the very centre of operations is a crucial distinction.
Opting for the NEC route essentially means choosing to use the ad-
vantages that networked sensors and weapon systems afford to enable
existing forces act more quickly, proactively and effectively rather than
placing the centre of gravity on the network itself.

This policy was seen as particularly important to retain the primacy
of responsibility for operations on the forces themselves and ensure
that they could remain effective in the event of communications failures
or the loss of access to a network. Against a background of today’s envi-
ronment of the increasing threat of cyber-attacks and a level of reliance
on networking capabilities that was absolutely unimaginable back in the
mid-1990s when the Internet and computing revolution was only just
surfacing, that policy seems very prescient.

However, that policy may also be one of the main factors that has
hamstrung and hindered the UK’s ability to develop and deploy a uni-
versally coherent, digitized, networked force. This is because by not
placing the network at the centre of operations, it is by definition a sec-
ondary enabler and can lead to further stove piping. After all, under an
NEC concept is it necessary to network a Tornado GR.4 with all other as-
sets as a node on the battlefield? Or is it sufficient to just provide a voice
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connection to a Joint Terminal Attack Controller (JTAC) on the ground,
and another to an airspace coordinator and a separate datalink to its
weapon? As we will see in the RAF requirements section later, that level
of connectivity has proven to be insufficient for a congested, multina-
tional battlespace like Afghanistan, so perhaps a more NCW approach
would have been more successful.

On the other hand, the NCW is clearly not without its problems. For
example, though the US Army’s Land Warrior leading edge army digiti-
zation project, which relies heavily on communications and assured
connectivity, proved successful in Iraq. However, the dismounts’ reli-
ance on the connectivity offered through the communications bearers
carried by their Stryker vehicles was a demonstrable weakness in Af-
ghanistan as the destruction of a vehicle left the soldiers disconnected
and vulnerable. Within the UK, the use of NEC as a concept appears to
have fallen out of favour. Networking aspirations were set out in the
UK’s 1997 Strategic Defence Review and remained a core section of the
Ministry of Defence publications, such as the 2005 Future Capabilities
report. However, by the time the Strategic Defence and Security Review
(SDSR) was launched in October 2010, there was only a single mention
in the section on Naval Forces. This set out that “maritime intelligence,
surveillance, target acquisition and reconnaissance (ISTAR) capabilities
based on network enabled warships, submarines and aircraft”.

This is presumably because digitization and networking have become
such central elements of the modern defence environment that their
importance can be taken for granted. Another passage in the report sets
out that the SDSR “will deliver a major restructuring of the Armed Forc-
es in order to generate future military capabilities that will be high-
quality, in training and equipment, with the logistics, communications
and other enablers necessary for the tasks we plan to undertake.”

In a UK context, digitization covers five main areas: secure voice ra-
dio; data transmission; joint force integration; common operating pic-
ture generation and shared mapping; replacing obsolete ‘mandraulic’
systems with computerized, automated systems. Of the UK services, the
British Army has probably attracted the greatest criticism - not all war-
ranted - for its slow pace of digitization, with critics largely focusing on
the glacial transition to the Bowman communications system as a par-
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ticular sticking point. Defence analyst Dr. Jim Storr wrote in the October
Royal United Services Institute (RUSI) Defence Systems journal that

in 1995 and 1996 a few highly visionary, well-placed and capable
people developed a vision of battlefield digitization as a theatre-
wide, highly integrated, broad and deep capability that would rev-
olutionize the British Army. Huge amounts of money were linked
to the program: in 1997 this amounted to about £4Bn in the long-
term castings. It would largely be in service by 2005-8. It has
failed.

[t is true that the program has slipped and is only now beginning to real-
ly show benefits on the battlefield, but asserting that “digitization has
failed” is probably overstating the argument.

Dr. Storr also points out that one of the curious elements of the push
towards digitization is the relative lack of empirical data that NEC actu-
ally provides greater capabilities on the ground.

The evidence for the effectiveness of battlefield digitization, [he
said], has always been slim or non-existent... The most positive
piece of [Operational Analysis] OA suggested tactical benefits due
to improved situational awareness [SA]. However, subsequent
field trials have shown that the kind of data rates required to give
that level of situational awareness are not going to be delivered by
Bowman. So there is no real evidence that digitization improves
operational effectiveness.

In fact, although increasing connectivity is clearly vital for connecting
‘sensor-to-shooter’ more closely, and joint fires requires connectivity as
a basic essential, the path to digitization is littered with good ideas that
work in exercise but don’t necessarily prove popular in theatre. For ex-
ample, the UK deployed the Thales UK-developed ELSA (Enhanced Low-
Level Situational Awareness) package into Afghanistan in 2008 explicit-
ly aiming to enhance soldier SA. The deployment followed successful
trials by the Warminster-based Infantry Trials and Development Unit,
which suggested that increased awareness improved navigation accura-
cy and efficiency.
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ELSA consists of a MILTRAK display - derived from a Nokia mobile
telephone - with an integral GPS package connected to a data-capable
UHF or VHF radio, in the UK’s case using a Selex EZ PRR (Personal Role
Radio). In essence, this affords platoon commanders with regularly up-
dated position data on their soldiers, overlaid onto maps, aerial photo-
graphs or a simple oriented pointer. Despite the success in UK-based
testing, it has proven less popular in operational service. For example,
on his return from Afghanistan in 2009, Major Richard Cantrill com-
manding officer of Lima Company, 42 Commando, Royal Marines, told
Jane’s International Defence Review that despite his marines all being
able to “see the possibility of its functionality” during operational work
up training, they opted not to use it in Afghanistan. Primarily, he said
that it was not sufficiently reliable or easy enough to use to justify its
additional weight, distraction and battery requirements.

Giving that the average weight of British infanteers in Afghanistan
ranged from 55 kg to 75 kg at the time, the decision is understandable.
However, there is still a general preference to rely on traditional soldier-
ing skills and personal relationships. Other soldiers have returned from
theatre and anecdotally expressed the importance of the morale of sol-
diers being reassured that their immediate command structure has a di-
rect knowledge of their location and status which only comes with a
physical connection and sharing a few words while on patrol or - par-
ticularly - while taking cover in a firefight, rather than just presenting
an intangible dot on a computer screen.

Major Cantrill’s experience concurs: “The only way to gain assured
tactical situational awareness is by speaking to commanders that you
trust. The shortcomings of these systems only make them ‘useful’ and
there is no room for systems that are just ‘useful”.

Brigadier Gordon Messenger, commanding officer of 3 Commando
Brigade also supports this view, he believes “we’re still miles away
technologically and culturally from having a system that is light enough,
timely enough and accurate enough to provide a proper solution.”

This reliance on traditional skills and a degree of healthy scepticism
regarding technology seems to be a common theme running through UK
land forces. Speaking in April 2011, Brigadier Mike Hickson, Director
Royal Logistics Corps (RLC), stated. You've got to recognize that there’s
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a cyber-threat out there,” Brig Hickson agreed, “so you've got to have a
fallback mechanism to protect any of your kit that might be affected.
That’s obviously easier to say than do, but as long as you recognize in
advance that something is at risk, you do what you can to mitigate it.
During training we switch off all the [information systems] tools,” he
said.

[ think you’d be very foolish to go into an operational theatre with
individuals who have never done the job on paper. Losing the digi-
tal tools is a retrograde step and it slows everything down, but if
you can’t do it off the back of a cigarette packet, it’s all going to
collapse if you later lose them. I will guarantee you that at some
point you’ll lose connectivity. Bandwidth is much better than it
was and our demands for it are much lower so some of the tradi-
tional problems are disappearing now, but even so the systems
can collapse. You've got to be able to do the job in the dark, with
your fingers.

That’s not to say that the UK’s land forces are resistant to change, they
clearly embrace systems where there is an obvious use. For example,
their adoption of ROVER (Remote Optical Video Enhanced Receiver)
terminals which enables them to see full motion video and imagery
transmitted from allied aircraft was both rapid and widespread. Fur-
thermore, as personnel numbers drop off, specifically the UK Ministry of
Defence’s 2010 SDSR plans to slice 7,000 soldiers from the Army’s es-
tablishment by 2015 and slim the RM down by 15% to just 1,800 ma-
rines. The force multiplying capabilities offered by networked systems
are likely to become yet more important. Base protection, for example,
is increasingly being automated with remote cameras and unattended
ground sensors networked to a lean-manned command post enabling
soldiers to patrol more and freeing them up from sentry work. Though,
there is obviously a balance to strike there ensuring that there are suffi-
cient off-duty soldiers available to react to any incursion.

This pattern follows the experience of the RN to an extent, because
the Navy has consistently introduced automation over the last few dec-
ades as it embraced the concept of lean manning and internal network-
ing technology evolved. This process principally saw the increased
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adoption of monitoring systems networked to a central point on the
ship, but also improved automation of ship systems and processes that
enabled crew numbers to be reduced. As for the wider adoption of digit-
ization and networking, the inherently expeditionary nature of the RN
ensured that it has also been a keen adopter of networking technologies.
It's Cold War posture within NATO and the UK’s global interests have
clearly afforded the Navy long experience of thinking of its vessels as
sensor and weapons nodes in a larger fleet network, both national and
international.

This has necessitated the adoption of advanced terrestrial communi-
cations systems, satellite and datalinks to connect with everything from
Somali fishing vessels with just a cell phone aboard, right up to coalition
fleets of aircraft carriers, submarines, aircraft and unmanned systems.

At an individual equipment level the RN has completely recapitalized
its legacy weapon and sensor systems over the last 20 years — using
commercial-off-the-shelf equipment where possible — and the combat
information centres of even the oldest remaining frigates are unrecog-
nizable from the cramped spaces packed with CRT screens and large
processing cabinets 10 to 15 years ago. The newer vessels, such as the
Albion-class LPD (Landing Platform Dock) amphibious ships have taken
it to even greater extremes, with large ergonomically designed spaces
for command teams complete with video walls, wireless networks, re-
mote hot-desking workstations and hugely powerful communications
and battle management suites. This extends into the accommodation
suites, which are well appointed with connectivity for laptops and media
access.

Similarly, the RAF quickly realised the benefits of communicating
with other national and coalition assets, particularly for the air-to-air
battle and, more recently the service’s burgeoning role in close air sup-
port (CAS) has highlighted some shortcomings in its connectivity. The
latter has mostly been addressed at a functional level, but there is still a
lot to be addressed before it can declare itself fully digitized.

However, all three services have apparently stepped back from some
areas of networking. In the early part of the last decade, the Ministry of
Defence (MoD) articulated an aspiration to ‘confederate’ simulator sys-
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tems to enable forces to exercise jointly. This was to have seen RAF Tor-
nado and Typhoon pilots flying simulator missions over main battle
tank (MBT) crews in their own vehicle simulators and RN vessels initial-
ly plugged in alongside. Then, later over satellite communications links,
with all operating in a common synthetic environment. A mission could
even have drawn in Combined Arms Tactical Trainer scenarios, bridge
and gunnery simulators.

The basic principles of this have been tested and proven, even net-
working UK simulators with US and Australian systems, but the practice
was rarely used as each service has focused on its individual training
needs at an individual, group and relevant joint level without having to
go to the effort of coordinating a mass exercise. Reportedly, in May 2011
there were multiple Tornado simulators on the RAF Loss-iemouth base,
however, they are rarely linked together, as they are used more for indi-
vidual crew certification and training than group flying.

All of that notwithstanding, two major themes have underpinned the
UK’s process of digitization over the last decade: the incessant develop-
ment of computer processing power and networking technologies; and
the fact that UK forces have been deployed in two major multinational
operations in Iraq and Afghanistan for nearly ten years. The latter in
particular has spurred digitization because the polyglot, multinational
nature of the deployments has required the UK to chase connectivity
with coalition partners, particularly — but not exclusively — the USA. The
complexity of the asymmetric, relatively low technology threat has also
required the UK to build on its own asymmetric capabilities by using
technology to multiply its forces and bludgeon the Iraqi and Afghan in-
surgents wherever possible.

This coalition approach has encouraged the UK to move away from
national-only communications in Afghanistan and the forces in theatre
have been using a Secret-classified wide-area network called OverTask
as the main command and control system since around 2008. This was
acquired under the Defence Information Infrastructure umbrella, which
will be discussed in more detail, later on.

During the WBR’s Battlespace Information 2008 conference in Brus-
sels, Commodore Eric Fraser, Chief |6 at the UK’s Permanent Joint Head-
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quarters stated that when OverTask came in, it marked a turning point
for British forces, as they were “beginning to see network-enabled capa-
bility in action”. He added that

a year ago, we had difficulty speaking to our Danish colleagues, for
example, operating in Helmand Province. They weren’t on JOCS
[Joint Operational Command System - the UK’s communications
net] and we weren’'t on the NATO system. Now we can talk to
whoever we need to.

It might be fragmented and a long time coming, but the UK has most of
the pieces in place to really embrace the NEC. The dawn is coming.

2. THE BRITISH ARMY

The British Army has a fractured relationship with digitization, particu-
larly at the soldier level, although the MoD revealed plans to re-inject
some coherence into the program again in June 2011.

Like most ‘western’ countries the UK embarked on a soldier digitiza-
tion project in the mid-1990s, looking to capitalize on the newly in-
vogue NEC/NCW and the computing connectivity revolution that was
under way at the time. The UK’s project was christened FIST (Future In-
fantry Soldier Technology) in 1995 and that name still persists, despite
the program being effectively hijacked and derailed by operations and
the UK’s policy of rushing UORs through to the field. Although the urgent
response to requirements has been admirable, it complicated and virtu-
ally derailed any real attempts to maintain FIST as a coherent program
for most of the last decade.

For example, FIST was originally envisaged as a holistic package of
complementary acquisitions, but has subsequently been broken down
into a series of themed areas, which have in turn been usurped in some
instances by the acquisition of UOR equipment, particularly in the area
of weapon sights and the huge proliferation of thermal sights across
British troops.

The problem with the UOR process is largely that the pace it needs to
move at dictates that the MoD buys equipment off the shelf, which clear-
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ly requires the Ministry to select the best fit available for the capability
rather than develop bespoke equipment. That need not be a bad thing in
itself, it is certainly cheaper. However, the problem is that what one
manufacturer has on its shelf may not necessarily be entirely compatible
with another manufacturer’s system, or indeed complement the Army’s
specific requirements.

By way of example, the German Infanterist der Zukunft (IdZ) pro-
gram has taken a holistic approach to power management, with a single
bespoke battery pack shaped to fit the load-bearing equipment and
body armor, and provide power to the soldier’s navigation and battle
command computer, radio and weapon sights. In contrast, British sol-
diers in Afghanistan have to carry a wide range of batteries to power all
of their off-the-shelf ancillaries, greatly increasing their weight burden
and contributing to the fact that British soldiers have the dubious dis-
tinction of carrying the heaviest average loads of any force in-theatre.

On top of this, the UORs have pre-empted some of the capabilities
that were intended to be fielded under FIST and sucked funding away
from the core FIST developments and acquisitions, leaving the program
in some disarray. The Surveillance and Target Acquisition (STA) Incre-
ment 1 element of FIST, for example, was overtaken by the Synergistic
Individual STA (SISTA) package ordered under a UOR in late 2007.

Other elements of the Army’s supposed bright new digitized future
have been abandoned altogether. A good example of this is the classic
1990s element of any soldier digitization project that promised the ability
for soldiers to aim their weapons around corners or fire from under cover
using what amounts to a video camera attached to the weapon sight.

France’s Fantassin a Equipements et Liaisons Intégrés (FELIN) future
soldier project offers a similar capability, but John Foley, technical direc-
tor at FIST’s prime contractor Thales UK, said that during trials of a re-
mote-targeting system for FIST Increment 1a, the soldiers did not like
using it and it has been shelved indefinitely. As an alternative,, the In-
crement 1a package that was sent to Afghanistan in 2009 was a distinct-
ly low-technology Lightweight Infantry Periscope; essentially a pocket-
sized mirror.

Meanwhile, the FIST C41 (Command Control Communications Com-
puters and Intelligence) package has also been reshaped and re-scoped
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several times. However, the basis of the individual soldier’s connectivity
still centers mostly on the Bowman suite developed to replace the
Clansman radio and bring in a raft of new connectivity benefits. The lat-
ter include secure voice over software-defined radios (SDR), data shar-
ing, free-text and own station position-reporting (OSPR - essentially a
blue-force tracking and navigation tool).

According to David Lynam, a former director of Equipment Capability
Command and Control Information I[nfrastructure (CCII) in the MoD,
“Bowman was very much more than just a radio program. It is true to
say that the majority of the £4Bn quoted for Land Digitization was for
Bowman, but also that the smallest proportion of that money went on
the actual radios.”

One of the key underlying development principles of Bowman is that
improved capabilities are developed incrementally and regularly rolled
out as software and hardware updates. The software enhancements are
principally known Bowman Combat Infrastructure and Platform (BCIP)
updates. The latest standard in service in-theatre, BCIP 5.4.2, was de-
ployed into Afghanistan in April 2011 and the final BCIP 5.5 de-risking
program was submitted to the MoD for assessment at the end of 2010,
enabling development work to begin in early 2011 ahead of roll-out in
2013.

BCIP 5 builds on the fairly basic BCIP 4F version that has been in ser-
vice since 2004, migrating the whole system to the Windows XP operat-
ing system and introducing a tactical internet — with Bowman Chat and
White boarding, as evaluated on Exercise ‘Flying Rhino’ in the Czech Re-
public in early 2010 - and a tactical network-network gateway (TNG).
BCIP 5 actually debuted operationally in 5.2.1 form that was installed on
several RN vessels running anti-piracy patrols.

According to General Dynamics UK, its Edge test bed used to test
Bowman enhancements has been used to investigate new ways of en-
hancing the system’s bandwidth, and the results could be pulled through
into Bowman by late 2012.

The new TNG is viewed as particularly important for operations in
Afghanistan as the British Army’s operational realignment in-theatre in
2010 brought them under the US-led Regional Command (South West),
which uses the FBCB2 JBC-P (Joint Battle Command - Platform) battle
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management system at the lower tactical levels, not hitherto compatible
with Bowman.

For its part, Bowman Chat is also proving useful. On Exercise ‘Flying
Rhino’ it was trialed in an enhanced form to connect with the chat facili-
ties of the Overtask (J-Chat),the Joint Automated Deep Operations Coor-
dination System (JADOCS) information networks currently used by Brit-
ish task force and the Battlegroup headquarters in Afghanistan. This
may be rolled into BCIP 5.5.

‘Flying Rhino’ also served as an experiment testbed trialing a divi-
sional wide-area network (WAN) with a 2 MB/s terrestrial link between
separated headquarters locations in the Czech Republic (where the ex-
ercise was held), supplemented by two further 2 MB/s Project Reacher
Skynet V satellite ground terminals linking to Germany, the UK and Af-
ghanistan. Access for the latter was provided by the EADS Cormorant
theatre-wide area communications network, which was originally field-
ed as a theatre-level asset in 2004 before being supplanted by a Radwin
2000 infrastructure as a temporary fix until Falcon. Confusingly, it has
no relation to the Harris Falcon soldier radios; the architecture can be
delivered in theatre later in 2011. The rest of the army is not expected to
get access until 2013, which is why Cormorant was used in Flying Rhino
and continues to be used by the army out of theatre.

Although Bowman has attracted the most attention as the biggest
single project, BAE Systems Insyte’s Falcon actually forms the real back-
bone of British Army digitization. This is because it is the replacement
for Ptarmigan, Euromux, RTTS and DLAN, and it provides the theatre
data highway between Corps and Brigade.

According to BAE Systems, the Falcon will provide a capacity back-
bone that binds Bowman, Cormorant and Skynet V together in theatre,
with an open architecture that should remain ‘future proofed’ by nature
of its open architecture.

Like Bowman and FIST, Falcon is being acquired in a series of incre-
ments. /ncrement Awas originally set to equip the Allied Rapid Reaction
Corps in 2009, but that has slipped a few years. /ncrement B provides
connectivity for Division formations and below, while /ncrement C ex-
tends this to deployed RAF bases. The final, aspirational /ncrement D
should draw in remote, mobile users ashore and maritime platforms.
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Nevertheless, on the exercise Cormorant proved that telephony con-
nections could be made between combat radio users in the field and di-
vision/brigade staff cells, connecting the BCIP 5.4.2 LAN subsystem to
Cormorant through the TNG.

In hardware upgrade terms, Bowman made it into the field for tech-
nical and operational trials with the VHF Portable Transceiver (VPT) in
2004 and immediately ran into issues with its battery and form factor.
Despite several revamps - including one last year which added power
meter to the battery, however it was placed in an area that means it has
to be removed to check how much power is left. The overarching con-
clusion is that it is essentially the same radio. Most of the soldiers’ com-
plaints referred to usability rather than its capabilities and a new design
has been developed by ITT under Project Viper and trialed by the Army
in late 2010 and early 2011.

Simultaneously, other members of the ITT-supplied Bowman VHF
radio family, based on the SINCGARS-derived ADR+ PRC355 manpack
transceiver, have also been upgraded as part of the unfolding BCIP 5
update program.

Away from the dismounted sections of Bowman, it proved deeply
problematic installing systems into the Army’s vehicles. Lynam stated
that under original plans drawn up in the late 1990s, “it required, over
four years to have over one third of the Army out of the order of battle
at any one time”. This would have been logistically complex by itself, but
those plans were made on assumption that there would be no major de-
ployments to complicate matters further. Unfortunately, as history
proved, the UK was imminently to embark on two major sustained op-
erations in Iraq and Afghanistan, making the ‘Bowmanisation’ effort
even more of a logistical, planning and operational headache.

These deployments proved troublesome for the sheer access to the
vehicles being fitted with the new systems, but also because the nature
of the improvised explosive device (IED) threat in-theatre required the
urgent installation of jamming systems onto vehicles. These jammers
obviously needed to be deconflicted in antenna location, frequency and
bandwidth with the new communications systems, which was a sub-
stantial task in itself. However, this was still further complicated until
relatively recently by the fact that the Army was simultaneously intro-
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ducing a hugely disparate range of new vehicles into service for Afghan-
istan in the shape of MAN ERF trucks, mine-protected Wolfhounds, Jack-
als, Ridgbacks, Coyotes and most recently the Ocelot.

All of these new vehicles had unique interference requirements and
design authorities, so for several years the Government Furnished
Equipment (GFE) communications systems and jammers were fitted in
an ad hoc way. This resulted in confusion over exactly who had respon-
sibility for the design authority, leading to what one industry source
said was “engineers just drilling holes for antennas and sticking radios
where they thought it was best, messing up the wiring looms and caus-
ing big interference issues.”

General Dynamics UK eventually successfully argued that some of the
criticism Bowman had attracted from operational forces could be easily
addressed with a reinstallation and deconfliction program. This led to
the company dispatching staff into Afghanistan to remedy the situation,
with widespread approval from the Army and MoD.

In an effort to avoid this in the future, the UK embarked on a com-
prehensive Generic Vehicle Architecture (GVA) project to standardize
interfaces and develop an open ‘middleware’ data distribution service
into which any future systems could be plugged and managed. The first
iteration, GVA Version 1, was published in August 2010 and the first
GVA-equipped vehicle is expected to be rolled into service with the new
Force Protection Foxhound in late 2011.

In a similar manner to the issues caused by vehicle installations, the
rollout of constantly evolving Bowman upgrades and more capable
software was also hugely complicated by the operational workup train-
ing requirements of the forces heading out to theatre. Workup training
can take in the order of 12-18 months, the Battle Groups heading out to
theatre inevitably don’t deploy with the most up-to-date software, in-
stead preferring to deploy with a system they trained with and are ac-
customed to. For example, although the first iteration of BCIP 5 was offi-
cially accepted in January 2008 it didn’t make it into Afghanistan for two
years to allow further enhancement and additional training time for the
initial brigades without impacting ongoing operational deployments.

In addition, the pace of development and acquisition of systems
meant for several years that modern systems were deployed out to the-
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atre, faster than a training pool could be built up in the UK, so some
units would be more limited in their operator capability than the Bow-
man equipment that they used. For example, despite the Bowman
standard deployed in Afghanistan being capable of secure data trans-
mission in 2008, when the Black Watch, 3rd Battalion, The Royal Regi-
ment of Scotland was doing its work up training ahead of deployment to
Afghanistan in 2009, the Battle Group decided to keep things simple and
just train on voice.

Major Olly Kingbury, staff officer for the 19 Light Brigade certifica-
tion team that assessed 7The Black Watch during Exercise Grand Prix in
Kenya said that “this battle group took the decision not to train with
Bowman'’s data functions at the beginning of the year and will stay with
BCIP 4F. We'll train up with data as a brigade in 2010 after the Afghan
deployment, but already we can start to see the benefits. The Battalion’s
discovered that INTSUM [intelligence summaries] reports are a bit of a
pain, because instead of just transmitting them, they have to “send a
runner or sit on the radio for 15 minutes reading them out.”

Beyond the minutiae of soldier connectivity, the British Army has the
lead on another key British digitization program in the shape of the
Royal Artillery’s Land Environment Air Picture Provision (LEAPP) pro-
gram. An industry consortium led by Lockheed Martin UK and known as
Team Athena won the competition to work up the program in 2008,
which aims to increase land forces’ awareness of the operational air pic-
ture in near-real time. This will aid with airspace deconfliction for out-
going artillery, friendly aircraft and command of ground-based air de-
fence assets.

The LEAPP air picture will be generated with Saab Microwave Sys-
tems Girafte Agile Multi-Beam radar and combined with Link 16 data
from all connected radars in theatre. It will be disseminated using the
Falcon trunk network. The Falcon interface was proven in mid-2009 and
LEAPP is now expected to enter service in roughly the same timeframe
as Falcon.

The MoD’s Joint Sensor and Engagement Networks integrated project
team also investigated a future evolution of LEAPP towards a Net-
worked Enabled Airspace Defence and Surveillance (NEADS) project
that would draw together the RAF’s Future Local Area Air Defence Sys-
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tem (FLAADS) and the Army’s Thales High Velocity Missile System,
amongst other systems. Little more has been seen of NEADS in public,
but additional funding was allocated to the program in 2009. For its
part, the Army Air Corps’ (AAC) approach to digitization is driven
through its AH.1 Apache Longbow attack helicopters. It still has quite a
large number of AH.9A Lynxes, but they are little more than battlefield
taxis these days and will be replaced in 2014 by the Battlefield Recon-
naissance Helicopter version of AgustaWestland’s Wildcat.

At the moment, the UK has no plans to take its Apaches through the
US Army style Block III upgrade program that will enable the crews to
take full Level 4 control of UAVs. Though, it does have an aspiration to
incorporate a full-motion video transmission system. This latter would
enable the crew to share imagery from the crews’ Lockheed Martin M-
TADS/PNVS (Modernized Target Acquisition Designation Sight/Pilot
Night Vision Sensor) with other aircraft and troops on the ground for
positive target identification and so forth.

This may in due course take the form of an installation of Lockheed
Martin’s VUIT-2 system that the US Army has had in service since 2008,
however, this will result in a complication for the British helicopters.
This is because their upgraded Rolls-Royce Turbomeca RTM322 engines
enable the AH.1s to fly with their mast-mounted APG-78 Longbow ra-
dar, whereas the Americans have to remove it in the hot and high Af-
ghan airspace. As a result, the AH.1 does not have the available real es-
tate on the airframe that the US helicopters use.

In the interim, the Apache force is working on achieving greater situ-
ational awareness with battlefield command centres through the Gen-
eral Dynamics Apache Bowman Connectivity (ABC) program. Although,
that does not appear to be a high priority, as the AAC is focused on keep-
ing up the tempo of operations in Afghanistan and, as of June, off the
coast of Libya.At a more local level, the UK Apaches have been making
great use of the Symetrics V3.02 Improved Data Modem (IDM) to trans-
fer data between AAC, Dutch and US Apaches in-theatre. In an attempt
to get FIST-type capabilities back on track in a sustainable program for
the future army, Major General Carew Wilks, Director of the Program-
mers and Technology Group within the MoD’s Defence Equipment and
Support (DE&S) organization, told the June 2011 Soldier Technology
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Conference in London that the MoD was taking control of the program
back from industry.

He said that in effect, the MoD was to become the architect of the
Dismounted Combat Capability (DCC). This would be based on a new
open architecture ‘plug-and-play’ backbone, with the acquisition of each
incremental piece of equipment competed internationally. That would
open the program up to foreign industry, but Maj Gen Wilks said that the
UK will require assurances that it can modify, repair and enhance the
systems locally within the country throughout their lifespan. This will be
achieved through a Generic Soldier Architecture (GSA). The Army is also
experimenting heavily with a range of digitization technologies to en-
hance Forward Operating Base (FOB) and Tactical Base (TB) force pro-
tection in a series of FOB Exercises (FOBEX). The latest of which took
place in February 2011 looking to plot out how FOBs can be integrated
into the UK’s future digitization roadmap, such as it is.

In essence, the result of that FOBEX boiled down to the need for a
common architecture that would ease the rapid integration of new cam-
eras, communications bearers and remote systems under an initiative
known as Generic Base Architecture (GBA). Together GVA, GBA and GSA
will form a Land Open Systems Architecture (LOSA), which should be
fielded as a formal Defence Standard (Def Stan) in January 2012. Sub-
stantial progress has already been made towards this and the UK hopes
that the new formal standards - GVA is Def Stan 23-09 and GBA is draft
Def Stan 23-13 - will be adopted or at least endorsed NATO-wide to im-
prove interoperability.

The revised DCC ensemble is to be acquired in a series of ‘Epochs’.
The first is running until 2015 and includes new Commander’s Light-
weight Radios (CLR) using the data-capable Harris RF-7800S SPR and
Casualty Locating Beacons (CLB). The latter is a simplified version of the
ELSA capability expected to be acquired in two batches. CLB 1 is based
on a GPS-enabled version of the Selex PRC343 EZPRR and is due to enter
service with two brigades in October 2011. CLB 2 is still being defined,
but according to Colonel Bill Pointing, DE&S’ Dismounted Soldier Sys-
tems team leader, the MoD is currently weighing up three options: i)
Buy additional CLB 1s; ii) Acquire an evolved version or iii) End the pro-
ject after CLB 1.
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Epoch 1 also includes a new tactical SA tool known as TacSA that is
based on the squad-level US Tactical Ground Reporting (TIGR) system.
TacSA is expected to be built on and rolled into a platoon-level Dis-
mounted Situational Awareness (DSA) package that is expected in
Epoch 2, which is set to run from 2016-2020. DSA will be delivered in
concert with a new combined voice and data radio. Between now and
then, some of the UOR communications equipment (including Harris’
PRC-117 satcoms, the EZPRR, PRC-117 and PRC-152-based air-ground
radios and the CLR) is expected to be made ‘core’ and supported beyond
the assumed end of hostile operations in Afghanistan, or at least when
the UK expects to withdraw from the country in 2015.

3. THE ROYAL NAVY

The RN is a keen believer in the benefits of networking and digitization,
having long been a member of both the Link 11 and 16 communities.

The RN’s intrinsic forward-deployed and coalition-based posture is a
mixed blessing in that it has fostered an enthusiasm for and wide expe-
rience of networking with other assets. However, the international naval
domain is complicated by different navies using a wide range of dispar-
ate networks and waveforms. These include the CLEW (Conventional
Link 11 Waveform), SLEW (Single-tone Link 11 Waveform), Link 16 and
Link 22 standards, as well as the increasingly well-adopted CDL (Com-
mon Datalink) used by reconnaissance aircraft and WDL (Weapon Data-
link) for engagement systems, each of which requires its own message-
handling and management systems. On top of this, strike aircraft and at-
tack helicopters are more commonly using Variable Message Format
(VMF) data messaging these days for both targeting and command-and-
control interfaces, which is efficient and well-suited to their narrow
bandwidth legacy radio systems. This is because it does not require a
separate data-bearer, but enforces yet another communications mode
onto naval assets.

As such, the RN is in the process of adopting a network-of-networks
approach as a stepping-stone towards the UK’s planned wider Global In-
formation Infrastructure (GII - see Joint Capabilities section below for
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more on this). All of the Type 23 frigates and the three amphibious as-
sault ships - HMS Ocean, HMS Albion and HMS Bulwark - for example
can all access Link 16 through Rockwell Collins’ AN/URC-138(V)1(C)
LVT (Low Volume Terminal). This is essentially a ‘receive’ system, but
also provides the host platform with a PPLI (precise participant location
and identification) capability and enables free text messaging.

Meanwhile, Link 16 has been rolled out to other elements of the rest
of the fleet under the Navy’s Joint Tactical Information Distribution Sys-
tem (JTIDS) project, with systems fitted to the now defunct Invincible-
class aircraft carriers and mostly retired Type 42 destroyers. The im-
portance of the latter installation is that they have been integrated with
Action Data Automation Weapons System (ADAWS) under Increment 2
of the rollout, enabling them to contribute to the recognized air and
maritime picture with NATO allies, particularly the US. Increment 2 also
provides Satellite Tactical Datalinks (STDL) offering Link 16 connectivi-
ty over the UK’s Skynet IV/V satellite constellation and enhancements to
the Data Sciences (now IBM), and the developed Data Link Processing
System which enables it to handle STDL, as well as Links 11 and 16.
JTIDS Increment 3 pushes STDL to the Type 23s, but they will remain
limited to Link 11 levels of granularity by their legacy DNA combat
management systems, which require a translation interface that can
transform the Link 16 J-series messaging into the Link 11 format that
DNA requires.

STDL effectively enables the picture-compilers to draw on every ra-
dar feed and share the wider picture with each of the outfitted plat-
forms. Therefore, though the Type 23’s Type 996 radar is only relatively
short-ranged it can be used as a gap-filler within a wider fleet context.
This is particularly important for littoral operations, as its loss resulted
in a dramatic consequence in the Argentinian air force’s operations
against the RN in the Falklands/Malvinas conflict in 1982. STDL is lim-
ited; however, the Super High Frequency (SHF) nature of the Skynet
satellites is not interoperable with other navies, the US Navy, for exam-
ple, mostly uses UHF satellites. Nevertheless, satcoms provides links in-
to the RNCSS (Royal Navy Command Support System) and its successor,
the UK-wide JC2SP (Joint Command and Control Support Programmed).
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The new Type 45 destroyers and the Queen Elizabeth-class aircraft
carriers are expected to get additional command and control capabilities
under JTIDS increment 4, but in the meantime the destroyers are man-
aging Link 11 and 16 access. As well as connectivity at sea, these links
will provide the interface with the UK’s LEAPP airspace C2 system.

The Navy plans to transition to Link 22 in due course, and in April
2011 the MoD contracted BAE Systems to explore its integration aboard
the Type 45s and new carriers in an 18-month technology study. This
will aim to demonstrate the maturity and capability of Link 22, including
interfacing it with other Link 22-enabled platforms. Link 22 should offer
an enhanced common tactical picture for all assets in due course, with
outfits being rolled out across the surface fleet, submarines and inter-
faces to air assets and LEAPP.

The RN has also been deeply involved in the US-led Cooperative En-
gagement Capability (CEC) project in development with Raytheon. CEC
transforms all of the suitably outfitted vessels into sensor platforms and
fire units which are able to exploit the full ranges of their weapon sys-
tems. This often outstrips the performance of the launch ship’s organic
Sensors.

The RN has completed a three-part formal CEC Assessment Phase
and it was supposed to be brought into service in 2008, but the funding
stream to actually get it into service remains uncertain at the moment.
This is because the MoD is going through the painful contractions in
budgets caused by the SDSR and plotting out bigger issues such as how
to protect platforms and acquisition projects from the ‘austerity
measures’ the Government has put in place to address the global finan-
cial crisis. The Navy’s nuclear attack submarines, meanwhile, have been
afforded a key place within the UK networked battlespace, this befits
their role as key intelligence, surveillance, target acquisition and recon-
naissance (ISTAR) assets. They were some of the first UK vessels to be
fitted with Link 11, getting a tactical datalink receive-only terminal in
the 1990s.

That has undergone a series of upgrades since then and today the six
Trafalgar-class SSNs uses an Inmarsat satcoms-based system known as
ESIXS (Enhanced SSN Information Exchange System). The submarine
force will eventually transition to the NEST (Naval EHF/SHF SATCOM
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Terminal) standard in development for the replacement Astute class.
However, the last time that NEST surfaced in public view was in June
2009 when it was heavily criticized by the UK National Audit Office for
being 19 months behind schedule, so that may still be some time away.
Submarines have fairly obviously always been limited in their connec-
tivity by the nature of the environment in which they operate, needing
to surface or hoist ultra-high frequency (UHF) or SHF communications
masts to contact allied assets or reachback to national centres. The
space-hungry extremely low frequency systems developed for through-
water Cold War submarine communications have fallen out of favor and
been ditched in favor of satellite communications. However, these still
mostly require the submarine to approach the surface.

The RN’s solution to this problem is the Recoverable Tethered Opti-
cal Fibre (RTOF) developed by QinetiQ and the MoD over the last dec-
ade, but now being produced by Ultra Electronics Ocean Systems and
Weir, Strachan & Henshaw for the RN’s Astute class and the US Navy.
The system is based around a small (450 mm or 250 mm diameter)
stealthy buoy released from the rear of a submarine on a fibre optic
tether to rise up to the sea surface where it can sweep for hostile radar
transmissions and establish high-speed data transmissions over satellite
links. The developers claim there is no plume or splash while the buoy is
on the surface, enabling the boat to remain covert at depth. Trials in-
volve outfitting the buoy with a UHF satcoms payload, GPS receiver, ra-
dar warning receiver, VHF line-of-sight radio and bathymetric sensors
to help calibrate the submarine’s sensors through thermocline layers
and salinity gradients across the water column. In future RTOF may be
fitted with SHF and EHF systems, or electro-optical payloads and laser
warners to increase the boat’s situational awareness.

The Fleet Air Arm has been simplified and shrunken considerably
over the last few years with the retirement of the FA.2 Sea Harrier and
the reduction of the remaining fleet to HMA.8 and HAS.3 Lynx variants,
HM.1 Merlins and Airborne Surveillance and Control (ASAC.7) Sea
Kings. The latter are well networked, fitted with the Link 16 connectivi-
ty and picture-sharing capability that is crucial to its role. By compari-
son, the Lynxes and Merlins are rather disadvantaged like many of the
British Army’s recent digitization upgrades. However, this is being ad-
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dressed incrementally through planned programmers and through
UORs. The Merlin fleet, for example, was fitted with Link 11 data con-
nectivity in line with acquisition plans, but the experience of having
Royal Marines and RN sailors arrested and detained by Iranian forces in
2007 directly prompted the RN to procure Wescam MX15 electro-
optical camera fits and video downlinks. The cameras and transmitters
were trialed in 2009 and quickly adopted for service. They enable an
orbiting Merlin to fly above a boarded ship, transmitting full-motion
video back to its launch ship and also to the boarding party if they have
a ROVER terminal, which the Navy believes could have averted the Ira-
nian embarrassment. The latter unfolded when an Iranian patrol vessel
surprised the boarding party who were unsighted on its approach.

This offers an accessory to the Xeres maritime interdiction system
developed by Drumgrange and deployed with RN boarding parties. Xe-
res was originally developed to guide boarding parties in rigid inflatable
boats (RIB) to their objective using a datafeed from the launch ship’s
radar, but it quickly evolved into a more networked situational aware-
ness tool. It uses a version of Ultra Electronics SML Technologies’ ship
identification transponder as a dedicated UHF datalink to keep the
mothership informed of up to 15 simultaneous boarding parties’ loca-
tions using Ultra’s Safe Navigator electronic chart system. This picture is
also transmitted to the RIBs over the UHF datalink, while their crews
use Harris’ Falcon II very high frequency (VHF) frequency-hopping ra-
dios for secure voice communications. Once aboard the ship, the board-
ing party’s own Xeres kit comprises stills and video cameras, a docu-
ment scanner, explosives and chemical detectors and a rugged laptop.
All of this can be linked together to share additional video with the
mothership via the Falcon Il radio’s built-in modem.

The RN’s Lynx fleet is to be replaced with AgustaWestland’s new
Wildcat, which will be more connected to the fleet from the start, but
will initially be a minor player rather than a key networking node. Work
is ongoing on the aircraft and a competition is still seeking the Tactical
Data Link - Independent Message Set that will link the helicopter into op-
erations. The Navy has yet to settle on a format for that link and it may
end up with a gateway interface able to deal with multiple formats. The
final digitization development area that the UK is considering for the RN
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is ballistic missile defence (BMD). Although the UK has no articulated
BMD requirement, it showed a potential step towards BMD capability in
late 2010 when the joint US/UK BAE Systems-built Advanced Radar
Technology Integrated Systems Testbed (ARTIST) successfully tracked
objects in space for the first time. ARTIST builds on the Multifunction
Electronically Scanned Adaptive Radar (MESAR) projects and Sampson
multifunction radar at the heart of the Type 45s’ warfare system.

BAE Systems has postulated an upgrade path that would confer a
BMD capability to the new destroyers, though the UK has no current
commitment. If it did take up that option, the Type 45s would at least in-
itially most likely be used in a ‘“tripwire’ forward-based scanning role
with no organic engagement capability because MBDA’s own Aster mis-
sile (called Sea Viper in UK service) BMD upgrade path is unfunded and
would need many years of development work. As such, the RN would
need to accelerate its involvement with CEC and develop datalink con-
nectivity with NATO’s nascent Active Layered Theatre Ballistic Missile
Defence (ALTBMD).

4. THE ROYAL AIR FORCE

The RAF has a mixed relationship with digitization, on one hand the
youngest UK service is a keen adopter of new technology, steeped in the
cutting edge networking and communications necessities required by
the environment in which its aircraft operate. The air force’s whole
ethos is tuned towards platforms travelling at hundreds of miles per
hour, tackling opposing aircraft and weapons travelling at similar speed.
Hence, nowhere else is it more important to be able to act and react
quickly to get within the opposition’s decision loop. Factor in high-speed
missiles and you're into the realm of thousands of miles an hour, with
closing speeds of just seconds.

However, on the other hand, the RAF has to somehow balance these
stressing requirements with the foibles and challenges of operating age-
ing, and legacy platforms. The RAF’s GR.4 Tornado force is a particularly
interesting case in point because the roots of the aircraft stretch back to
the 1960s. Although the aircraft’s avionics and systems have been regu-

149



THE TRANSFORMATION OF THE ARMED FORCES: THE FORZA NEC PROGRAM

larly updated and enhanced, the process has left the service with an air-
craft using a heady mix of outmoded, unergonomic systems alongside
absolutely brand new, first rate modern packages. This upgrade process
has ensured that in some ways, the GR.4 is the most capable of all of the
Tornados still in service in Germany, Italy and Saudi Arabia. It has the
most advanced reconnaissance pods with Rafael’s Litening III and
Goodrich’s RAPTOR. Furthermore, it has the widest range of weapons
with Brimstone, Storm Shadow, Enhanced Paveway II, Il and IV; and the
most advanced defensive aids suite. Nonetheless in one crucial area, it
lags a long way behind Italian and German Tornados because unlike
them, it currently has no Link 16 datalink access.

This is a historical curiosity because the GR.9 Harrier force that the
UK retired prematurely in December 2010 could access Link 16, as
could the GR.4’s air-to-air fighter sibling, the F.3. Its oversight in the
GR.4 force is a huge hindrance to its operations over Afghanistan and
Libya. British pilots returning from Afghanistan in early 2011 affirmed
that not having Link 11 was like being blind: “if you don’t have a data-
link, you are pretty much left without any SA on what is going on around
you - reliant on the radio calls from AWACS”. This is particularly chal-
lenging in tremendously busy environments like Afghan airspace, which
is shared with fast jets from a large number of foreign air forces, heli-
copters, unmanned aircraft, non-military aircraft, artillery shells and
guided rockets. At a stroke, access to the Link would enable the GR.4 air-
crews to see all of the other assets around them at a glance and also to
be seen and avoided. Furthermore, It would improve connections with
ground forces that could instantly transmit standard nine-line CAS mes-
sages in near-real time with no translation issues for non-English
speakers. This would have obvious benefits for the polyglot JTAC com-
munity in-theatre.

The RAF is acting to remedy this situation with a datalink retrofit
through BAE Systems’ Tactical Information Exchange Capability (TIEC),
which is being carried out through the Air force’s Tornado Capability
Upgrade Strategy (Pilot) project, more commonly known as CUSP. A
Tornado fitted with TIEC made its maiden flight in December 2010 and
successfully connected up with an air picture generated by an RAF E-3D,
but it is not expected to filter into the operational fleet until 2012. In
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parallel with TIEC, the Tornado force is also working on the Secure
Communications on Tornado (SCoT) package developed under Ultra
Electronics as prime contractor, partnered with Rohde & Schwarz. In es-
sence, SCoT is a package of software-controlled radios enabling secure
frequencies and waveforms to be stored locally and accessed through a
simple touch-button interface.

Aircrews assert that this will greatly reduce the current communica-
tions workload that requires them to manually select different radio
nets and frequencies to talk to other air assets, JTACs and battlespace
managers. Work was contracted to Ultra in 2005, but only began testing
in the middle of 2010. In the interim, the GR.4a Tornados have been up-
graded with a CAGNET multi-band transceiver based on a Rohde &
Schwarz MR6000L software radio, which uses the Have Quick II wave-
form for air-ground communications with JTACs. SCoT uses the same
transceiver as the CAGNET fit, but has additional waveforms including
SATURN. Together with TIEC, SCoT comprises an essential upgrade for
the Tornado force. Flight Lieutenant Chris Baber, an RAF navigator with
over 20 years on Tornados said that

if you're working with multiple JTACs in a stack of aircraft and
you've been cleared to release weapons, there might still be air-
craft below you so you have to clear it all out, which takes time.
Sometimes if the guys on the ground are really screaming for it
then you might just have to take a calculated risk, but all of that
goes away if you're on the Link because you can see the lateral
spacing and separation.

However, it should be noted that the Link will not cure all of the Torna-
do’s connectivity issues.

The RAPTOR pod attracts great praise for the incredibly high resolu-
tion imagery that it produces, however the imagery is currently not
downlinked directly to ground forces or the imagery analysis teams. The
aircraft would have to return to base and have its data ‘brick’ physically
removed from the pod, imagery extracted, stored and processed, which
can take 12 to 24 hours. This is largely due to the resolution of the im-
agery and lack of available bandwidth; hence there is no immediate so-
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lution in progress. On the other hand, The Litening III pod has no such
limitations, fitted with a ROVER link to share video with forces on the
ground in real time.

The F.3 Tornado’s replacement, the Eurofighter brings its own raft of
challenges and opportunities, not least evolving the aircraft as a genu-
inely multirole platform, but connectivity and digitization are not really
big issues. Out of the box, the aircraft is fitted with Link 16 terminals of-
fering a sufficient level of network capability and the F-35s that will
eventually follow Typhoon into service. Replacing the Tornados should
represent yet another step forward, with Link 16 and other much-
vaunted communications and sensor capabilities.

The same is largely true of the other supporting electronic mission
aircraft, such as the Link 16-equipped E-3D Sentry and R.7 Sentinel Air-
borne Standoff Radar (ASTOR) platform. Sentinel has an electronic mis-
sion suite comprising embedded, real-time signal and image-processing
computers, a Logica Joint Tactical Information Distribution System Link
16 package. Furthermore, it has a similar Cubic and Ultra-developed
narrowband datalink system to the system used aboard the E-8 Joint
Surveillance Target Attack Radar System (Joint STARS) aircraft; wide-
band datalinks and SHF satcom terminals, as well as a host of V/UHF-
band voice radios.

In short, all of this makes the aircraft a key node in any network it
takes part in, especially due to its ability to generate an electronic opera-
tional picture and disseminate it to other allied aircraft. However, the
SDSR stated plans to “withdraw the Sentinel airborne ground surveil-
lance aircraft once it is no longer required to support operations in Af-
ghanistan.” The decision to retire the aircraft prematurely, ostensibly as
a cost-saving measure, took defence analysts and serving personnel by
surprise because the aircraft are relatively new and only deployed for
the first time in 2008, attracting praise for their capabilities ever since.

They are also a vital part of the RAF’s ‘find’ target-acquisition capabil-
ity and are currently in heavy demand over both Afghanistan and Libya.
In fact, the five aircraft are being switched between the two taskings on
a daily basis, according to a May briefing from Air Chief Marshal Sir Ste-
phen Dalton, Chief of the UK Air Staff.

Beyond that, the aircraft have a central role in finding enemy air de-
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fences. The RAF has an unusual Suppression of Enemy Air Defences
(SEAD) capability based on the GR.4-carried MBDA Air-Launched Anti-
Radiation Missile (ALARM) and other geo-referenced weapons, such as
Storm Shadow. The posture is unusual because unlike the Italian and
German Tornados, the GR.4 has no organic opposition radar geo-
location capability. Hence, the aircraft has a very limited reactive capa-
bility, relying on planned SEAD missions or off board targeting assis-
tance from other assets, such as ASTOR to find the targets for them and
transfer data via Link 16. As such, the Sentinels are playing such a cru-
cial role that it is considered unlikely that the MoD will be able to com-
plete its promise to axe the force in the next few years. This is in spite of
with the ongoing acquisition of RC-135 Rivet Joint electronic intelli-
gence/signals intelligence (ELINT/SIGINT) that are supposed to do a
similar job and also take over from the RAF’s Nimrod R.1 aircraft which
are supposed to be retired in June 2011.

The RAF’s cargo fleet is also being used heavily and the service is in-
vestigating a more comprehensive add-on Link 16 capability for its C-
130] transport fleet, involving the installation of an AN/USQ-140(V)1(C)
MIDS Rockwell Collins AN/URC-138(V)1(C) LVT and its integration
with the aircraft’s mission system.

The RAF Regiment is planning to recapitalize its Air Defences over
the next few years, replacing its legacy Rapier missile launchers with the
FLAADS currently in development with MBDA. The concept requires a
full common operating picture to be established and envisages a net-
work of remote fire units linked together over a secure MBDA-
developed datalink for the engagement portion of the system.

This new datalink would enable the fire units - based on cross-
country trucks fitted with Common Anti-air Modular Missile (CAMM)
vertical launch cells - to be essentially passive with no organic radar of
their own, instead taking cueing and targeting data from any relevant
source on or over the battlefield. This will increase their own survivabil-
ity and hopefully take enemy aircraft by surprise.

MBDA FLAADS spokesman Dr. Philip Miller told Jane’s that the com-
pany has an open architecture sensor interface that can accept even
low-quality data from legacy radars, because the launch unit just needs
the data to orient the missile to the threat as CAMM has a fully active ra-
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dar seeker able to find and attack targets up to 20 km away. CAMM is al-
so fitted with a two-way, dual-band datalink, enabling the fire unit to
share more accurate data as midcourse guidance updates when possi-
ble. MBDA and the MoD undertook firing trials with FLAADS in 2010,
which are understood to have been successful. However, neither party is
currently willing to offer more details, preferring to keep them as ‘news’
for the September 2011 DSEi trade fair in London.

5. JOINT CAPABILITIES

The Joint Helicopter Force (JHF) has not been forgotten in this digitiza-
tion process. Trials in late 2009 and 2010 demonstrated the potential
of Rockwell’s Rosetta gateway and General Dynamics UK’s NetLink
multilink processor (a development of TIEC) to correlate input from a
host of local and strategic satellite-based blue-force tracking systems.
Inputs included Link 16, VMF, Bowman, QinetiQ’s Helicopter/Ground
Asset Tracking Systems (HeATS/GrATS) blue-force tracking systems,
as well as the NATO Friendly Force Identification system and the US
Army’s Force XXI Battle Command Brigade and Below (FBCB2) battle
management platform.

In essence, this project ran under the Joint Data Networks Backbone
(JDNB), which forms the UK'’s overarching plan to integrate all of the
disparate datalink standards, including an Integrated Broadcast Service
(IBS) as well as all of the standard TDL. Accordingly, JDNB was envis-
aged to take a spiral or incremental development program rather than
trying to pull such a wide field of systems, protocols and waveforms to-
gether in a single phase. This approach is known as Network Project
Backbone and the first ‘spiral’ stage involved fielding new gateways and
data forwarders to start breaking down barriers between the existing
links.

JDNB itself is part of the UK’s GII project set up to support “the specif-
ic, near real-time needs of C2 [command-and-control] and situational
awareness for maritime, land and air platforms” according to the MoD’s
statement of intent. In its preliminary form, the MoD expects GII to be
based on NATO Tactical Data Link standards, but the Ministry plans to
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eventually migrate it to a set of ]J-series (Link 16) type and VMF stand-
ards. These messages will in turn be disseminated across the JDNB in a
coherent format and style. GII would eventually encompass all of the
UK’s communications bearers, including the Skynet V satellites, HF net-
works, DII (Defence Information Infrastructure) and CII (Coalition In-
formation Infrastructure), as well as the J]DNB into a single, easily man-
aged network.

When originally postulated, all of this was originally expected to pass
through Initial Gate development in 2008 and then full Main Gate ac-
ceptance in 2010, but it was slipped out of the 2007 planning round as
money was diverted elsewhere. It is currently unclear exactly when GII
might be expected into service, despite industry having developed sev-
eral systems (such as NetLinks and Rosetta) that would appear to do
what the MoD is intending to do. In September 2008, for example, the
NetLinks gateway message ‘normalizer’ installed at RAF Waddington
was used to translate HeATS platform tracking data to VMF and trans-
mit it to an orbiting E-3D Sentry suitably fitted with a corresponding
NetLink gateway. The Sentry took the data and converted it into the
BCIP5 format before displaying it on a standard Barco-supplied screen
using the Common Battlefield Application Toolset. Subsequently, it ex-
changed the Bowman positional and free text messaging between the
Sentry and a separate ground station using a Bowman UHF High Capaci-
ty Data Radio (HCDR).

In effect, this affirmed the principle that assets with a Link 11 outfit -
or a wide range of other traditionally incompatible systems - could se-
curely access portions of a Link 16 network and in return have Link 16
data presented in a Link 11 format.

6. INDUSTRY COOPERATION

As seen above, the defence industry plays an absolutely vital role in eve-
ry aspect of the UK’s push towards digitization. The MoD also has an
avowed intention to buy ‘best-of-breed’ rather than buy British, alt-
hough there is a natural inclination to support domestic industry where
possible and retain sovereign capabilities for sensitive areas, such as
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communications. As such, there is every possibility for international co-
operation at a theoretical level. However, in practice the UK doesn’t
seem to be effective at doing so. The MoD could have saved a lot of
heartache and investment by buying a Bowman-like capability off the
shelf, for example, but the bespoke Army-wide service that will eventu-
ally be taken into service was deemed to be worth the risk of going
alone.

Similarly, the issues raised by the disintegrated FIST package could
be addressed by the MoD sourcing elements of the French FELIN future
soldier package - which is arguably the most mature in the world - for a
relatively low investment. That is unlikely to happen because the capa-
bilities don’t directly match the British Army aspirations or CONOPS,
although the two countries signed an unprecedented defence procure-
ment cooperation agreement last year. Therefore, anything could hap-
pen if the economy worsens and budgets are still further constricted.
That is also not to say that the UK will not buy elements of any of its NEC
programmers from abroad, clearly it already does, with particular em-
phasis on US procurements to try and maintain a degree of interopera-
bility with its most powerful ally.

In addition, the UK already plans to buy aircraft (US F-35), vehicles
(Spain’s ASCOD) and radars (Sweden’s Giraffe and Arthur) amongst
other systems from international consortia and foreign companies.
French R&D funding helped with development of the UK’s new aircraft
carriers too. This is only set to grow in future.

The defence world is in flux at the moment, with uncertain research
and development funding, coalition operations and the challenge of in-
teroperability, shrinking procurement budgets and off-the-shelf pur-
chases all complicating the issue. One thing is certain though, no country
and no company can afford the luxury anymore of ‘reinventing the
wheel’ and developing entirely bespoke elements of a system every time
it articulates a new requirement.

The future has to be collaborative.
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Information Technology has introduced radical and visible changes to
the Western economy and society. The military sector must take into ac-
count this permanent revolution: it must adapt, change, exploit its op-
portunities and handle its risks, as IT contributes to restructuring the
context in which the military operates. Over the past twenty years, the
netcentric transformation has affected the US military, and to a lesser
extent, the European nations most active in the defence field, namely
France and Great Britain.

It is easy to imagine that, in the next decade, the possession of Net-
work Enabled Capabilities represents a discriminating factor between
“first class” and “second class” armed forces, in terms of interoperability,
efficiency, effectiveness, deployability, responsiveness, precision, lethal-
ity and force protection. The netcentric challenge is the main challenge
for all European armed forces in the next future, including the Italian
ones. This is particularly true for the Army which for a number of rea-
sons has less familiarity with netcentric capabilities than the Air Force
and the Navy.

The digitization and networking of Armed Forces’ systems and
equipment has a unique spillover effect on network’s nodes. Indeed,
while a procurement program aimed to build a specific platform has a
limited impact on the other Armed Forces’ capabilities, a digitization
program of brigade level forces (and in perspective of the entire Italian
Army) has a significant impact on a wide range of means, platforms and
weapon systems. This impact affects both the asset legacy and the capa-
bilities which have to be developed by all Armed Forces. For example,
the digitization program by requiring the networking of Air Force’s next
UAVs influences their requirements in terms of data exchange gateway,
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and thus their production, maintenance and upgrades. All five opera-
tions domains - land, air, maritime, space and cyberspace — are affected
by spillover effects of the digitization process. Therefore, the strategic
relevance of the efforts to adapt the national armed forces and particu-
larly the Army into the NEC, as done in Italy by Forza NEC program is
evident.

In theory, this transformation could be addressed in two ways: either
replacing the equipment in service with a new generation of means with
netcentric capabilities, or creating a systemic architecture in which new
items will be gradually introduced while maintaining the current ones in
service until their life-cycle ends. The first solution would involve an in-
vestment not affordable by Italy, and therefore the latter solution had to
be chosen although more difficult. A systemic review of the asset legacy
is necessary, in order to develop the architecture where new and old ca-
pabilities can be plugged in. In other Forces, rather than build a new dig-
itized and separated Army to replace the old one in the medium term, it
was decided that digitized force packages should be created and plugged
in, so as to cover all the requirements in the long term. The Forza NEC
program planning will cover the next twenty years, and throughout this
period the term “transformation” will be the keyword of our Armed
Forces. However, considering that technological evolution will never
stop in the meanwhile, this will be a permanently dynamic process.

The spiral approach represents a compromise between the necessary
transformation’s gradualness and the operational need to deploy newly
developed capabilities as soon as possible. Though, it is also aimed to
test them on the field and then make the necessary corrections, in order
to avoid the pursuit of unnecessary and un-utilizable technology luxu-
ries which in the past substantially increased procurement program’s
costs. Furthermore, this approach will allow for the adequate training of
personnel and the collection of feedback from the officials on the ground
in order to improve or change that new equipment.

The Italian approach to digitization therefor requires close coopera-
tion between the Armed Forces and industry, based on knowledge and
information sharing. This would make the military officials more famil-
iar with the technological issues and the industry experts more familiar
with military ones. The close relations between military and defense in-
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dustry is the prerequisite and, at the same time, the real strength of the
“Forza NEC” program. On the other hand, the United States chose a top-
down approach, embodied by the Future Combat System program, but it
was then abandoned due to unsustainable costs and the difficulties to
implement it at operational level. In fact, it would create “first class”
forces to be used separately from “second class” ones, which is not pos-
sible considering the current large-scale operations abroad in fast
changing theatres.

The digitization process has strategic relevance not only for the
Armed Forces but also for the defense industry by representing a new
field of research, innovation, investments and productions. In fact, the
innovation of software and electronics is much faster than the hard-
ware’s one. For example, while the transition towards a lighter and
more durable composite material for the production of aircrafts’ wings
is gradual and incremental through the years, the software development
proceeds through huge leaps within a few quarters. Therefore there are
greater opportunities for research and production of netcentric soft-
ware and electronics than for hardware, and they are potentially unlim-
ited. Such constant upgrade and update is necessary to counter oppo-
nents which take advantage of the technological innovation available in
the global market in an asymmetric way and without ethical constraints,
and to remain interoperable with technologically advanced Allies. As a
result, the “open architecture” which marks all Forza NEC’s nodes
makes any component ready to be updated and upgraded in future in
order to prevent its rapid obsolescence.

However, the necessity to transform the Italian Army capabilities in-
to netcentric ones within the not too distant future does not mean we
need to buy all the technologies available regardless of their usefulness.
An excessive reliance on NEC potential capability, as well as on any
technology which marked the mi

Military evolution, presents several risks. The first and perhaps the
most dangerous risk for the Armed Forces, is the so-called technologi-
cal hubris, which is the over-reliance on the technology capability to
understand the situation on the ground, to take the right decisions, and
to always give a decisive advantage toward the opponent. Even if mili-
tary history is full of examples in which the faith of technological su-
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premacy as a winning factor led to bitter failures, this attitude periodi-
cally returns.

Technology can actually provide greater and clearer information on
the Common Operational Picture, but their assessment is up to the offi-
cials according to their personal expertise and background which is
something more than a mere computer database. Furthermore, Tech-
nology can automate, speed up and ensure the implementation of tacti-
cal or operational decisions, but cannot replace the decision of officers
and commanders on the right option to choose. Technology eventually
may give decisive advantage on the opponent, but this advantage can be
countered through asymmetric tactics, or can be nullified by deficiencies
of the armed forces technologically superior on training, logistics, rela-
tions with local players or international partners, and other important
aspects of current military campaigns.

A second and equally important risk, especially in times of reduction
in the defense budget, is the real cost-effectiveness of new technologies,
including those for the creation of netcentric forces. In this context, the
military user is required to take certain decisions that are not so differ-
ent from those made by civilian consumers. For instance, is the 3.0 ver-
sion of a certain system much better than the 2.0 to justify the complete
replacement of the related software and hardware within a few months?
Rather, is it more efficient to use the 2.0 version for another year and
then to move directly to the 4.0 version which in the meanwhile will be
made available? Obviously in the defense field, soldiers’ lives are at
stake and therefore the best available technology must be deployed in
the theatre.

However, sometimes the best available technology is not the most
high-tech, but rather its which better fits with the soldiers’ skills and at-
titudes, and better matches the doctrines, strategies and mission re-
quirements of the Armed Forces. In other words, during the assessment
process of netcentric technology, other technological innovation, a
broader and deeper evaluation than mere technical analysis is required
by the political-military decision-maker. The goal should be to make bet-
ter use of technical potentialities without wasting valuable resources in
systems which are scarcely usable and ineffective on the field. The saved
resources can and should be reinvested in the maintenance and updat-
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ing of NEC capabilities, as well as in a wider and more intensive training
of the personnel which utilizes these capabilities.

With regards to the international dimension and export prospects,
the Forza NEC program presents several opportunities. In fact, software
re-programming options are so huge that it is possible to assume a
complete re-design of Forza NEC architecture, in order to meet both the
requirements of third countries Armed Forces and export Forza NEC
technologies. Simultaneously ensuring that the codes of the Italian Ar-
my’s systems are not leaked. As /nformation Technology and electronics
are some of the fastest growing sectors, in the future there will be a de-
mand for netcentric services and products that will necessarily push the
suppliers competing to find solutions.

The Atlantic Alliance, in particular the U.S., will encourage NATO coun-
tries to make the C4ISTAR systems more connected and interoperable.
Progresses in this direction have already been made in Afghanistan
through the Afghan Mission Network project. Even the EU and in partic-
ular the European Defence Agency has shown interest in netcentric ca-
pabilities and a form of cooperation in this sector could be realized in
the future. Therefore, international efforts to standardization will be
strong. They will also face less resistance in netcentric sector than in
other areas, because it is easier to re-program software than to re-create
hardware. For example, it is easier to re-program the Armed Forces C2
systems than to re-build a carrier desk to enable it to host a certain air-
craft which was not envisaged by the initial requirements. This is one of
“open architecture” advantages and it represents a real chance for in-
ternational cooperation.

Finally, few countries are able to develop and implement an ambi-
tious and complex program as Forza NEC. The others will necessarily re-
ly on foreign suppliers, trying to find a compromise between the result-
ing limited technological sovereignty and the urgent need to digitize and
integrate their land forces. For some countries an alternative solution
could be the international cooperation, which is also promoted especial-
ly within NATO in order to reach interoperability and standardization
among Allies. Also, the possibility of saving money through costs sharing
and production increasing should encourage cooperation between two
or more countries aimed at acquiring the same set of capabilities.
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However, some limitations will affect export and cooperation’s po-
tentialities, and will require appropriate actions at political and military
level. First, the need to maintain operational sovereignty on the plat-
form or weapon system is very common. Also, there may be an intention
to maintain within the domestic industry the technical and industrial
capabilities necessary to product and upgrade a certain technology, in
order to ensure an adequate security of supply in the future. Moreover,
with regard to exports’ potentialities, it should be noted that the Forza
NEC program is tailored on Army’s requirements and aims to digitize
and network existing and future capabilities of Italian armed forces.

However, the Forza NEC architecture can serve as a model for future
and similar programs, developing best practices and providing lessons
learned that the Italian defence industry can utilize in the future. On this
basis, a foreign armed force could buy a similar package of supplies and
services which will be tailored to foreign client’s requirements. Specifi-
cally in terms of vehicles, soldier equipment, reporting procedures,
command and control, testing & simulation process, force packages to
be digitized, etc. Also, these differences usually affect other types of ex-
ports or joint development, but the effects are clearly larger with re-
gards to the digitization of a brigade level force.

Finally, technological dependence on C2 systems, or even C4ISTAR
systems, with its flow of information in during military operations, is a
matter of political and military concerns that should not be underesti-
mated. In fact, in these cases the supplier would not only be responsible
for the function of platforms, but also for access to its entire military
backbone. With regards to Forza NEC exports, these codes must differ
from the original Italian ones, otherwise the package’s buyer may have
access to classified elements of the Italian Army’s backbone.

Finally, both the joint development and the export of Forza NEC as a
whole have many difficulties. In contrast, it would be easier to export
specific services and products developed under the program. In fact,
constraints would be fewer than those compared with the export of the
entire package, and the new, innovative and high-tech equipment might
see important opportunities in the international defense market. In the
security market, new and increased requirements generated by asym-
metric threats may find solutions in the Forza NEC’s experience. In this
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context, the challenge for the defense industry is to utilize its experience
and adapt its products to less demanding requirements making them
cheaper than the original ones, in order to compete with those offered
by civilian companies.

In conclusion, NEC capabilities represent a great challenge for each
player involved in the defense field. The Armed Forces, and particularly
the Army, will have to demonstrate the ability to handle this long and
important process of transformation. Policy-makers should ensure that
the necessary resources are perpetually available, despite the fact that
results will only be achievable in the long term and will not be that open
to public opinion.

Finally, industry will have to manage a complex process of moderni-
zation at a technological, industrial and managerial level. It is a chal-
lenge that Italy can win.
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Information Technology (IT) has had and will continue to have a deep impact on the
defence sector. The most advanced countries, not only the U.S. but also France, Great
Britain and Italy, over the past few years have undergone a transformation of their
Armed Forces aimed at exploiting the strategic advantages of IT.

The goal pursued in Europe, and also promoted by NATO, is Network Enabled
Capability (NEC). That is combining equipment and soldiers, as well as different
doctrinal, procedural, technical and organizational elements, into a single network to
obtain their interaction in order to achieve substantial strategic superiority. In
practice, this also occurs with a strong, efficient and secure telecommunications
network, and through the netcentric modernization of Armed Forces’ capability and
systems aimed at connecting them to the network.

This research paper analyzes the military’s netcentric modernization and transformation
programs — still in progress — in France, Britain and Italy, with special focus on the joint
program led by the Italian Army called “Forza NEC". Opportunities and challenges of
“Forza NEC” have been considered according to the Italian Armed Forces’ requirements,
developed during two decades of experience in international military operations, as well
as in the light of the evolution of strategic doctrines at a European and transatlantic level.
Particular attention has been devoted to the interaction between industry and the
Armed Forces, and to the involvement of many Italian companies in different Forza
NEC activities, as this represents one of the pillars of the procurement program.
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