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INTEROPERABILITY, TECHNOLOGY TRANSFER POLICY, AND DEFENSE

TRANSFORMATION
TO ENHANCE COALITION WARHGHTING ABILITIES

by Jeffrey P. Bidos

Introduction: The Emergence of an Integrated European Defense Structure

In recent years, the United States has watched with a sense of hboth skeptidsm and
ambivalence (some might say opposti the gradud emergence of an integrated European
security and defense policy centered on the European Union.  Once upon a time, it was
posshle to deny the emergence of a single European defense entity independent of NATO,
but not any longer. With the collgpse of the Iron Curtain, the enlargement of both NATO
and the EU to encompass former Eastern European adversaries, and above dl, the need to
repond to military crises on the European periphery has renvigorated what for years had
been a pipedream. With the implementation of the Berlin Plus accords, and successful EU
military operations in the Bakans and dsaewhere, the concept of a European Security and
Defense Policy is taking on a tangible form. The seps might be hdting, the effat might be
diffuse and under-resourced, and will inevitably teke longer than expected. The U.S
concan has been this evolution will creste a countervaling power that could sand in
oppostion to U.S. drategic endeavors and undermine NATO. However, the time is long
past due for the United States to take cognizance of the changing environment and move to
engge it. In other words we need to get over it and work to hep shape these
developments in amanner condstent with our mutud security interests.

The signsof evolution of the EU’ s security function are dl there;

7 The drafting of a Treaty Egablishing a Conditution for Europe, and its rdification
by EU heads of date at the Rome summit in October 2004

?7? Rapid evolution of the ESDP.  Spurred by the crises in Bosnia and Kosovo, the EU
has crested new and talor-made sructures to enable more prompt and decisve decison
meking in Brussds to respond to military crises in Europe and dsewhere, coming out of the
Helsnki and Nice European Councils of December 1999 and December 2000 respectively.

” The decison to crete a 60,000man EU Rapid Reection Force cgpable of
deployment out of area within 60 days for the purposes of peacekesping, humanitarian
reief, and crigs management—independent of the NATO Regponse Force (NRF)
authorized by the NATO Prague Summit.  This would be supplemented by a 5000-men
police force for internationd security operations, as authorized by the June 2000 Lisbon
Summit.

” The emergence of a generd consensus on the formation of a sngle EU armaments
to rdiondize requirements formation within the EU; integrate the European defense
indugrid base maximize return on defense investments by diminging fragmentation and
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duplication of effort; and ensure commondity and interoperability within European defense
forces. The cessation of British objections to such an amaments and R&D agency, a
reversd of long-standing British policy, practicdly ensures that this devdopment will be
implemented sooner, rather than later.

” Cooperdtion in military space programs and the devdopment of a more robust
European military space cgpability to oppose long-danding U.S. dominance in this fidd.
The devdopment of the Gdileo sadlite navigaion sysem, while not technicdly a defense
program, has obvious military implications and dands as a direct chdlenge to the
monopoly of the U.S. NAVSTAR GPS sygem (which forms the bass for most modern
tacticd communications and wegpon guidance, in addition to navigation systems).

In short, it ought to be obvious by now that the United States can no longer ignore or
reflexivdly oppose these trends  To do 0 risks being left out of the process with no ability
to exert influence over it or to shgpe it in a manner that enhances or is a least benign to
longterm U.S. draegic interedts. Moreover, the process of European defense
consolidation and integration can have dgnificant ramifications for the U.S defense
indudrid base, for the ability of the U.S. and Europe to operate effectively in codition
environments, and by extenson, on the entire transatlantic rdaionship.  Left to its own
devices, a sngle European defense procurement and R&D agency could eesly morph in a
protectionist direction, locking U.S indudry out of meaningful patiapation in its most
important export market.  European devdopment of sysems and cgpabilities without
reference to padld US sysems and cgpabilities creates the risk of incompatibility,
especidly with regard to command, control, communications, conputers and inteligence
(CAl), which is the backbone of transformationd network-centric warfare. If the U.S. and
Europe are locked in a defense industry trade war, if we ae fidding sysems that cannot
interoperate, if our forces cannot fight together on the same batlefidd, then a mgor
foundationd pillar of our drategic rddionship is undermined, and we will continue to drift
goat and follow divergent—and eventudly opposng—sdrategic visons.  Therefore, the
time for redigtic U.S. engagement with Europe is now.

The Capabilities Gap and ItsImplications

Also lurking in the background is the unplessant redity of the U.S.-European “capabilities
gap’—the immense dichotomy beween U.S. militasy cgpabiliies and those of Europe
which fird became panfully agoparent during operdtions in Bosnia and Kosovo, and were
reinforced by the poor showing of European forces that participated in Afghanigan and
Irag. The plan fact is tha despite having a larger populaion than the U.S, a technology
base fully equd to that of the U.S, and a combined GDP roughly comparable to that of the
U.S, Europe is in the words of Lord Carington, “a militay pygmy”. Dr. Lindley-French,
in a recent dudy, quantified something which dl knew but were loathe to acknowledge
that despite having some 1.7 million men in uniform, Europe has fewer than 170,000
combat reedy troops, of which fewer than 50,000 could be deployed outsde of centrd
Europe.  The British amy, which generates twothirds of deployadble Europeen military
power, is smaler than the United States Marine Corps.
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Why is this s, when NATO has repeatedly exhorted (through the Defense Cgpabilities
Initigtive and the Prague Cagpabilities Commitment) its European member dates to invest in
trandformational  capabilities to modernize its forces, and to bring its defense podure into
line with pos-Cold War redities? There are three man reesons  money, inditutiona
resgtance, and lack of palitica will.

The redity today is that European defense spending is fla a less than hdf that of the
United States, and because Europe maintains a large and obsolescent force sructure, an
inordinate share of its defense budgets are dedicated to personnd and O&M codts a the
expense of procurement, and more importantly, defense R&D (which dands & bardy 25%
of the current U.S. leve).

Is it possble to increese European defense spending to redress this imbaance?  Probably
not:

” Frd, one mugs recognize that economic growth in most parts of Western Europe is
anemic, between 15 and 2.5%, while in the new expandon daes of Eagtern Europe, one
ether finds sagnation or rgpid growth which is focused manly on modernizing the antique,
communig-erainfrastructure.

” Second, there is the Maadricht Treaty, which effectively prevents Europe from
deficit gpending itsway out of both its economic and military holes.

” Fndly, there is Europes looming demogrgphic crunch:  with fetility rates beow
replacement, and a rgpidy aging populaion, demands for pensons and other socid
sarvices will overshadow demands for increased defense spending.

If the European defense topline cannot be increased dgnificantly, then the procurement and
R&D programs presently on the books—Eurofighter, Leclerc, A400M, Manguda, etc.—
will gradudly squeeze out funding for modernization and trandformation. In that case
Europe has alimited range of choices:

” Initiate massve cuts in force dructure and redirect the savings into defense
transformation

?? Cance some exiging programsto free funding for transformation

” Move towardsindudtria and military specidization at the nationd level

” Reform socid wefare programs to free funding for defense

?7? Override the Maadtricht Treaty’s spending caps Specificdly to ded with outstanding
defense requirements.

All of these options could be implemented with sufficient political will.  But there is no
evidence that such a will is present, nor a present is there any factor likdy to generate it
(shot of a massve tarorig incident on European soil—bigger then Madrid—that
gdvanizes public opinion and demands a militay responss). So Europe is likdy to
continue in its rut for the foreseesble future. The redity is that the cgpabilities ggp is going
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to lag for a least a generation, and this should be teken as a working assumption by
drategic planners on both sides of the Atlantic.

Thus, given this redity of different levels of force capability for year to come across the
Atlantic, if we care about codition warfare and being able to fight together with Europe, we
need to change our emphass to ensuring that the United States and European forces are
nevertheess interoperable notwithstanding differents in  cgpability that ae entrenched.
Here the dilemma is that the world is not datic and the longstanding interoperability
problem is bang exacerbated through differentid levels of investment on both sdes of the
Atlantic and differences in focus The United States, spurred by the impetus of war, has
dramaticdly increesed its defense spending, and  paticulaly its  investment in
trandormationd technology and its focus on “net-centric’ warfare. With the R&D budget
growing & more than 5% in red tems snce 2001, more technology is moving into the
armed forces fader than ever before, paticularly in such aress as C4l, remote survelllance,
and precison wegpons The “Rgpid Fedding Initigtive’ (equivdent to the UK’s “Urgent
Opediond Requirement” program) has dgnificantly shortened the period between
requirement identification and fidding for some citicad capabiliies One need only
compare the capabilities demondrated by U.S. forces in Kosovo versus what was displayed
in Afghanigan and Irag to see how repidly advances are being integrated into the forces.
So the “interoperability gap” between the U.S. and Europe is gill growing—indeed, the rate
a which the gap is widening seems to be accderaing, paticulally in those aress most
clody rdaed to trandformation and network centric wafare. As a result, we may be
gpproaching a point when it is not longer possble for U.S. and European forces (with some
gecific  exceptions) to fight together with the US in a codition scenaio. The
“interoperability gap” is becoming much more dgnificant than the “capabilities gap”. In
the future, interoperability will largdy be about information dhaing and net-centric
warfae, ensuring that we and our dlies have the same dtudiona awareness on the
batlefidd, the same blue force tracking capability,etc.  After dl, would European ndions
fight Sde by sde with us with a*“dumbed down” verson of Stuationd awareness.

This is not to say that the United States has invested wisdy in every area, or that its vison
of defense trandformaion has yidded the best return for the draegic and operationd
dgtuation in which it finds itsdf. Indeed, once conventiond operations in Iraq ended, the
U.S. found many of its most advanced capabilities irrdevant agang an enemy who fights
in a diginctly low-technology, asymmetricd fashion. And the cogt of operations in Iraq has
been bleading money out of the procurement budget, snce the U.S. has reached the
sauration level for defense budget increeses which must now return to their higoricdly
normd leves. Nonethdess, the United States has chosen to forego near-term procurement
of some “big ticket” end items, such as the Crusader sdf-propeled gun, the RAH-66
Comanche scout hdicopter, and even the USAF's bdoved FA-22 Reptor gedth fighter, in
order to sugtan current levels of trandformatiiond R&D and new “niche’ capabilities that
enhance the warfighting effort in Irag. So even with the drag of war operations, it appears
that the U.S. commitment to transformation remains solid, and that the interoperability gep
will continue to grow, absent amgor change of policy on both sdes of the Atlantic.
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Addressing the Inter oper ability Gap

Why, precisdy, is it so important to close the interoperability gap specificdly (and not just
focus on broadly-cefined capabilities)?  Mainly because codition military operdtions are
not like pick-up games of basketbdl. If dl the members of the codition are to make ussful
contributions to the overdl effort, then a the very lees they need to be adle to
communicate with each other, keep track of each other’s forces, share intelligence and
Studtiond awareness information.  If they cannot do this, then each codition member must
be assgned a discrete area of operations and act in a semi-autonomous manner.  Under
such drcumgances, the lesssr members of the codition will be relegated to secondary
tasks and will not be conddered equd patners entitted to an equd say in policy-meking
and pos-conflict sttlement. Moreover, in the eyes of the dominant member of the
codition, the other members will gopear to be shirking the load, cregting resentment and a
tendency among policy makers and planners to take them for granted. Conversdy, being
consgently relegated to secondary tasks, the lesser members of the caodition will fed like
“saoond dass dtizens'. In both cases resentment will poison the wel of good will,
meaking future codition operations less likely.

But, if the gaps are growing bigger, and there is neither the will nor the ability of Europe to
cdose them by increesng spending, what solutions ae redidic?  Severd present
themselves, and should be pursued smultaneoudy.

?? Frd, within Europe the process of formulaing an ESDP with a sngle European
procurement agency and a sngle R&D agency should be pursued with more urgency.
Putting the organizationd and bureaucratic mechanisms in place, hard as tha might be is
only the redively easy fird sep. Europe must be prepared to address the hard issues,
which would indude devdopment of a single European grand drategy, and of the roles of
each member naion within that drategy. If true efficiencies are to be redized, then some
sndler dates may have to give up pretensons of mantaning full-spectrum military forces
in favor of specidization in a paticular niche.  This goes to the very heat of nationd
sovereignty and the notion of a paEuropean identity; getting to that point will take time
and effort.

Second, both the United States and Europe must engege each other more cosdy in
amaments development and defense R&D, with a focus on interoperability rather then
cgpability.  This will require a red change of heart on both sdes of the Atlatic, but mainly
on the U.S. g9de. A cursory examination of the U.S. defense budget shows remarkably little
cooperdive development of any kind—on the order of 0.5%, and dmogt nothing in the area
of interoperability and defense transformation. Indeed, most of the criticd U.S
trandformationd programs, such as the Army’s Future Combat Sysem and Future Battle
Command—Brigade and Bdow (FBCB2), the USAFs Multimisson Commaend & Control
Aircraft (MC2A), the Joint Tacticd Radio Sysem (JTRS), ae dosad to foreign
participation (except a a limited bi-laterd bass). Technology transfer regulations, notably
the Low Observables/Counter-Low Obsarvables (LO/CLO) Executive Committee and more
recently the Anti-Tamper Executive Agency, as wel as the Nationd Security Agency’s
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oversdght authority for encryption and communicaions security, have been used to redrict
or lock out foreign paticipaion in criticd programs and capabiliies areas Indeed, the
problem extends not only to procurement and R&D, but dso to information sharing in an
operaionad environment (eg., the prohibition agang foreign access of the DoD SIPRNet
prevents codition patners from accessng much U.S. imaging and other technica
intedligence in near-red time). When one consders tha network centric warfare is based
upon the open shaing of dl sources of information to facilitate “effectsbased” operations,
it becomes gpparent that there is a mgor disconnect between the United States doctrind
commitment to codition wafae (as expresed, eg., in Jint Vison 2020), and its
technology trander and information-sharing policies Our nationad disclosure palidies,
under which we rdease information on an ad hoc bass, are not st up for true, sustained
codition warfare, where participants need to have ongoing access to the same Stuationd
awareness and must be able to train and work with it in advance of conflicts.

Indeed, this disconnect tends to undermine U.S. policy when it does dtempt to be more
open with its dlies For indance, the Globd Progran Agreement (GPA) negotiated for the
F35 Joint Strike FHghte program was supposed to dleviaie the need for individud TAAS
and licenang agreements on every component of the arcraft. However, as implemented
the GPA exduded more than hdf of dl arcraft sysems including mogt of the criticad ones
and the GPA contained so many “cavedts’ as to meke compliance more difficult than the
traditiond licenang process  In short, there are systemic problems that need to be
addresd, induding the fact of many individud decison mekes in the process with
discretionary  authority, and the prevailing culture is weghted heavily towards preserving
notiond U.S. technicd superiority even over close dlies raher than ensuring security
through codition warfare.

Alterndtive solutions have been proposed both in and out of govenment. The mogt
commonly heard one is “open architecture’ and commercid dandards will save us from
ousdves Tha is if the militay dmply leaves indudry to its own devices, it will evolve
universdl sets of dandards and protocols that will dlow for “magicd” interoperdbility.
Thoe of us with experience in deding with commercid dandards for, say, computer
neworks, know jugt how hollow this promise redly is a dandard is no guarantee tha a
particular device or oftware package is compatible, no matter what it says on the box. The
only way to ensure a true plug-and-play architecture is for someone to impose standards
from aove In a military context, this is especidly true of the backbone network
architecture to which dl usas must subscribe, and to encryption. As these have
oecificdly military requirements that will not be met by commedd dandads a
centrdized dandards authority will be needed. NATO's Advanced Cgpabilities and
Transformation (ACT) group would be aussful multilatera platform for such agroup.

Without it, we are left with a series of generdly unsatifactory hdf-measures—software
paiches, ad hoc “kludges’ of incompatible sysems that work poorly but are accepted in lieu
of not working a dl. If we go tha route, we will reman hobbled in the extent that we can
work together, and exploit the capabilities that technology is opening to us.
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This problem is dready coming to a head in the NATO Response Force. Intended as a
vehide for cgpabilities acquidtion and Europesn defense trandformdtion, the NRF is a
present very much the “pickup team” described above. Not only does it bring together units
from severd different European countries, which must learn to interoperate and fight
effectively as a team, but it must dso be able to interoperate with the U.S. forces on which
it will have to rdy (for a least the next decade) for many of its enabling capahilities (e.g.,
arborne ground sensors, UAVS, ELINT platforms saelite imagery, broadband sadlite
communicetions, €c). At preset, dissmilar communication sysems dissmilar  batle
command and combat information sysems, dissmilar network architectures dl make the
necessxy interoperability problematic.  The NRF is just a harbinger or precursor of the
difficulties that will confront al Europeen forces atempting to work with the U.S in a
codition scenario.  Before going one step father on battlefidd cgpabilities we mugt solve
the interoperability problem.

Fortunately, that god is much more economicdly feesble for Europe than matching the
US in raw comba capabilites Communications, combat information systems, computer
networks, encryption systems—al these are rdaively inexpendve as compared to big end
items like armored vehicles, combat arcraft, or guided wegpons. From a drategic point of
view, it is not redly necessary for Europe to try to match the U.S. in these areas, anyway—
provided that European forces are truly interoperable with U.S. forces (indeed, this is sad
explicitly in the U.S. doctrind statement Joint Vison 2020).

Transformation Does Not Mean I mitation

In fact, one could make the argument that it is counterproductive for European military
forces to attempt transformation usng the U.S. modd of “network centric warfare’:  not
only is it not affordable on a scde that would make a European verson effective, but it dso
Ccrestes an opeaiond and teacticd monoculture, in which adversaries  reponding
asymmetricdly can play upon common vulnerablities on the margins of our cgpabilities
Allowed to engage in red trandormation that is not blind imitation of the United States
Europe can develop a range of advanced military capabilities that best serve its own needs
and exploit its own unique aress of expertise.  In a codition context, this would dlow for
gregter operationd and tectical diversty without sacrificing interoperability. It would place
in the commander's hands a broader and more flexible palet of options with which to
implement his “effectsbased operations’. It would present potentid adversaries with
complementary and synergigic codition cgpabilities less vulnerable to atacks upon the
margins.

The Bottom Line
The fird question we must resolve is whether we are truly interested in acting together in

codition operations? Do we see a future in which the United States and its European dlies
will need or dedre to fight 9de by sde on the same battlefidd? Or do we see the United
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States and Europe on such divergent trgectories tha our vitd interests will never coincide
in such a manner again? There is no doubt that if we continue the status quo much longer,
our codition wafare cgpabilities will be irrevocably eroded, meking the second option a
fait accompli. What, then, must be done?

Firg and foremodt, we sodd shift our focus from improving Europesn combat capabilities
to interoperability. We need to refocus our Transatlantic efforts on  ensuring
interoperability among forces with ggnificantly different levels of capability for years to
come. On the European dde, this means cutting force dructure where necessary to free
funding for the acquistion of the necessay enabling technology—new communicaions
systems, computers, networks, disolays, etc. This may require some hard choices between
the continued production of legacy sysems of magind utility on the modern batlefidd
(eg., man batle tanks) but which provide both presige and high-paying indudrid jobs in
favor of less vigble and less glamorous information technology.

The heart of the new effort must be the devdlopment together of some overdl net-centric
architecture that the United States and its dlies can “plug and play” into and enjoy the
benefits of dl avallable sensory inputs and maximize Stuationd avareness.

On the U.S. dde of the ledger, there must be fird and foremost a change in our basic
philosophy on technology trander, information exchange, and codition warfighting. From
a quas-protectionig atitude that is indined to rgect cooperaion unless forced to do
otherwise, we must adopt a podure that is inclined to cooperaion unless serious reasons
can be produced againg it. This will require policy guidance from the top. Beyond thet,
the process itsdf requires reform, including a reduction in the number of agencies and
activities with de factor veto power over the rdease of information, and a reduction or even
diminaion of discretionary authority by individuds.  Idedly, dl actors in the process
would be brought under a sngle umbrdla, and dl issues would be adjudicated once and for
dl in a gngle forum, where explicit raiondes for rgection would be required. The number
of items on the munitions lig should be further reduced, taking into account the commercid
avalability of many technologies, of the rapidy evolving naure of the high-technology
markeiplace, the ubiquity of “dud-uss’ technology, and the globdization of the supplier
base. By opening up the US to trandormative cooperdive programs focused on
interoperability, both ddes can exploit the technology base of the other, and dso ensure the
growth of common interoperability sandards.

To drive thoe dandads, the U.S and Europe must creste some form of joint
interoperability office, @ther in NATO, or as an independent agency cooperating with both
NATO and the EU, to devise a common backbone information architecture for NATO, with
common interface dandards, file dructuress, communication  protocols, — encryption

permissons, eic. This will hdp ensure that future sysems will be truly plug-and-play.
This would dlow dl NRF membes for example to have access to full gStuationd

awareness during deployments. We dso mug train together in the use of these new
netcentric backbones; we cannot wait for exigencies.
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If we begin to act now, we can over time work to address the yawning interoperability
gap, and therebyrescue the posshbility of future codition actions involving the U.S. and
Europe, bdance the military capabilities of the partners in the dliance, and by increasing
the probability of our working together for peace and security, counteract the centrifugd
forcesthat are pulling us gpart.

© Istituto Affari Internazionali 10



