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EXECUTIVE SUMMARY

Spacehasrecently gaineda position of crucialsignificancefor the securityof the EurcAtlantic region. In
2022,N A T GtrasegicConceptduly acknowledgedhis reality, integratingit asan operationaldomaininto
the Al | i aetecrenteand defenceposture. As this environmentis becomingincreasinglycontested,
congestedand competitive,the Allianceis facedwith more challengegshanin the past.In fact, spacehasthe
potential to significantlyenhanceas t a abdity te anticipateor respondto threatsmore effectively.Space
cooperationamong NATOmember states is essentialto addressthe evolving challengesposed by the
possiblemilitary activities in space.This cooperationis centred on three key elements: multi-purpose
applicationsof space;a rising number of actors, sensorsand systems;and rapid advancesn technology.
Theseelementshavecreatednew opportunitieswhile alsointroducingnew risks,vulnerabilitiesandthreats
to the securityand prosperity of allies. Thiscallsfor NATOto critically evaluate how it can maintain its
strategicedgein spacein the samemannerasit doesin the other four interconnectedoperationaldomains,
in responseto the growingimportanceof spacein modernwarfare. A more united approachto addressing
the challengesgposedby military operationsin spaceshould be fostered as cooperationcould serveas a
powerful meansto deter potential adversaries safeguardallied spaceassets,and gain an operational
advantagein this critical domain. Threekey aspectsof spacein relationto N A T @dlisiesand stanceare
tackledin this publication:the globalspacecontextand the developmentof a NATOposturein space;the

Al | i spaceeapabilitiesand decisionmaking; and spacethreats and their implicationsfor NAT O’ s

deterrenceand defence

Theglobalspacecontextandb ! ¢ tp@s@rein space.Theincreasingiseof spaceservicesandtechnologies
has brought about a host of benefits to societiesworldwide. However, this domain has undergonea
significanttransformationin recentyears,with more countriesand non-state actorsactingon orbits. This
hasled to a growing commercializatiorand privatization of spacewhich also raised concernsabout the
securityandthe potential for armedconflictin outer space Alongsidethis, the return of greatpowerrivalry
and the integration of spacein military operations have added a layer of complexityto spacesecurity
dynamicsNATChasrecognizedhe salienceof this domainin supportof its missionsandoperationsandhas
madestridestowardsaddressingemergingchallengesand opportunitiesbut hasyet to fully integrateit into
its overallstrategyand doctrine. While individualmemberstateshavetaken stepsto strengthentheir space
capabilitiesthere is a lackof coherenceand coordinationacrossthe Alliance. Thisgapis evidentin NATO's
limited understandingof the normative framework governingspaceactivities, the lack of clarity on the
applicabilityof Article 5 to spacethreats, and the challengesn bridgingthe gapsamongallies and with
Partners.

Furthermore the developmentof counterspaceapabilitieshy majorpowersposeghreatsto the sustainable
useof spaceandcontributesto a securitydilemmain spacebetweenthe United Statesand China.However,
C h i roeetakbehaviarr in spacehas not yet openly challengedestablishedinternational norms and
principles.Tobestensurespacesecurity, NATOneedsto considerspacesituationalawarenessapabilities,
collectivethreat assessmenprocessesand resiliencemeasures.Cooperatingwith Partners,engagingin
armscontrolandspacediplomacy contributingto the normsof responsiblebehaviaur in spaceandfostering
strategicdialoguewith potential adversariess alsoof paramountimportance.
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As counterspacecapabilitiesadvance,the need for effective governancemechanismgo regulate space
activities and maintain a safe, secureand sustainableenvironmentbecomesmore pressing.The current

globalframeworkfor spacesecurityisfragmentedandinadequateto addresshe emergingthreatsandrisks.
Theabsenceof a solid internationallegalframework for regulatingspaceactivitiescreatesa complexand

uncertain environment. In addition to the challengesposed by counterspacecapabilities, increasing
geopoliticaltensionsand the evolution of the spacelandscapecomplicatethe issuealongwith the war in

Ukraine,which hasfurther highlightedthe need for international cooperationon spacesecurity. Despite
these challengesthere is an evident globalconsensun the needto protect outer spaceand ensureits

peacefuluse. NATOshould strive to harmonizeterminology and principlesof behaviaur related to space
activities.Strengtheningcooperationwith the EuropeanUnionon spacemattersis crucial,asis addressing
the entanglementof civilianand military spacecapabilities Lastly, NATGshouldensureadequateresources
and mechanismsfor sharingspacerelated information. To maintain its relevancein a rapidly changing
security environment, NATOshould further develop a dedicated spacestrategy. By better outlining the

Al | i anterestsin spaceand identifyingmechanismdgor collectiveactionin spaceto addressemerging
threats and maintainits collectivedefenceposture, it is alsonecessaryio addressthe needfor adequate
resourcessubjectmatter specialistsand transparencythus developinga coherentand sustainablespace
posture.

b! ¢hQa &aLJ OS Ol Lknmaking Spade SndloubtedliR preRehit® anzaddRiofial area of attack in
multiple ways: ground station attacks and cyber warfare are some of the easiest ways through which a
potentially hostile actor could threaten or disrupt space services. More sophisticated attacksle
challenges through the electromagnetic spectrum and even kinetic actions such as the usesatedli
capabilities. While the latter is yet unprecedented, albeit tested by Russia and China on their own assets, it
is critical that NATO decides the political level what an appropriate response to a range of threats might
look like. On a technical level, it is important that there are space situational awareness (SSA) capabilities in
place to support the collective threat assessment process wWilithave to occur should space assets in
operation for NATO be under threat. The resilience of space systems and the strengthening of redundancy in
the system- perhaps through burdeisharing among allies or with the tia of commercial partners will

also be essential for future operations. In parallel, the Alliance is encouraging the development-asdual
capabilities and diversifying those developed by its members, as well as working to improve its overall
understanding of space and to ensure thiahas the required workforce to deal with an increasing role of
space in its activities.

NATO decl ared that an attack against a member st a
5 of the North Atlantic Treaty. This is a clear example of the increasing importance of this domain for military
operations. The different space calglities to support allied militaries range from Earth observation to early
warning, from ensuring secur@tellite Communications $atCon to making use of the already existing
position, navigation, and timing (PNT) systems. The Alliance relies onnaeli@er states to provide space
capabilities such aSatComand spacebased remote sensing. This raises questions about how these
capabilities wild.l be integrated and, wultimately,

Forthcoming challenges include a high level of coordination and integrated planning to create consistent
information sharing and compatibility to better protect assedpace integration should be, indeed, a crucial
aspect of NATO' s overall space strategy, as it ple
effectiveness. To achieve seaml ess -domdinepgratiansand n o f
leverage them effectively, two key aspects need to be addressed, naimiggoperability and the fostering
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of partnershipsef f ort s have been directed towar dsharingargr ov i r

should be increased.

Spacethreats and NATO'sdeterrenceand defence Thegrowinggreatpower competitionin this domainis
amongthe major causeof anincreasingcentrality of spacein contemporarywarfare,underscoringhe role
of private actorsin spaceoperationsand the need for NATOto effectively engagewith them. Divergent
national approacheshave been further amplified in space security discussionsas space systemsare
vulnerableto attack or interference through a wide range of counterspacecapabilities. Expertshave
documentedthe risein developmentandtesting of thesecapabilitiesin recentyears,highlightingthat they
are no longer being developedby traditional spacepowers only, but are now pursuedby a number of
differentactors.Asaresult,s t a threas perceptionsand prioritiesfor regulationvary.

NATOhasa major role to playin enhancingresiliency,interoperabilityand redundancyandit will needto
engageformally with the EU on all fronts of its work in space.Throughthe developmentof a more
comprehensiveand integrated approachto spacesecurity,the Allianceshouldfocus on coordinatingits
me mb eactiwities, enhancingits capabilities,and cooperatingwith other partners in order to deter
adversariesand defendits interestsin space.A priority for NATOshouldbe bringingall its membersup to
speedwith the United Statesandthe EUin particular,but alsoa few other largermembers,andtheir space
capabilitiessothat everyallied contribution fits seamlesslynto the Alliance'ssharedspacearchitecture.

Therise in hybrid warfare and rapid technologicaldevelopments,ncludingin outer space,hassignificant
impactson crossdomaininteractions.Threatso spacesystemsarenot explicitlyregulatedunderthe existing
legalframeworkfor spaceactivities.Thislimited regulationanddecadedongdeadlockat the UNConference
on Disarmamenhassparkedseverakttemptsto movemultilateraldiscussionsorward. TheUNOpenended
WorkingGroupon reducingspacethreats wasconvenedunderthe UN GeneralAssemblyin 2022and 2023
to assessthe existing international legal framework, explore threats to space systems,and propose
recommendationsfor norms, rules, and responsiblebehaviaur in outer space.While the working group
ultimately failed to achieveconsensusit nonethelessservedasa valuableplatform for fosteringdialogue
andexchangingerspectiveamongdiversestakeholderdrom aroundthe world.

Thespaceelementsof generaldeterrent posturescannotbe separatedrom the spaceelementsof collective
defenceoperationalplans,as solid warfighting capabilitiesenhancethe credibility of deterrence.To deter
spacethreats,the Alliancecanundertakestepsto strengthenits defenceposturein the spacedomain,which
will require evolvingstrategicthinking toward a holistic approach.A comprehensiveNATOdoctrine that
outlinesits approachto spacedeterrenceand defenceshouldaddressssuessuchasthe role of this domain
in NATO'sverallstrategy,the useof spacebasedassetdor deterrence andthe responseo attacksagainst
alliedassetdn orbits. Threepivotal areasrequiringfocusedattention havebeenidentified: decisionmaking
processesinformation sharing,andinteroperability.

Inthe end,spacesomehowrepresentsN A T Qltinsate frontier, andthe Atlantic Alliancestill hasalongway
to goin orderto effectivelysecurethis frontier for its membersby contributingto internationalsecurityand
stability.
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INTRODUCTION

Sonia Lucarelli, Alessandro Marrone and Francesco N.Moro

The 2023 Academ({Conference, held in Bertinoro or1® November, brought together over 60 practitioners
and experts to delve into the intricate relationship between space, international security, and NATO. The
significance of addressing this topic was underscored by tldvieg dynamics of global security, where
space has become a critical domain for milita
operations and strategic competition.

Against the backdrop of a rapidly changing spa
landscape, the first Working Group (WG) adopts
a comprehensive approach, analysing the glok
space context and the development of NAT(
posture in space. It scrutinised the internationd
legal framework,encompassing initiatives withi
the UN, and examined the roles of major Ro
allied countries, such as China. The WG delved i
strategic considerations for framing a NA
posture, giving due consideration to the pivotd
role of space powers within the #dhce, &
particularly the United States.

The second WG focused on space capabilities
NATOdecisionmaking, with a specific focus
space situational awareness (SSA) and the us¢
space assets in support ofilitary operations and §
political decisions. Discussions encompassed d
acquisition and sharing, relevant technologi ,2
developments, the expanding role of the priva
sector, and related opportunities for the AIIianc
The WG also explored best practceand §
capabilities developed by the European unig
(EVU) and the advantages of NAEOcooperation
in this field.

The third WG addressed space threats and their implications for NATO's deterrencdefende Aligned
with the 2022 Strategic Concept, which envisages full integration of the space domain into the Alliance's

1 Sonia Lucarelli is Professor of International Relations and European Satthvéyniversity of Bologna, and member
of the Board of Directors of the Istitutdffari Internazionali(lAl). Alessandro Marrone is Head of the Defence Program
of 1Al and teaches at the IstitutSBuperiore di Stato Maggiore InterforfeSSMI) of the Italian Ministry of Defence.
Francesco N. Moro i&ssociateProfessor of Political Science at the University of Bologna and Adjunct Professor of
International Relations at the Johns Hopkins University Europe Campus.
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deterrence anddefenceposture, the WG examined the application of established military principles and
concepts to space. Recognising the unique challenges posed by space assets and operations, the WG explored
options for the Alliance in safeguarding its interests in this iasirggly vital domain.

Accordingly, the publication is structured in three sections. Each section is devoted to a specific WG and
includes the two papers that framed the discussion, as well as a report summarising the subsequent debate,
held under Chatham House rules.

As with the previous publications resulting from Academic Conferences jointly organised by NATO Allied
Command Transformation (ACT), University of Bologna and lIstituto Affari Internazionali (IAl), this report is
meant to provide readers with a thougiprovoking compilation of views, fostering intellectual exchange
between policymaking and academic communities, and advancing the international debate on these critical
topics
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EXISTING INTERNATIONAL GOVERNANCE, CURRENT MULTILATEK
EFFORTS AND CONTEMPORARY SPACE SECURITY DEVELOPMENT
TRENDS

{F NI K SNAOISRRYbE GA2YE LyadAGdziS F2NI SA&LF N

Introduction

Outerspaceservicesandtechnologiehavemadeanunequivocalmpacton moderncivilization.Spacebased
servicesare crucialfor both civilianand military operationsand supportactivity in a variety of sectorssuch

aseconomicsagriculture,education,health, etc. Astechnologicalprowessadvanceghe benefitsreceived
from spaceassetssoit presentschallengedor maintainingcurrentand adequategovernancanechanisms
for regulation and maintaining a secure spaceenvironmentin light of counterspacetechnologiesand

developments.

Global trends such as increasingmilitary competition in space,the development,testing and use of
counterspacecapabilities,the recognition by some of outer spaceas an operational military domain,
increasingnilitary expenditure andoffensivesimulationsor wargamingexerciseshreatenthe sustaineduse
of outer spacefor peacefulpurposes.Furthermore,intensifyinggeopoliticaltensions,multipolar rivalries
seekingspacesuperiority and an evolution in the number and makeup of spaceactors has led to an
escalatory space environment on the risk of experiencingarmed conflict. The current international
frameworkto governand securespacefrom suchthreats andrisksis fragmentedand deficientin negating
the possibilityfor spaceto becomeatheatre for conflict.

Thispaper seeksto first provide a critical synthesisof the existinginternational governanceramework. It
explainsin whichwaythe currentoneinsufficientlyensuresa securespacedomainbut alsoprovidesinsight
into how that framework servesasa basisthat canbe further developed,exploredand strengthened.The
paperalsopresentsan overviewof ongoingprocessesand efforts that are taking place,namelywithin the
United Nations,to work towardsachievinga comprehensivénternationalregimeon issuesf spacesecurity
and how the international communityinteractswith current proposalsand governanceideas.Finally,the
paper providesan analysisof other ongoingglobaldevelopmentsandtrendsin the field of spacesecurity,
includingcounterspaceapabilitiesdomesticandregionaldefencepoliciesandspacesecuritystrategiesand
military restructuresfor the creation of designatedspaceforceswithin nationalarmedforces.Theoverall
aim of this paperis to provide updatedandtimely contextinto globalspacesecuritygovernancerendsin
orderto inform effectivefuture efforts of spacegovernancehat contributeto amore secureandsustainable
outer spaceenvironment.

Existing International Mechanisms for Space Sectkrity

1 This subsection is not an exhaustive illustration of current existing governance mechanisms applicable to space
security, but rather an outline of select key initiatives. For a more comprehensive analysis of the existing legal and
14
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Theinternationalouter spacegovernancdrameworkcompriseseveraldifferent mechanismslnternational
DisarmamentLaw and agreements,including examplessuch as the Limited Nuclear Test Ban Treaty,
Conventionon The Prohibition of Military or Any Hostile Use of EnvironmentalModification Techniques
(ENMOD)Missile TechnologyControl Regime(MTCR)and The HagueCodeof ConductagainstBallistic
Missile Proliferation (HCOC)explicitly regulate activities in outer space even when the agreements
themselvegnaynot concernsolelythe spacesnvironment.Lawsonthe useof force,includingthe UNcharter
andInternationalHumanitarianLaw,are of valuewhenassessinghreatsemergingfrom spaceactivitiesand
in the eventarmedconflictarisesin space AviationLaw,the Lawof the Sea,andthe AntarcticTreatyserve
asusefulguidanceresourcesandtheir respectivelegalregimeshaveservedto inform the interpretation of
Outer SpaceLaw. Many of these initiatives contribute to ensuringa more secure and stable space
environment.However despitethe body of internationallaw andgovernancenitiativesapplicableto space,
there remainsthe possibilityand concernthat outer spacecould becomea theatre for conflict, wherein
terrestrialwarsproliferateinto space.

Outof the five treatiesnegotiatedto governspaceactivity > the Outer SpaceT reatycontainsexplicitsecurity
andarmscontrol measuresForexampleunderArticlelll it requires:

“ St Partesto the Treatyshallcarry on activitiesin the explorationand use of outer
spacejncludingthe Moon andother celestiabodies,in accordancevith InternationalLaw,
includingthe Charterof the United Nations,in the interest of maintaininginternational
peaceand securityand promotinginternationalco-operationandunder st andi ng " .

Hencethe article refersto specificsecurityimplicationssuchasthe applicabilityof Article Il paragraph4 of

the UN Charteron the Threator Use of Force,which stipulatesthat * a Melmbers shall refrain in their
international relations from the Threat or Use of Force againstthe territorial integrity or political
independenceof any State,or in any other mannerinconsistentwith the Purposeof the UnitedNat i on's
Yetthe samereferencealsoextendsto Article41 of the UNCharter? underwhichit stipulatesthat partial or
completeinterruption of communicationdoesnot constitute useof force. TheUN Charterdoesnot provide

a definition for the use of force, it does,however, provide a constrainton what constitutesuse of force.
Under such constraints, counterspaceactivity, which could lead to partial or complete interruption of
communicationsjncludingby certain cyber, electronicand other non-kinetic means,existsin a grey zone
without clearlimitation or prohibition of their use(Shull& Aganaba2023).

regulatory space framewokeeUN| DI R (2022). “Existing Legal and Regul a
from State behaviors with respect to outer space’”, UN
2 The five UN treaties are:
1 Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space, including
the Moon and Other Celestial Bodies, 1967, [Outer Space Treaty]
1 Agreement on the Rescue of Astronauts, the Return of Astronauts, and the Return of Objects Launched into
Outer Space, 1968, [Rescue Agreement]
1 Convention on International Liability for Damage Caused by Space Objects, 1972, [Liability Convention]
1 Convention on Registration of Objects Launched into Outer Space, 1975, [Registration Convention]
1 Agreement Governing the Activities of States on the Moon and Other Celestial Bodies, 1979, [Moon
Agreement]
SArticle 41 of the UN Charter states: “The Security Co
force are to be employed to give effect to its decisions, and it may call upon the Members of the United Nations to apply
such measures. The may include complete or partial interruption of economic relations and of rail, sea, air, postal,
telegraphic, radio, and other means of communicati on,
15
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Additionalexplicitsecurityconsiderationsare includedin the Outer SpaceTreatyunder Article IV whereinit
statesthat* St #&drteesbo the Treatyundertakenot to placein orbit aroundthe earth anyobjectscarrying
nuclearweaponsor anyother kindsof weaponsof massdestruction,installsuchweaponson celestiabodies,
or stationsuchweaponsin outer spacein anyotherma n n €urtliermore Article IV outlinesthe following:

“ T Hveon and other celestialbodies shall be used by all StatesPartiesto the Treaty
exclusivelyfor peacefulpurposes.The establishmentof military bases,installationsand

fortifications, the testing of anytype of weaponsand the conductof military manoeuvres
on celestialbodiesshallbe forbidden. Theuse of military personnelfor scientificresearch
or for any other peacefulpurposesshallnot be prohibited. Theuse of any equipmentor

facility necessaryor peacefulexplorationof the moonandother celestialbodiesshallalso
notbepr ohi bited"”.

We see that Article IV establishesclear parameterson the prohibition of placing Weaponsof Mass
Destruction(WMD),includingnuclearweapons,in orbit aroundthe Earth,on celestialbodies,or stationing
them in any other manner.However,this prohibition is specificto only WMDs.The extent to which other
types of weaponsare prohibited is limited only to their testing on celestial bodies. The development,
placement,stationing,and useof counterspacecapabilitieswhich do not fall underthe umbrellaof WMDs
remainpermissiblejncludingtheir testinganywherebut on celestialbodies.

Othermeasureswithin the Outer SpacelreatyandsubsequentJNtreaties,while not completelysolvingthe
issuesprovideusefulmechanismand principlesthat cancontribute to a more stableandpredictablespace
environment.Forexample ArticleIXof the Outer SpaceTreatystartswith the obligationof Statesto conduct
their spaceactivities® w i duelnegardto the correspondingnterestsof all other StatesPartiestothe Tr eat y " .
In additionto this duty of due regard,Article IXlaysout three more obligationsfor StatesPartiesto pursue
in their conductand explorationin outer space:avoid harmful contaminationof outer space avoidadverse
changesnthe E a r enlirorsmentresultingfrom the introduction of extraterrestrialmatter, andundertake
appropriate international consultationsif a State hasreasonto believe its spaceactivities would cause
potentially harmful interference in the peaceful exploration and use of outer spaceby another State
(Goehring,2020). Additionally, Article IX containsthe legalright of a State party to the treaty to request
consultationif it hasreasonto believethe spaceactivitiesof another Statewould causepotentially harmful
interference to its own peaceful exploration and use of outer space.Despite the existenceof these
mechanismsthere is no establishedStatepracticeimplementingthem (Listner,2022:28-32). Thatis to say,
the principleof due regardis theoreticallyan enforceableinternationallegalobligationin spaceand a State
could breachthis obligation,constitutingan internationallywrongful act (Goehring 2022).Yet,in practice,
Stateshavenot invokedArticle IXfor the principle of due regardand, as Goehringconcludesthis may be
becausewithout a clear meaning of due regard it is difficult to know when it has been breached.
Furthermore,Stateshavenot invokedtheir right for consultationas prescribedunder Article IX. Thisis not
to saythat Statesare not activelyexploringthe principleof due regardfurther or its implementation.

TheRepublicof the Philippineswithin the work of the recently concludedUN OpenendedWorking Group
(OEWGDnN reducingspacethreatsthroughprinciples rulesandresponsiblebehaviaurs, proposedin the first
sessiorthat the duty of due regardcould serveasa principleof responsiblebehaviair in spaceand offered
interpretationsof its application(Republicof the Philippines2022).The propositionreceivedconsiderable
attention andthroughoutthe OEWGrocess StatesincludingJapanthe Republicof Korea,Austria,Brazil,
andFrancecalledfor the clarificationof dueregardto inform spaceactivitiesandhighlightedthe importance

16
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of complianceof dueregard.Chinanoted the divergenceof interpretation of dueregard.34 Statesin ajoint
working paperto the last sessionof the OEWGncluded,amongseveralother points, the importanceto
conductspaceactivitieswith due regardto the correspondingights and interestsof other States,andthe
chairpersonin their summaryincludedthe point that Article IXand the principle of due regardshouldbe
further discussedlt is evidentthat further explorationof due regardandits meaningand applicabilitywill
continue, and Statesmay in the future establishState practice of its implementationleadingto it being
customaryinternationallaw andfacilitatinga more transparentand predictablespaceenvironment.

Similarly other provisionsn the Outer Spacel reatycanfostertrust andtransparencyin space Forexample,
accordingo Article Xlof the Outer Spacelreaty,StatesPartiesagreeto inform the SecretaryGeneralof the

UN aswell asthe public and the international scientificcommunity of the nature, conduct,locations,and
resultsof their outer spaceactivity. Currently,the UN Officefor Outer SpaceAffairsmaintainsa registry of
Stateactivity submittedunderArticle XI.However it isseldomutilized,with only 25 informationsubmissions

in the last five years? In connectionto this, the Outer SpaceTreatyalsocontainsthe conceptof “ St aft e
r e g i in Article VIII. Thisconceptwasfurther developedin the RegistrationConventionwhich requires
the following:

“ Wh @ Bpaceobjectis launchedinto earth orbit or beyond,the launchingState shall
registerthe spaceobject by meansof an entry in an appropriate registry which it shall
maintain.EachaunchingStateshallinform the SecretaryGeneralof the United Nationsof
the establishmenobfsuchar egi st ry” .

Furthermore the RegistrationConventiorunder Articlelll stipulatesthat the SecretaryGenerakhallensure
“ f anddpena c c doghe fegisterwith suchinformation. However there is no specifictime requirement
for the registryexceptfor whatis“ assonasp r a c t iandabeyorelfew specificinformation criteria?
the launchingStatedeterminesthe contentsof eachregistryandthe conditionsunderwhichit ismaintained.
Statescan,therefore, take it uponthemselvego pursuegoodpracticesof timely and consistentregistration
with as much relevant information as possibleto preclude misinterpretation about their spaceactivity,
utilizing existingmechanismsuchasthe RegistrationConventionand Article Xlof the Outer SpaceTreaty.
To further promote the applicabilityof the aforementionedprovisionsand mechanismsa first important
stepwouldbeto universalizeelevantUNtreatiesby encouragingll Statesto signandratify them, especially
giventhe fact that none of the five UN treaties governingspaceactivity enjoy universaladherenceand
ratifications.Asan interim step, Stateswho havenot ratified correspondingreaties still havethe ability to

4The data provided considers registries up until December 05, 2023. Registries can be viewed on the UN Office for Outer
Space Affairs Index of Submission by States under Article XI of the Treaty on Principles Governing the Activities of States
in the Exploation and Use of Outer Space, including the Moon and Other Celestial Bodies.
5 The specific information requirements outlined in the Registration Convention Article 1V section 1 are as follows:
a) name of launching State or States;
b) an appropriate designator of the space object or its registration number;
c) date and territory or location of launch;
d) basic orbital parameters, including:
i. nodal period;
ii. inclination;
ii. apogee;
iv. perigee;
e) general function of the space object.
17
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submit information to the RegistrationConvention,in accordancewith UN GeneralAssemblyResolution
1721 (XVl)internationalCooperationin the PeacefulUsesof Outer Space.

It is not only legallybinding mechanismghat play a significantrole in ensuringcontinuedaccesso outer
space Underthe auspice®f the United NationsCommitteeon the Peacefuldsesof Outer Spacg COPUQOS),
two sets of voluntary guidelineshave been established.The SpaceDebris Mitigation Guidelineswere
endorsedby the UN in 2007 and provide relevant applicabilityto security discussionsespeciallyas seen
throughguideline4:* A v mtentional destructionand other harmfula ¢ t i United NagohsOfficefor
Outer SpaceAffairs, 2007). Additionally, the Guidelinesfor the Longterm Sustainabilityof Outer Space
Activities(LTS)endorsedin 2018,alsoare relevantto spacesecuritydiscussionshrough guidelinessuchas
A.4paragraph3, whereinit states:* C o n s with thepurposeof Article 45 of the ITUConstitution,States
andinternationalintergovernmentabrganizationshouldensurethat their spaceactivitiesare conductedin
sucha mannerasnot to causeharmful interferencewith the receptionand transmissionof radio signals
relatedto the spaceactivitiesof other Statesand internationalintergovernmentalorganizationsasone of
the meansof promoting the longterm sustainabilityof outer spacea ¢ t i WUnited asiohs Office for
Outer SpaceAffairs,2018).Theimplementationof theseguidelinessdependentonaS t a abdity, will, and
capacityto implement,update,andreviewtheir nationalgovernanceaccordingo the proposedGuidelines
and Statesmay report their implementationoverviewand approachof the LTSGuidelineso COPUOS he
adoption of both guidelineshas made spacesustainabilitya more salienttopic, orientating more national
spacestrategiesto considerthe principleof sustainabilityasone of their overarchingpriorities (Ericksorand
AzcarateOrtega,2023).

Giventhe nature of spaceactivity,in particularspacdaunchesandhowthey directly correspondo concerns
over the use and proliferation of missiles,there exist voluntary international agreementsto restrict the

proliferation of both missilesandtransferrisksassociatedvith dualusetechnologyandinformation within

the spacesector. Suchmultilateral initiatives include the HagueCodeof ConductagainstBallisticMissile
Proliferation, the MTCR,and the WassenaarArrangement. The MTCRand WassenaarArrangement
strengtheninternational securitythrough the voluntary commitmentof applyingdomesticexport controls
to sensitivedualusetechnologies.Theseinitiatives alsofacilitate communicationand transparencyby (a)

providingpre-launchnotificationson ballisticmissileand spacelaunchvehiclelaunchesandtest flightsand

submittingan annualdeclarationof Statepolicyon ballisticmissilesand spacelaunchvehicleg HGDC,2020);
(b) exchanginginformation through regular meetings and conducting outreach (MTCR,2023); and (c)

reporting on arms transfers and transfers or denials of certain dualuse goods and technologiesto

destinationsoutsidethe WassenaaArrangemenion a sixmonthly basisand maintaininga nationalpoint of

contactsstructurefor informationrequestsand exchanggWassenaaArrangement2022).

Current Efforts towards Space Security within the United Nations

Within the UN framework, spacegovernancessuesare discussedvithin the COPUOSf the UN Office for
OuterSpacéAffairs,the Conferencen Disarmamentthe DisarmamentCommissiopandthe FirstandFourth
Committeesof the UN GeneralAssembly(italicsindicateswhich groupshavesecurityfocuseddiscussions).
Theconceptof Preventionof an ArmsRacein Outer SpacgPAROS)asintroducedin 1978at the General
A s s e mlenthSpesiaBessiormon DisarmamentSincethen, it hasevolvedinto anumbrellaconceptunder
which spacesecurity discussionsat the UN are framed and contextualized ,includingtopics such as the
preventionof placementof weaponsin outer spaceand reducingspacethreats through norms, rulesand
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principlesof responsiblebehaviair. The Conferenceon DisarmamentegularlyadoptsPARO&san agenda
item with the aim of creatinga legallybindinginstrumenton it. However negotiationson atreaty havebeen
stagnant,with only a draft Treatyon Preventionof the Placementof Weaponsin Outer Spaceand of the

Threator Useof ForceagainstOuter SpaceObject$ submitted by Russiaand Chinathat hasnot received
consensusupport.

Themostrecentprocesshat concludedvasthe OWEGn reducingspacethreatsthroughnorms,rulesand
principlesof responsiblebehaviarr. A UN OpenendedWorkingGroupis an inter-governmentalprocessin
which discussionson the prescribed mandate are open to all UN Member and Observer States,
intergovernmentalorganizationsand non-governmentalorganizationsvith ECOSOGCobnsultativestatusto
attend the public meetingsof the working group, while the negotiationand decisionmakingare exclusive
prerogativesof Member States.The OEWGon reducingspacethreats wasconvenedby Resolution76/231,
adoptedin DecembeR021.Resolution’6/231calledfor anopenendedgroupto conveneoverfour meeting
periodsin the spanof two yearsstartingin 2022with the followingmandate:

a) To take stock of the existing international legal and other normative frameworks concerning threats
arising from State behavims with respect to outer space;

b) To consider current and future threats by States to space systems, and actions, activities, and
omissions that could beonsidered irresponsible;

c) To make recommendations on possible norms, rules and principles of responsible nehagiating
to threats by States to space systems, including, as appropriate, how they would contribute to the
negotiation of legally binding instruments, including on the prevention of an arms race in outer
space;

d) To submit a report to the General Assembly at its seveidith session.

In additionto beingopento all UN Member States,the OEWGallowed participationby non-governmental
stakeholderdrom academiccivil society,andindustrysectors makingit an openandinclusiveapproachto
addressissuesof threats to spacesystems.The OEWGalso brought non-legally binding and normative
approachestogether, allowing for a greater understandingon the complementarity between both
approacheswhichhad previouslybeenregardedby someasincompatible(AzcarateOrtega& LagoKoller,
2023). The first sessionwas dedicatedto taking stock of the existinglegal and normative framework
applicableto outer space,in which Stateswere able to largely agree on reaffirming the applicability of
internationallawto outer spacejncludingthe UNCharter customaryinternationallaw, andtreatiesto which
Statesare a party. However,initial discrepanciebetween perspectiveson the discussiorof International
HumanitarianLaw(IHL)appearedwheresomeStatesheldthe positionthat affirmingthe applicabilityof IHL,
alsoknown asthe Lawof Armed Conflict,was premature and counterproductiveto discussionsaimed at
ensuringspacebe kept free from conflict. Other Statesexplainedthat becauseArticle 11l of the Outer Space
Treatystatesthat outer spaceactivitiesshallbe undertakenaccordingto internationallaw, this inherently
includeslHL.

ThesecondOEWGsessiorwasdedicatedto identifyingthreatsto spacesystemsandactionswhichcouldbe
consideredrresponsible—e.g.,groundbasedanti-ballistic missilesystemsand anti-satellite (ASAT)nissile

6 The draft Treaty on Prevention of the Placement of Weapons in Outer Space and of the Threat or Use of Force against
Outer Space Objects was submitted by Russia and China in 2008, with a further revised version submitted in 2014. It
can be found under UNotument number CD/1839.
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tests; spacebasedantiballistic missile systemsor missileinterceptors; co-orbital ASATsdirected energy
capabilitiescyberandelectronicinterference;the destructionor damageof spaceobjects;the disruptionor

interference with normal functioning of a spaceobject; use of spaceobjectsto destroy other objects;
uncooperativerendezvousand proximity operations(RPO)jnterferencewith civiliancritical infrastructure
or military commandand-control capabilities (West, 2023a). As States positively contributed to their

perceivedthreats, so did some Statesvoice concernand oppositionto the idea of usingresponsibleand

irresponsibleasa labellingsystemfor spaceactivity. Thecasewas madethat the taxonomyof responsible
versusirresponsibleintroduced yet another set of terms that would haveto be defined and universally
understood,andthere were concernsover how in practicesucha taxonomycouldbe politicized.

The third sessionwas dedicatedto makingrecommendationson possiblenorms, rules and principlesof

responsiblebehaviaurs includingasappropriatehow they could contribute to a legallybindingmechanism.
Ofthe manyrecommendationghat were madeby Statessomeinclude:conductingspaceactivity with due

regardfor othersin accordancevith the ArticleIXof the Outer Spacelreaty;informationsharingnot causing
physicadamageor harmfulinterferenceto spacesystemsgstablishinglomesticframeworksto governnon-

Statespaceactorsandensurecompliancewith internationallaw; refrainfrom conductingactivity that would

interfere, disrupt, or impair critical civilianinfrastructureand servicescommit not to useor threaten force

againstspaceobjects,seekhegemonypr adoptaggressivehetoric or doctrinesfor outer spacecommitnot

to develop,test, deploy,or useweaponsin, towards,or from outer space;andnot precludethe right of any

Stateto accessuseandbenefitfrom outer space(West,2023b).

The OEWGconcludedwith the fourth sessionending Septemberl, 2023. Despitethe robust and active
discussionghat took placethroughoutthe previoussessionsthe OEWGIid not producea final report, nor
wasit evenableto producea proceduralreport. Stateshaddiscoveredlivergingperspectivesn topicssuch
aslHLandthe meaningandapplicationoftheterm® r e s p oto spacéadtiaties,but ultimatelyone State
led the block on consensusThe reasoningwas the belief that the OEWGprocessesand the responsible
behavioursapproachhad servedto drive Statesfurther apart on issuesand further awayfrom the task of
negotiating a legally binding treaty. In spite of this outcome, it was clear that the processinvigorated
multilateral discussion®n spacesecurityand influencedconvergenceon manyissuesNotably,within the
final sessiona working paperon a crossregionalinitiative in support of the OEWGwvas submitted by 34
States’ Thisworking paperwasan important outcomebecauseit showcasedhat a significantand diverse
coalitionof Statesagreedthat the OEWGvasconstructiveto the goalof PARO&ndcomplementaryto other
processesndapproachesTheideathat politicalcommitmentson responsiblebehaviourscanbe developed
in supportof, andwithout prejudiceto, the pursuitof legallybindingmeasuresandthat the two approaches
are not mutually exclusivewasfurther strengthenedin a concludingjoint statementdeliveredon behalf of
39 Stateswasin the closingplenaryof the OEWG. Theability of the OEWGo foster sucha diversecoalition

"The working paper in support of the OEWG at the final session was delivered on behalf of: Argentina, Australia, Austria,
Belgium, Brazil, Canada, Cambodia, Chile, Colombia, Costa Rica, Denmark, Ecuador, El Salvador, Ireland, Italy, Finland
Germany, JapagnMalawi, Mexico, the Netherlands, New Zealand, Nigeria, Norway, Panama, Peru, Philippines, the
Republic of Korea, Singapore, Sierra Leone, Spain, Sweden, Switzerland, Uruguay. It can be found under UN document
number A/AC.294/2023/WP.21.
8 The joint concluding statement was delivered on behalf of: Argentina, Australia, Austria, Belgium, Brazil, Canada, Chile,
Costa Rica, Colombia, Czech Republic, Denmark, Ecuador, El Salvador, Finland, France, Germany, Greece, Ireland, Italy
Japan, Luxemhog, Malawi, Mexico, the Netherlands, New Zealand, Nigeria, Norway, Panama, Peru, Philippines,
Portugal, the Republic of Korea, Samoa, Singapore, Spain, Sweden, Switzerland, the United Kingdom, Uruguay.
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of Statesin support of a mutually reinforcing approachtowards spacesecurity goals,demonstratedthe
importanceof the procesdn andof itself.

Thecurrent procesdakingplaceis the Groupof GovernmentaExperts(GGEpn further practicalmeasures
for the prevention of an armsracein outer space.A Group of GovernmentalExpertsis a closedprocess
wherein Member Statesnominate a governmentExpertto conductinformal deliberationson a mandated
topicin their personalcapacity Upto 25 Expertsarethen chosenfor a GGEon the basisof fair andequitable

geographicatepresentation.Thecurrent GGBEvasconvenedn 2022by Resolution/7/250,whichmandates
the Group to considerand make recommendationson substantialelementsof an international legally
bindinginstrumenton the preventionof anarmsracein outer spacejncluding,inter alia,on the prevention

of the placementof weaponsin outer space.This Resolutionpassedwith a vote of 115 in favour, 47

abstaining,and sevenagainst.Thefirst sessionof the GGEook placefrom November20 to Decemberl,

2023.Theintersessionameetingwill take placeFebruary29 through March 01, 2024,and will be openfor

the participationof all Member Statesaswell asnon-governmentalentities. It will be importantto seehow

discussiongrom the recent OEWGmpactthe GGEandwhetherrecommendationdor rules, principlesand

responsiblebehaviourswhichwere expressedn the OEWGfeed directlyinto the GGE.

In addition to the current GGEthe UN First Committeeadoptedin October2023,two Resolutionsvhich

establishthe creation of two new OEWQrocessesOneis ResolutionA/C.1/78/L.55which establishesan

OEWQo take placefrom 2024-2028to considerandto makerecommendation®n substantialelementsof

aninternationallegallybindinginstrumenton the preventionof anarmsracein outer spacejncluding,inter

alia, onthe preventionof the placementof weaponsin outer space aswell asto considervariousaspectsof

the preventionof an armsracein outer spacein the contextof aninternationallegallybindinginstrument
on the prevention of an armsrace in outer space.The other Resolutionis A/C.1/78/L.15/Rev.lwhich

establishean OEWQGo take placefrom 20252026t0 makerecommendation®n the preventionof anarms
racein outer spacethrough the developmentof norms, rules and principlesof responsiblebehavioursin

specifiedaread and to considerhow the implementation of norms, rules and principlesof responsible
behaviours could be monitored and verified, including through the provision of capacitybuilding,
cooperationon spacesituationalawarenessand the possibleestablishmeniof a mechanisnfor inter-state

coordinationandconsultationon matterspertainingto spacesecurity,andhow they would contributeto the

negotiationof legallybindinginstruments,includingon the preventionof anarmsracein outer space From
these resolutions,it is clear that the international community has a roadmapthrough 2028to continue
discussion®n preventingan armsracein outer spaceand more broadlyensuringthe peaceand securityof

outer space.lt will be critical for Statesto bridge the gap betweenapproachesand find a complementary
solution,inclusiveof all threat perceptions,jn order to achievesuchgoals.

In addition to establishedfora and ad hoc processesthe UN General Assemblyadopts severalannual
resolutionsconcerningspacesecurityincluding:Preventionof an armsracein outer space(Res.77/40); No
FirstPlacemenof Weapondn Outer SpacgRes.77/42); FurtherPracticaMeasuredor the Preventionof an
ArmsRacdn OuterSpacgRes.77/250);and Transparencand ConfidencebuildingMeasuresn OuterSpace
Activities(Res.77/251).1n 2022,Resolution7/7/41 on Destructivedirect-ascentanti-satellite missiletesting

9 The mandate of the Group will consider norms, rules and principles of responsible behaviors in the following areas: (a)
intentional damage to and destruction of space systems; (b) threats to the safe operation of space objects; (c)
rendezvous operationsra proximity operations that could increase the risk of misunderstanding and miscalculation;
(d) protecting critical spacbased services to civilians as well as services that support humanitarian operations; (e) other
activities and measures that coulddece the risk of unintended escalation and conflict.
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wasalsoadoptedandpassedvith 155votesin favour, nine abstainingandnine against.ThisResolutionwas
initiated by the United Statesbasedon its unilateralcommitmentnot to conductdestructivedirect-ascent
ASATmissile tests (The White House, 2022). Up to date, 37 countries have also made the political
commitment. The number hasrecently risen after the EuropeanUnion aheadof the final sessionof the
OEWGeleaseda statementin whichEUMember Statescommitnot to conductsuchtests. Similarly annual
Resolution77/42 is a politicalcommitmentto not be the first to placeweaponsin outer spaceand hasbeen
madeby 33 States.

Global Space Security Developments and Policy Trends

Neverbefore hasspaceplayedsucha criticalrole in our civilizationfor carryingout both civilianand military
functions.Thisgrowingdependenceon spaceenabledserviceswill only continueasmore Statesandpeople
benefitfrom spaceechnology Furthermore the currentwar in Ukrainehasfurther demonstratedthe utility

of spaceassetsn terrestrialarmedconflict. Onthe onehand,the increasedecognitionof essentiafunctions
that spaceenabledservicegrovideto criticalinfrastructureandmilitary operationscompelStatesto ensure
the protection of their spaceassetsOnthe other hand,the strategicvalueof spaceassetds alsothe driver
for developingcounterspacecapabilitiesin the pursuitof nationalsecurityinterests.

There are useful opensource information resourcesmaintained and created by different civil society
organizationswhich track global counterspacecapabilitiesdevelopment.One suchresourceis the Secure
WorldF o u n d aGountemspacEapabilitiedReportwhichsince2019hasgrown from featuringsix States
to eleven,nearlydoublingin the spanof five years!® Moreover,the 2023assessmenshowsfour out of the
elevenStateshavingusedat leastelectroniccounterspacecapabilitiesin conflict and reports an increasing
number of incidentsof GPSnterference (Weeden& Samson2023)!! In the samefive-year period from
20192023,the SpaceThreatsAssessmenby the Centerfor Strategicand International Studies(CSIShave
includeda total of 14 Statesin their assessmentfour of which differ from the SecureWorldFoundat i on’
report.}? In addition, the CSISeport alsoconsidershe counterspacecapabilitiesdevelopmentof non-state
actors (Bingenet al., 2023).In light of these global developments,Statesare increasinglycrafting space
security strategiesand military doctrines as well as recognisingspaceas an operational domain within
national defencepolicies.Thisis happeningnot only at the national level, as crossregionalalliancesand
partnershipsare also developingspacesecurity strategies.Examplesof such policiesand seleced key
prioritieswithin canbe seenbelowin Figurel. Therisein publishedspacesecuritydoctrinescancontribute
to establishingglobalexpectationson military activitiesconductedin, towards,and from spacecontributing
to further transparencyandinternationalstability. However spacesecuritydoctrinescanalsoaccelerateand
exacerbateconcernsover arms racesand conflict in spaceby providing domestic pathwaysfor further
counterspacealevelopmentand offensivespaceoperations.

Figurel: ExamplePrioritiesfrom SeleciGlobalDeferce Strategies

101n 2019, Secure World Foundations Counterspace Capabilities report contained information on China, India, Iran,
North Korea, Russia, and the USA and has since expanded to include Australia, France, Japan, South Korea, and the U.K
1 The four States are the USA, Russia, China, and Iran.
2The States that differ from the Sec42023, LiWa (2018), PBEkistam d a t i
(2019), and Ukraine (2019).
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DefenceSpaceStrategyof
the United States

SpaceDefenceStrategyof
France

SpaceSecuritylnitiative of
Japan

TheRussiarFederation
National SecurityStrategy

National SpaceSecurity
Policyof the United
Kingdom

National SecurityStrategy
of Nigeria

National DefencePolicyof
Brazil

Maintain SpaceSuperiority: Establish,maintain, and preserve US freedom of
operationsin the spacedomainandwill be preparedto protectanddefendUSand,
asdirected, allied, partner, and commercialspacecapabilitiesand to deter and
defeatadversaryhostileuseof space.

Grasp opportunities to build up strategic autonomy: Take advantageof the
disruptivetechnologiesand usesassociatedvith New Spacerethink its industrial
modeland extendcooperationto spaceoperationsandopenup to new partners.

Expandthe Use of SpaceSystemsfor National Security: Establisha wide-area,
highrevisitrate, highprecisioninformation-gatheringposturefrom spacerespond
to missilethreats by spacesystems;establisha multi-layered, anti-interception
and anti-jammingsatellite communicationgosture;enhancesatellite positioning
functions;andbuild large scaleandflexible spacetransportationposture.

Strengthena leadingposition: Achievecompetitiveadvantagesn the rocketand
spaceindustries.

Increase resilience to the risk of disruption to space services: Improve
understandingof spacesecurityrisksand dependenciespursuea proportionate
approachto investingin resilience,balancingprotective measureswith other
meansof promotingresilience;strengthenthe ability to understandand forecast
spaceweathereventsandtheir effects;internationalcooperationwith alliesfor an
integrated approachto security in Europeanspaceprogramsand wider space

policy

Develop significant capacities to exploit the spacebased potential for
improvements in overall national security preparedness and responses:
Generatea critical massof academidnterestin the useof space;develophuman
capitalfor spacesciencegdevelopmentof indigenousspacetechnologiespevelop
advanceccommunicationsand surveillancecapabilitiesdevelopmentproprietary
spaceinfrastructure;establishgeo-spatiallaboratoriesacrosshe country.

Ensureaccessto data and enable the development of critical technologiesof

interest to the country: Developsolutionsfor satellite launchvehicles;increase
skillsassociatedvith the designmanufacture andintegrationof spaceplatforms;
seekinnovative solutionsfor telecommunicationbetween spaceand terrestrial

segmentspromote international cooperationin the areasof conception,design,
developmentand operationof spacesystems.
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b ! ¢ iSpe@ePolicy Integrating spaceand spacerelated considerationsinto the deliveryofb ! ¢ h
core tasks: Collective defence crisis managementand, where appropriate,
cooperativesecurity.

EuropeanUnion Space Partneringfor ResponsibleBehavioursin Outer Space:Promotingnorms, rules
Strategyfor Securityand andprinciplesfor responsiblébehavioursn outer space;engagingvith the UNon
Defence spaceandsecurity;partneringwith the USon spacesecurityanddefence dialogue
with third countrieson spacesecurity; partnershipwith NATOon spacesecurity
anddefence

Throughsuchpolicy shiftsand recognitionof spacein national securitygoalsand defencestrategies States
can work towards the implementation of those policies. Although spacehas been militarized since the
beginningof the spacerace the formation of highlyspecifiedmilitary spacestructuresismorerecenthistory.
Stateshaveundertakenmilitary restructuresto creatededicatedunits and,in somecaseshranchesof their
respectivemilitariestaskedwith the responsibilityof overseeinghe st a t spacesecurityinterest.Not only
do theseresponsibilitiesinclude providing central support of spaceenabledservicesto whole of military
branchesand operationsandthe useand monitoring of satellite datato maintainspacedomainawareness
and responsepreparednessbut canalsoincludewargaming,simulating,exercisingand strategicplanning
anddevelopmentof offensivespaceoperations(Dolman,2022).0Oneof the first examplesof sucha military
restructure took placein 2015, when the RussiarFederationrestructuredits military and createda new
branchof the RussiarArmed Forcesthe Aerospacd-orces,a combinationof the previousAir Forceand
AerospacdefenceForcegMinistry of Defenceof the RussiarFederation2015).Althoughthe Russiarspace
ForceCommandhad existedsince2001,underthis restructuring,it wasmovedto be one of the three main
Command®f the Aerospacd-orcegMinistry of Defenceof the RussiarFederation2023).

Similarly,in 2019 the United States created the US SpaceForce,a new branch of its armed forces.
Furthermore, the US has bolstered its space defence presencethrough its space defence enterprise,
comprisinghe USSpacd-orce the USSpaceCommandandthe SpacéevelopmentAgencyUSDepartment
of Deferse, 2020).Suchactions,astaken by Russiaand the US,have spurredthe creationof other space
forcesor dedicatedspacemilitary organsaroundthe world. Somesuchexamplesof other creationsinclude,

but are not limited to, the FrenchSpaceCommand,) a p &pateSperationsSquadronA u s t rDefenicea ' s

SpaceCommandandN i g e DefemaceSpaceAdministration.

The military structuresand the delineation between civilian and military contributionsto national space
securitygoalsis not alwaysclear. Thecombinationof civilianand military resourcego pursuenationalspace
securityobjectivesisincreasingand someStateshavepursuedsuchcivilmilitary integrationastheir official
approachfor structuringtheir militariesand strategicgoals.Forexample the StrategicSupportForceof the
P e o p Liberaten Army (PLA)of China,which was createdin 2015 partly to employ the P L Aspaxe
capabilitiesand adheresto the system of military-civilian integration (Pollpeter et al., 2017; Chinese
Communist Party News Network, 2016). This official strategy has evolved further from civikmilitary
integrationto civilmilitary fusion(Fritz,2019).Overall the creationof dedicatedspaceforcescontributesto
the capacityfor both defensiveand offensivespaceoperationswhile alsoincreasingglobal spacemilitary
expenditureandactivity.
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Conclusion

Spaceis a unigue environmentthat would suffer extremelydetrimental and possiblyirreversibleeffectsin
the face of conflict. Suchconsequencegould potentially deny accessto spaceforever to all countries.
Therefore,giventhat the use and explorationof spaceis the provinceof all humankind,the international
community hasa sharedgoalto protect the safety, security,and sustainabilityof outer spacein order to
preserveit for continuedhumanprosperity.

Therapid proliferation of counterspacecapabilities,and the rate at which emergingtechnologiesoutpace
the efforts of the globalcommunityto regulatethem, complicateghe issueevenmore. Furthermore current
geopoliticaltensionsdecreasethe stability and security of spaceby threateningto proliferate terrestrial

conflictinto the cosmosRegrettablythosesametensionsareunderminingmuch-neededcooperationin the

field of creatinginternationalmechanismso protectspaceThewarin Ukrainefurther complicategprospects
for solvingspacesecurity,asit deepensgeopoliticaldividesand providescomplexcasestudieson the role of

spacebasedsystemsn conflict.

Despiteall of thesechallengesthere existsa globalconsensu®n the needto ensurethe protection of and
accesdo outer space.The existinglegal framework has acted as a cornerstonefor the expectationsand
guidelinesfor spaceactivity, but the needto developit through a variety of approachesand initiatives to
ensurethe securityof spaceis evident. Historically outer spacegovernancenasalwaysconstitutedan array
of both non-legallybindingand legallybindingelements.Usingnon-legallybindinginitiativesto establisha
foundation or steppingstoneson which legally substantiveinstruments may be later achievedshould be
considered. Positively, despite the current state of international affairs, crossregional efforts and
convergencesn ideas,languageand priorities are emergingin multilateral spacesecuritydiscussionsThe
international community should take care to foster these efforts and nurture recently sharedideasand
recommendationsnto future discussions.

Furthermore,it is crucialto considerperspectivesabilities, efforts, and potential contributionsfrom the
array of stakeholdersinvolvedin the spacesector. Only through cooperativeand inclusive methods of
establishingfuture spacegovernancewill the international community be able to implement a robust,
enduring,and successfutegulatoryregime.By pursuinginclusiveapproachesn goodfaith by a diverseset
of actors, it can be ensuredthat outer spaceis unequivocallysanctionedas a domain of peacefor the
advancemenbf humanity.
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Introduction

In recent years, the space domain has undergone a significant transformation, as more countries than ever
before participate in space activities for economic, scientific, squdikical, and military purposes. At the

same time as States across the globe expand their presence in space, technological advancements have
resulted in making it more accessiblerton-state actors, propelling the commercialization and privatization

of space. Therefore, what was once a domain confined to the activities of greatrg has now evolved into

a mixedactor environment evident in the growing number of new actors, from countries of the Global South
to private entities, a process that has &Waser desc
IV, 2015). Alongside this, the growing military uses of space and the return of great power rivalry, exemplified
by United States (US) strategic competition with China and Russia, have added a layer of complexity to space
security dynamics. It is this reconfigured cotext that over the last years NATO has recognized the salience

of space in support of its missions and operations and has made strides towards addressing emerging
challenges and opportunities by formulating an overarching space policy and by stressiotgtbkespace

based assets in its 2022 Strategic Concept.

Against this backdrop, the first part of the paper considers the forces that currently shape space activities at
the global level by paying particular attention to the militarization of space, space diplomacy, and the rise of
China. Next, it providesaner vi ew of NATO's space policy as it h
in key statements and policy document s. Finally,
discussing the role of international cooperation and diplomacy. The iiefi$ not to plug all the gaps or to

tie up all the loose ends but rather to highlight some of the most important challenges associated with the
global context of space security that are relevant to NATO.

The Global Context: Space Militarization, Diplomacy, and the China Factor
Space Militarization

One of the most important features of the global context is the growing militarization of space amid great
power competition and strategic uncertainty. To be sure, the use of space for military purposes is not new.
In fact, it has been a constant theme werginning the interest in acquiring access to space that can go as far
back as the launch of the first ballistic missiles during the Second World War (Neufeuld! Bo2@ver, it

is clear that the Cold War acted as a catalyst for the development of space capabilities as a result of the
superpower rivalry between the US and the Soviet Union. Nevertheless, even though space was seen as a
potential new battlefield from tle beginning of the Space Age, both superpowers gradually realized the
strategic benefits that could accrue from keeping space free from actual conflict, as it was in their interest to

1 On the militarization of space, inter alia, see Bowen (2023), Handberg (2000); and J6hess® (2017).
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continue using spacebased assets in support of crucial military activities for nuclear deterrence and strategic
stability, including surveillance, reconnaissance, and early warning. As Moltz (2019) shows, this shared
understanding of keeping space freein conflict was reflected in the emergence of cooperative restraint

that defined interactions between the United States and the Soviet Union, especially from 1962 to 1975. This
was a process of social learning concerning the qualities of space as amprentpwhat Moltz (2019) refers

to as “environment al |l earning” in the sense that
acknowledge the growing dangers linked to nuclear detonations in high altitudes andafgitite (ASAT)

tests, due to tle generation of Electromagnetic Pulse (EMP) radiation and space debris.

Facilitated by the balance of power between the two superpowers and expressing the logic of great power
management, this process of strategic restraint was manifested in the bilateral arms control agreements
between the United States and the Soviet Uniatjch covered several aspects of space security (Stroikos,
2022a)? lllustrative of this was the 1972 Interim Agreement on the Limitation of Strategic Offensive Arms
(Interim Agreement or SALT [) and theti-Ballistic Missile (ABM) Treaty, which made references to- non
interference with the é€riNfaitd atniadn"Te(cMTM)c.al T hMesaa swe
the use of reconnaissance satellites (Kuskuvelis, 1985; Stares, 1985: 165). Meanwhile, the logic of great
power management was also manifested in the support for multilateral diplomacy within the Usétigohs
framework that gave rise to the international regime governing space activities and space law. Nowhere was
this more evident than in the 1967 Outer Space Treaty. However, the point to emphasize here is that this

process was not confined merelysop ace | aw. Rather, it entailed “a p
principles, national policies, and informal behawi@ rules through which all the States with a stake in space
tried to balance their common and conflicting inte

as a reflection of the balance of power and great power management enabled rdeion of the
international regime for space activities (Stroikos, 2022a).

In many ways, the end of the Cold War and the consolidation of the United States as the sole superpower
posed challenges to the logic of great power management. On the one hand, a key feature of the 1990s was
an emphasis on international space cooperatE@mbodied in the decision to construct and operate the
International Space Station (ISS) through cooperation among the US, Russia, Europe, Japan, and other space
powers. On the other hand, this was accompanied by important developments in the military @Gield
particular note is the 1991 Gulf War agaitstq, whichdemonstrated for the first time the importance of

the use of satellitedbased global positioning systems (GPS). This marked a significant shift from utilizing space
power to strengthen strategic deterrence to employing it at the operational and tacticalderherefore,

there wasa growing recognition of the force multiplier effeats terrestrial military forces. But since the
2000s, there has also been a change in the political attitudes wsvapace militarization, from an
appreciation of the role of space as a force multiplier to increasingly treating space as a pdheatied of

military operations in its own right, like the air and sea domains (Sheehan, 2007: 109).

2 Great power management refers to the idea that great powers are members of a club by dint of seeking to be
recognized by others to assume, and have been recognized by others, to assume managerial responsibilities and special
rights in international society(Bull, 2002: 194, 196). According to Hedley Bull, great power management is a key aspect

of how great powers play a role in contributing to the maintenance of international order, which is expressed in two
ways: “by managi ng t hee andbyrexlbitng ther praponderance in suchea wayra®td impart

a degree of central direction to the affairs of intern
relationship between great power management and strategitra@st in space, see Stroikos (2022a).
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Consequently, over the last years, global space security has been characterized by the trend towards the
development of counterspace capabilities by major space powers, such as China, India, Russia, and the United
States, including the conduct of destruaiantisatellite (ASAT) tests that create space debris threatening

the sustainable use of spaé&enerally, there is evidence to suggest that key space players have an interest

in the research and development of a wide range of destructive anedestructive counterspace weapons,

such as direct ascent, @bital, directed energy, electronic warfgrand cybef. Coupled with this, there is

an emerging discourse, especially within the United States, that treats outer space as a warfighting domain
premised on the assumption that a war in space is inevitable.

Diplomacy

Diplomacy and multilateralism have been a key feature of the global governance of outer space activities
from the beginning of the Space Age. In 1959, the United Nations General Assembly set up the Committee
on the Peaceful Use of Outer Space (COPUO$nna/as an ad hoc committee, which serves as the main
multilateral forum for promoting international cooperation and discussing legal matters related to outer
space. As such, COPUOQOS played an essential role in the development of the legal fratmawgonkerns

space. In addition, the Conference on Disarmament (CD) in Geneva has been involved in discussions on arms
control and space security, such as the Prevention of an Arms Race in Outer Space (PAROS) as an agendz
item. Yet, disagreements over several issdemn whether an arms race exists to defining what a space
weapon is, and difficulties of verification meant that discussions at the CD reachegpasse

Given the militarization of space, together with the emergence of global space challenges such as tackling
space debris and ensuring the leterm sustainability of space, there has been no dearth of diplomatic
initiatives as a way to break the stalematethe CD, with some being more successful than others. More
specifically, in 2008, China and Russia submitted to the CD a draft for a legally binding Treaty on Prevention
of the Placement of Weapons in Outer Space and of the Threat or Use of Force Agagrsspace Objects
(PPWT) (Loshchinin & Wang, 2008). Even though an updated draft was submitted in 2014, the proposed
treaty did not garner much suppottEurthermore, in 2008, th&Uissued a draft Code of Conduct for Outer
Space Activities, a ndegally binding framework aimed at strengthening the safety, security, and
sustainability of outer space activities (Council of the European Union, 2008). The proposed code of conduct

gaineds ome support, and after rounds of consultation:
for Outer Space Act i vriomenten®” (1 COC) , but it soon |
Still, other initiatives have achieved greater suf
Guidelines”, which wer e d-Ageercy Deprie doortiyation Goemitter (LADEC)N a t |

(United Nations Office for Outer Spacefaifs, 2010). Then, in 2013, the UN General Assembly (UNGA)
endorsed the recommendations put forth in the final report of the Group of Government Experts (GGE) on

3 Both the United States and the Soviet Union carried out ASAT tests during the Cold War, but restraint prevailed. China
conducted an ASAT test in January 2007, I ndia in Marctl
ASAT test, in Februar@@8 the United States carried out Operation Burnt Frost to destroy an errant US satellite (USA
193), which demonstrated an ASAT capability.
4 On this trend, for example, see Bingen et al. (2023) and Weeden and Samson (2023). Also, see Marrone and Nones
(2022).
5 For an insightful analysis of the updated draft PPWT, see Tronchetti, F., & Liu (2015).
6 The last draft was published in March 2014, and can be accessed here:
https://lwww.eeas.europa.eu/sites/default/files/space_code_conduct_draft versn¥rch2014_en.pdf.
30
SPACE: EXPLORI NG NATO'S FI NAL FRONTI EF



Transparency and Confidenrbeilding Measures (TCBMs) in Outer SpafdGA 2013). In addition, in June

2019, following extensive negotiations, COPUOS adopted the Guidelines for thtetrarfgustainability of

Outer Space Activities, which comprise a set of 21 voluntary best practices to advance the sustainability of
space actiities, endorsed by 92 member States (United Nations General Assembly, 2019). More recently, in
December 2020, the UNGA adopted Resol utmsRolesardl/ 36 ¢
Principles of ResponsibBehaviours initiated by the United Kingdom
rules and principles of responsible behawitn space (United Nations General Assembly, 2020). These efforts
culminated in the establishment of the Ope&mded Working Group on reducing space threats through
norms, rules and principles of responsible behawsowhich held four sessioriBut despite support from

the majority of delegates, the Russian delegation has led the objections to the procedures, curtailing the
process (Hitchens, 2023).

As far as multilateralism is concerned, therefore, there is a group of States led by the United States with a
preference for nodegally binding frameworks covering space security based on voluntary measures and
another group of States led by China and $Rusdhering to the view that a legally binding treaty on the
placement ofiweaponsin outerspace should be prioritizeétMore recently, there has been an effort led by

the United States to delegitimize the conduct of defpieducing directascent ASAT tests because of their
harmful impact on the sustainability of the space environment and their destabilizing effects bal glo
security. More concretely, in April 2022, the United States announced its commitmentonoanduct
destructive, directascent ASAT testing and called on other countries to follow its example and help establish
this as an international norm of responsible behavi¢The White House, 2022).ikewise, in December
2022, theUNGAadopt ed a new draft r esscenuants ahebhi t demt s 8
initiated by the United StatesUNGA 2022). However, although 155 countries votedfawour of the
resolution, China voted against the adoption, and India abstained (United Nations, 2022). It remains to be
seen how successful such initiatives will be, but they point to a growing realization that it is necessary to
resist some of the unwanted inagts of space weaponization amid an increasingly fragmented global space
order.

The Rise of China

One of the most noteworthy features of the current space order is the rise of China as a major space player.
As Beijing emerges as a global power, its impact on the international context of space activities cannot be
understated. A number of pointsareesg i al |y salient here. First, Chin
substantial strides in the field of exploration, evident in a series of remarkable feats, including the launch of
Shenzhou 5 that <carried Chi n ahethirdfcdumtrgihtheawortdtoplace ut |,

a human into orbit using its own launch vehicle and spacecraft. Since then, as part of the Shenzhou project,
China has successfully launched several human spaceflight missions and operated two space laboratory

”More information on the operended working group (OEWG) can be found on the site of the United Nations Office for
Disarmament Affairdattps://meetings.unoda.org/operendedworking-group-on-reducingspacethreats-2022.

8 For a useful discussion of this turn to Rlegally binding measures, see Silverstein et al. (2020).

9 Following this, several countries have made similar commitments. The EU also joined the ASAT ban when in August
2023 in a document issued as part of its contribution to the workings of tNeOEWG on Reducing Space Threats, it

st at e dhe Mdémddr Stdtes of the European Union commit not to conduct destructive éimeint antisatellite
missile tests” (European Union, 2023: 2).
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modules as experimental test beds for the Tiangong space station, its larger orbital space station, the
construction of which was completed in 2022. Apart from human spaceflight, China has accomplished a series
of missions as part of its lunar program, ko as Chang’ e, including becomi
spacecraft, Chang’' e 4, on the far side of the Moor
mission, Tianweti. Consequently, not only have these successes established &hia major power in

space, but they have prompted other countries to renew their interest in revitalizing their own space
programs in order to remain competitive.

Second, China has been keen to demonstrate its | €
power” through the provision of publ i cthepsiaPacisic ( St r
Space Cooperation Organization (APSCO) in 2008, an intergovernmental organization, which is
headquartered in Beijing and consists of seven other members: Bangladesh, Iran, Mongolia, Pakistan, Peru,
Thailand, and Turkey. Equali¥hina, in collaboration with the United Nations Office for Outer Spdfaars
(UNOOSA), has formed the United Nations/China Cooperation on the Utilization of the China Space Station
under the auspices of UNOOSA's Access to Space f
researchers from across the globe thgportunity to engage in experiments and research activities onboard

the Chinese space station. What is more, China has integrated space into the Belt and Road Initiative (BRI)
through the establishment of t he “ Sapda'Stead Cbumdilo r ma f
I nformation Office of the People’' s Republic of Ch

Third, China has been developing acrtiesboard military space capabilities that have raised legitimate
concerns, especially given the |l ack of transparen
In addition to building a network aflualuse satellites for communications, global position, timing and
navigation, and remote sensing aimed at enhancing Command, Control, Communications, Computers,
Intelligence, Surveillance, and Reconnaissance (C4ISR), China has been deploying a redigated d
military satellites. As was mentioned earlier, Beijing is also developing various destructive and non
destructive ways to interfere with space activities beyond diastent ASAT capabilities like the one that

was tested in 2007, which createdlarge amount of space debris. What is noteworthy is that space has
assumed importance under the leadership of Xi Jinping. Typifying this, space has been central in the context
of the military-civil fusion (MCF) policy, which is geared toward integratiegaitivancement and utilization

of civilian technologies into military applicatic
Army Strategic Support Force (PLASSF) was established, as part of a significant restructuring of the Chinese
military forces, designed to enhance the stratelgicel coordination and integration of space, cyber, and
electromagnetic operations (Stroikos, 2024).

As a result, China’'s rise has precipitated a deba
on the assumption that its ulterior motives or ambitions involve displacing the United States as the dominant
space power. Crucially, however,imco r ast t o ot her domai nerinth€domana’ s i
of space does not appear discontent or defying the main principles and norms underpinning the current
space order (Freeman, 2020; Weeden, 2019). With the exception of its 2007 AS/SEijex) has attempted

to play a constructive role in shaping the global governance of space activities, manifested in its contribution
to key initiatives, such as the 2007 Space Debris Mitigation Guidelines, the Working Group on ttexrhong
Sustainabity of Outer Space Activities, and the aforementioned GGE on TCBMs. As was mentioned
previously, it has also assumed great power responsibilities, especially through the provision of public goods
oriented toward the Global South and its region. In facteiéms that the prevailing narrative of China as a
threat in spacebased on the belief that it wants to displace US leadership has to do more with its assertive
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behaviair in other domains than in space, while simultaneously downplaying the multidimensional nature

of US space power. In this respect, Washington and Beijing appear increasingly caught in a security dilemma
in space and the big challenge is how to manage affidsg tensions (Zhang, 201¥)This is not to say that

China does not pose challenges and it does not raise legitimate concerns, especially with regard to its military
build-up. Rather, the point is that the formulation of a good strategy rests on recognizing the nuances of

B e i | iehmgadir across different domains, which can help identify areas of common interest and promote
cooperation in addressing global challenges, such as space debris. As discussed below, NATO could play a
positive role in this regard.

b! ¢hQa { LI OS t2tA08Y !y h@SNBASS

Reflecting the evolving global space context and the ensuing new risks and potential threats to its member
countries, in recent year s, NATO has recognized 1t
as well as the need for a comprehersapproach to space. Some tentative steps towards space cooperation

were taken in the early 2010s as a result of a shiftin US space policy towards an emphasis on working together
with partners. Subsequently, in 2016, NATO adopted the Allied Joint DoébrirAir and Space Operations
(AJP3.3) that outlined how space capabilities can effectively support NATO operations, with a focus on the
mission areas of Space Situational Awareness (SSA), space force enhancement, and space control.

b! ¢hQ&d h@SNI NOKAYy3I { LI OS tz2ftA0e

One of the most i mportant developments has been t
2019, which was designed to guide the Alliance’ s
Stoltenberg observed aportanthoke adaifome to shame enformaion, incleasg a n
interoperability, and ensure that our missions ar
2019a). Significantly, in the same year, NATO also announced that it recognized space as toonalpera

domain alongside air, | and, sea, and cyber. Accor
to make requests for Allies to provide capabiliti

However, he stressed that N®Tdoes not have any plans to place weapons in space, and its approach to
space will continue to adhere fully to international law (NATO, 2019b). Likewise, in December 2019, the
communiquéssued by the heads of State and Government summit in London nbtedtt “ we have de
space an operational domain for NATO, recognizing its importance in keeping us safe and tackling security

chall enges, whil e upholding international l aw” (1
DefenceMinisters also agreed to establish a NATO Space Centre at Allied Air Command in Ramstein,
Ger many, aimed at serving as a focal point for pro

coordination and informatiorsharing. This was followleby the creation bthe Space Centre of Excellence

I'n international Relations theory, the conSapte’ af etf i @
to enhance its own security through military means has the effect of decreasing the perceived security of its competitor,
setting in motion a sequence ofactetme act i on” and i t h a s-Clhinaspace glptipris (SeEoko e s p e ¢
2022b: 3, &).
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(NATO Space COE) in Toulouse, France, which received official accreditation from the North Atlantic Council
in July 20231

More fundamentally, the 2021 summit statement attracted much attention because attacks from space were
added to the mutuatiefencec | ause. I n particular, NATO |l eaders st
present a clear challenge to the security of the Alliance, the impact of which could threaten national and
EurcAtlantic prosperity, security, and stability, and could bg laarmful to modern societies as a
conventional attack. Such attacks c otedthdt NAT®Oavduldt o t F
determine when space attacks would trigger Article 5 on a-tgsease basis (NATO, 2021a).

Russia’'s ASAT missile test i n November 2021, whi c
satellites and activities in this domain, validated concerns about space security and stability and gave further
impetus for cooperation among NATO ecoti r i e s . In response, NATO issued
commi t ment to “protecting and preserving the peac
also called for Russia “to join t herinciplestoerespoasible o n a |
behaviar i n order to reduce space threats” and to re
2021b).

Typifying the political weight gi ven daf@mmmunieatingl! | i art

that to a broad audience both within and beyond the Alliance, in 2022, NA2Ql e it s “overarc
p o | publigly available for the firdime (NATO, 2022 he policy document first describes in some detail

the wide range of increasing threats and risks in space and brings attention to the fact that all three segments
(space, ground, and link) can be susceptible to attacks. The next section of the docwthieesdhe set of
principles and tenets that wunderpin the overarchi

overall postur e, hi ghlighting thatdefeicd papeariagr aph
Crucially, italsoemghs i zes t hat NATO does not intend to “bec
itsownspaceg el ated capabilities. Rat her , the goal is t

activities on a voluntary basis (paragraph 5). Then, the doctimeries on to describe a number of key roles

that NATO can play as part of its space policy (paragraph 6). These include: serving as a forum for discussion
and information sharing; as a focal point not only for coordination but also for incorporating space
NATO" s cor e t as kdefencetctisis management, candl cbllective secueity; and fostering
compatibility and interoperability. Following this, the document identifies several functional areas on which
NATO should direct its efforts: SSA, the use of space for monitoring across envitsr{atemospheric,

oceanic, space); intelligence, surveillance, and reconnaissance (ISR), satellite communications, position,
navigation, and timing; and shared eaviyarning capabilities (paragraph 7).

It is notable, however, that some sections of the document hintdte f act spaceapdlicydsWNIRO’ s

work in progress. For exampl e, defence teéhred croengielxite mde”
11), it is noted that NATO “will consider a range
spectrum to deter and defend against threats to ol

the alliance “should devel op ach asohamoterof spanedirearisstoa n d i
conflict” as well as guidelines regarding “how to
services and capabilities”. On the one hand, t hi

strategic environment, and the space policy of Allies is still evolving. On the other hand, it is likely that there

11 More information on NATO Space COE can be found on its site: https://www-spaaeg.
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are still different perspectives among NATO members on how the alliance should move forward with certain
aspects of space policy, especially with regard to issues pertaining to crisis and conflict.

The Strategic Concept and Space

The 2022 NATO Strategic Concept singles out for t
NATO, including in space, albeit Beijing is not explicitly described as a threat (NATO, 2023: 1, 5). Regarding

space, the document refers to how stegic competitors are interested in acquiring technologies that have

the potenti al to restrict or threaten the Allies’
civilian and military infrastructure and capabilities (NATO, 2023:5). ltgoestoo not e t hat NATO
anddefenceposture relies on a combination of nuclear, conventional, and midsflencecapabilities, which

are complemented by space and cyber capabilities (NATO, 2023: 6).

Moreover, the Strategic Concept reaffirms the Al
space in an effective manner “to prevent, detect,
al | availabl e t ooilnportance aof pronroting esponsikdee behaviom espace and

i mproving resilience (NATDO, 2023: 7). Equally i mp
within space.. could reach the | evel 0 uncilato invekd at t

Article 5 of the North Atlantic Treaty” (NATO, 20
NATO" s space policy and its Strategic Concept.

Deepening ELNATO cooperation in spacand the role of diplomacy

Despite the fact that the formulation of NATO s s
merely a first step precipitated by the need for the Alliance to adjust to the reality of a more complex space
environment. Not surprisingly, thereffe, it has raised several issues that remain to be addressed, including

the important issues of Articles 5 and 6 discussed elsewhere. Howhednllowingdiscussiorexamines

the role ofinternational cooperation, whicks arather neglected aspectof NAO’ s space policy.

To begin with, NATO will benefit from considering waysrtprove cooperationwith its partners. A case in

point is cooperation with the European Union, not ledge tot h e | at thasedassetss quch aseGalileo

and Copernicus; in factn recent years, NATO and the EU have taken tentative stepard exploring

avenues for cooperation in several areas, including space. The European Union Space Strategy for Security
and Defence, which was published in March 2023, provides some insights into hol ttadugs the role of

NATO in space in the context of the-HWTO strategic partnership. These build on the third joint declaration

on the EUNATO partnership of Janua2@23, whichdentified space as an area where the two organizations

should expand and deepen their ties. The EU docun
the evolution of space from a capability in support of military and civilian operationsintoaste gi ¢ d o ma
and their “"responses to space incidents and threa:

stresses their commitment teeekcooperation opportunities in the realm of space by engaging in regular
interactions, which couldlso include joint exercises by the EU and NATO personnel with a space component

(p. 16).
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Underpinning this focus on space is a growealizationthat there is scope for EU Member States and NATO
Allies to work together in order to augment the resilience of their critical infrastructure. As part of these
dynamics, President von der Leyen and NATO Secretary General Stoltenberg made a joint angraiuncem
January 2023 regarding the establishment of arNATO Task Force focused on strengthening the security

of critical infrastructure. The Task Force was launched in March 2023 as an integrai fveer EUNATO
Structured Dialogue oResilience, consistingf individuals from the European Commission, the European
External Action Service, and NATO (European Commission, 2023). Notably, the final assessment report of the
Task Force, which was issued in June 2023, identifies space, together with energy, rtraarspaligital
infrastructur e, a-e u tat iknegy ismepcarotra nocfe " ctrhoasts makes
Member States and Allies. The report also specifies ways through Ehidnd NATO could build on their
cooperation to strengthen the resilience of space infrastructure and offers recommendations for the next
steps, including stepping up exchanges between4egkl EU and NATO officials, enhancing the Structured
Dialogue onResilience and the Structured Dialogue on Military Mobility, and promoting parallel and
coordinated assessments of threats and undertaking actions to alleviate potential vulnerabilities (European
Commission, 2023).

Apart from cooperation with partners, there is scope for exploring what role NATO can play in arms control
and space diplomacy. So far, although NATO's spac
and its support for international attempt® establish norms of responsibbehaviair in outerspace, it has

not articulated concretely how the Alliance intends to contribute to the development of such norms. In some
ways, it appears that the focus has been less on diplomacy as a key componenoult be part of a
comprehensive strategy in space. For example, the Arms Control and Disarmament Committee could be
asked to explore the ways in which NATO can contribute to the promotion of norms of responsible behavio

in space (Rose, 2020).

There is also much scope for thinkigout therole NATO can play in great power management as an order
building process by engaging in dialogue with adversaries amid great power competition and strategic
uncertainty. While it can be argued that pursuing sucleadeavoumwith Russia is strategically futile as long

as the war in Ukraineontinuest hi s s houl d not be the case wiuph Chi
in space, combined with the lack of transparency and its assertive internatiehaliour, means that the
conditions do not appear ripe for dialogue. However, it is precisely because of the current state of mistrust
mired with misperceptions, security dilemmas, and assumptions based on-eamstscenarios prevailing on

both sides that theres a need to foster a modicum of cooperation in the context of strategic dialogue, which

can help NATO Allies to communicate better their strategic intentions in space to China by establishing a set
of guardrails to manage competition and crisis daice.

The need for such a dialogue derives from gessimisticview that a war between the United States and

China, two thermonuclear powers, is possible, including in space, within the next decade (Brands and
Beckley, 2022; Coker, 2015). Further complicating space sedyrigmicsa s we | | as NATO’ s
space, and highlighting the need for a dialogue w
spaceb ased ass et s wighrcanvefitienal aral mugleae mdissions, which dacreasethe risk of
escalation (Acton, 2018). In this way, such a dialogue should not be seen as an end in itself, but as a means
to the end of managing strategic competition aligned with an overall space strategy aimed at stabilizing
deterrence and keeping chaniseof communication open so an inadvertent war is avoided. To be sure, a key
determinant wil |l be China’s willingness to partic
constructive role in the management and maintenance of space otdsris commensurate with its status
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as a responsible great power in space (Stroikos, 2023: 19). Nevertheless, as far as NATO is concerned, an
effective space strategy will require a set of clear political objectives, pragmatism, empathy, patience,
flexibility, creativity, and strategic thiikg outside of the box, all key qualities of effective strategizing when

it comes to great power management at a time of strategic uncertainty.

Be that as it may, even though NATO' s overarching
right direction in terms of recognizing the | mpor
as a response to a changing global eomtof space activities, there are important issues that need to be
addressed. Whether NATO can be good at strategizing in space, which is imperative but not an easy task even
for single States, will be the crucial challenge. It remains to be seen whekiED Allies have the desire or

the capacity to formulate a comprehensive space strategy that aligns available means with clear political
ends.

Conclusions

This paper has examined the evolving global landscape of space activities and its significance for NATO,
highlighting three particular aspects of the current global space order: space militarization, diplomacy, and
the China factor. Today, global space ws#g is underpinned by the development of counterspace
capabilities by major powers, posing threats to the sustainable use of space and contributing to a security
dilemma in space between the United States and China with important implications for N&T&lthbugh
there are | egitimate concerns about @hnspaae€hasnoni | i t
challenged established international norms and principles associated with the space regime, until now at
least. It has also been argudtht, as far as U€hina space relations are concerned, the key challenge is how

to manage an increasingly competitive relationship without deteriorating space stability and security.

In this contextthe role of NATGn space security is of paramount importance. The Alliance has formulated

a space policy and recognizes space as a critical domain for the prosperity and security of its members.
However, NATO' s appr oach tchallesgpsand eertdinaimensionsobimgphce x i ¢
policy require more clarity. Cooperation with partners, particularly the European Union, and engagement in
arms control and space diplomacy are avenues that NATO should explore fidtirenver,contributingto

the norms of responsible behawvio in space and engaging in strategic dialogue with potential adversaries,
suchasChi na, are vital steps toward ensuring space
strategize effectively in this evolving enviragnt will be one of the most critical challenges in the coming

years.
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THE GLOBAL SPACECONTEK® 59+9[ hta9b¢ hC b!
IN SPACE

Dr Nicold Fasolg University of Bologna

Societies worldwide are heavily reliant on Space for civilian as well as military purposes. Today, Space is as
fundamental to everyday communications as to the conduct of nuclear strikes; a key enabler of global
interconnectedness and technological proggeis has moved back at the centre of great power competition.

Such conditions call for the development of a coherent, realistic, and sustainable NATO posture in Space.

So far, allied efforts have taken place within a very loose grand strategic design. Individual member states
have strived to adjust their policies and structures to the demands of Space seebritya truly shared

NATO approach has yet to emerge. ThiaAtle has yet to fully integrate Space in its posture as a siomk

domain on par with land, sea, air (and cyber). Even the necessary organisational adaptations might lead to
nowhere, if they are not embedded into a broader godknted strategic frameork, or absent sufficient
human and physical resources to sustain a joint NATO effort in Space.

Participants in this Working Group debated the normative and security implications of the expanding
relevance of Space for the Allies, with the aim of casting observations useful to the development-td-a yet
be-born NATO Space posture.

Normative context and political dynamics

There exists a rich international normative framework that strives to regulate Space activities, with an
emphasis on ensuring secure, responsible, and sustainable practices. Yet such regime, which is centred on
the Outer Space Treaty, is fragile, fragmeahteand slowly responsive to a fasticed international
environment. A mix of casgpecific injunctions and unclear principles leaves plenty of room for interpretative
grey zones and results in the patchy implementation of norms of bebavithe richness of recent normative

efforts undertaken within the United Nations, among other organisations, signals a relative degree of
willingness to better regulate Space. However, all such initiatives have been largely inconsequential, because
of the clash of principled positions and strategic priorities of key states.

This leaves Space in a condition of de facto anarchy, which states have to decide what to make of
paraphrasing Alexander Wendt. Participants in the Working Group showed somewhat contrasting positions
on how such challenge should be interpreted. On the band, Space anarchy could be seen as a structural
condition that is unlikely to be dispensed with. From such perspective, the current fragility of the normative
framework would persist and usher into increasing patterns of competition in and militansafi Space.
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I nter ali a, those who hold such view tend to secur
of departure to develop a NATO Space posture.

Other participants shared a more positive outlook on Space anarchy. They emphasised how the ordering of
Space had proven historically feasible, even at a time of intense strategic competition between ideologically
incompatible blocs-such as the Cold Waklbeit shaky, the existing Space governance regime is actually the
result of responsible practices of great power condominium implemented by the United States and the Soviet
Union; significantly, it represented a relative improvement with respect to tbemative void that had
existed beforehand. If the achievement of such result was possible back then, then it should not be excluded
a priori even in the current context. According to the proponents of such view, NATO should actively seek for
normative bargin and deescalation with competitors over Space matters.

The basic choice of what to make of Space anarch
inform the development of an allied Space posture. This issue should be settled within the North Atlantic
Council, coherently with the goals aadchbitions enshrined in the latest Strategic Concept.

Bridging the gaps between NATO, Allies, and Partners

When answering such paramount strategic question and charting its own Space posture, NATO should also
take into consideration broader problems and opportunities that might influence the efficiency of the
Alliance and its ability to maintain a strategic gedover competitors. In this regard, two main themes have
been identified and discussed by the participants in the Working Group.

First, participants stressed the difficulties in speaking the same language within the Alliance, also regarding
Spacerelated activities, standards and capabilities. Allies did agree on making Space an operational domain
and set | i mits suohddmam @0 veeapons systemtwdl ba deployed in Space and NATO
will not own Space capabilities). However, important avenues of discussion remain unexplored. Notably,
Allies have not clarified yet the applicability of Article 5 in the Space domaispérctve of (debatable)
arguments in favour of strategic ambiguity, a clearer stance on colledifencein Space is a logical
precondition for the clearer definition of NATO’ s
member states should agree on what constitutes an attack or harmful/irresponsible behaviour in Space. As
noted earlier, stiking such definitions is particularly problematic and has been hampering the progressive
development of international governance efforts. Within NATO, however, it should be easier to reach such
an agreement, in |ight agesandte likdnindeidnass af ks’'memberistatdsi t ut

NATO has proven its ability to foster convergence amongétmberstime and againr-from the operational

to the strategic level, from the standardisation of military requirements to the definition of common
approaches to tackle crises. This should be achieved in relation to-8pat=l terminology and principles

of behaviaur, too. By doing so, NATO would score three important goals: supporting a more efficient
implementation of Space capabilities; enabling more effective strategic messagiagisipartners and
competitors; and potentially contributing to broader internaial efforts to govern Space. In fact, by
agreeing on terminology and behauis already within NATO, the collective West would be able to speak at
other international fora, such as the United Nations, with a sole veicence acquiring greater bargaining
leverage.

43
SPACE: EXPLORI NG NATO'S FI NAL FRONTI EF



Second, participants in the Working Group have stressed the need to strengthen theEAp&tnership

also in the Space domain. The two institutions have signed an increasing number of common declarations
and policiesbut their practical implementation could be improved also to the benefit of Space activities.
Moreover, in such domain, the EU presents NATO with successful examples of normative andubahavio
convergence. Work conducted under the European Defence Fund, the EU Space Surveillance and Tracking
system, the Network of European Regions Using Space Technologies, as well as the drafting of an EU Space
Strategy for Security and Defence are conciestances of the possibility to foster convergence of views and
capabilities across European capitals. These also testify to the existence of a working set of ideas on which
select Western (read: allied) states agree already, and to the availability ale-8Bpated capabilities,

projects, procedures that could benefit NATO, too.

By taking stock of such HeH processes, NATO could set up new procedures to push forward its Space
agenda, urtap allied capabilities, and contribute more decisively to transatlantic Space security. Yet to do so
successfully, participants noted, the Afice should tackle two standing problems: first, bureaucratic barriers
and vested interests preventing the smooth communication between the two institutions should be
overcome; second, and related, Western decisiwakers need to escape prevailing thinkimy USEurope
relations, which sees the latter as either completely autonomous from or totally dependent on the former.
This dichotomous narrative hinders the synthesis of North American and Eurapeassts andprevents

the creation of greater synergy across the Alliance.

Further reflections

The Working Group generated a series of additional observations, recommendations, and questions for the
consideration -mmakersNATO' s deci si on

To begin with, participants looked at the ongoimipliferation of dualuse Space capabilities and invited to

reflect critically on whether such trend is structurally unavoidable, or civilian and military systems could be
kept separated. Some noted that their separation could be achieved, but that wotdil eerious material

costs and the potential risk of duplication. Yet efforts to reverse the entanglement of civilian and military
technologies could also generate benefits: first,
to competitors, thereby increasing the predictability of the strategic environment; second, it might help
governments regain greater agency in the Space domain, if they were to take on the responsibility to develop
and deploy military capabilities while the privates ect or ' s rol e were to be | i1
third, and related, by limiting the integration of commercial products into the military supply chain, the
vulnerability of critical Space capabilities-s#sis external shocks could be reduced.

Participants in the Working Group also noted that the development of an Allied Space posture should take
into consideration the nucl ear nature’ of NATO a
matter of Space governance. Moreover, thgplementation of such posture should be enabled by adequate

levels of resourcess-i ncl uding subject matter speciali st s, o]
Command Structure, as well as by greater transparency in the sharing of seeiéyantSpacerelated
information among the Allies.

Finally, participants stressed the continued relevance of two strategic imperatives, that NATO should
consider in charting its course in Space and beyond. First, NATO decégiens should strive to avoid over
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stretching the Alliance. In a world of limited resources, waning Western influence over global governance,
and increasing great power competition, Allied should keep its ambitions and activities strictly adherent to
NATO”s mil i tary nsThatmeansafar@xarmptegethacSpaceexplorisok should not fall
into NATO’'s responsibilities, which could include
Second, the development of a NATO Space posture should be an exerciseegystraking, indeed, without

falling into the contemporary trap of substituting strategy with plans. Planning for organisational overhauls,
Space activities, and related partnerships outside of a coherent strategic framework would result inthe aim
less wate of resources.

Conclusion

Space is an increasingly important domain for the preservation of transatlantic security and, as such, it
requires the development of a dedicated NATO strategy. The organisational adaptations implemented so far,
and the verbal declarations accompanying them, qualify as positive yet insufficient steps towards the
construction of a coherent, realistic, and sustainable NATO Space posture. Allies should engage in a deep
reflection on what their interests in space are and hitvey should be pursued visvis competitors. On the

basis of that, Allies should be able to identify adequate mechanisms for collective action in Space, also taking
stock of the work being conducted in other Western fora, such as the EU. Critical tisaisssues regarding

the entanglement of civilian and military capabilities, intliance transparency, and the proverbial balance

bet ween strategic goals and resources should be Kk
to a prematurefailure. The development of a NATO Space posture, grounded in a solid strategic outlook, is
precondition for the Alliance to remain ahead of the curve and fulfil its core tasks effectively in a rapidly
evolving world characterised by great power competitio
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NATO AND THE SPACE DOMAIN: COORDINATING NATIONAL CAPABIL
AS A PATHWAY TO SUCCESS?

Mathieu Bataille- European Spadeolicy Institute (ESPI)

Introduction

Space has become a strategic topic whose political and military salience has been significantly raised in the
past years. Most recently, the war in Ukraine has demonstrated the specific added value of spalodities

in a conflict characterized by an imbalance between two opponents, allowing weaker actors to withstand
aggression.

NATO decisiomakers are aware of the enabling nature of space for the conduct of war. In recent years,
they have taken several measures to increase the involvement of the Alliance in space matters and make
sure that NATO members do not miss the opportigsitassociated with these technologies. A space policy

was adopted by NAT@efenceministers in June 2019 (and a public version was released in January 2022); in
December 2019, the Alliance officially recognized space as an operational domain. Thisfiuasdaon the

2022 Strategic Concept, which lists the threats facing space systems and emphasizes the need to take
measures to respond to them. In October 2020, NATO Allies agreed to establish a NATO Space Centre in
Germany to support NATO operations awdtér information exchange and coordination on space efforts
(NATO, 2022a); and in 2023, a NATO Space Centre of Excellence was formally established to enhance space
related education and training, develop concepts and doctrine, and foster experimentidh ACT,

2023). Finally, at the NATO Brussels Summit in June 2021, the Allies declared that an attack against space

basis. This was reiteratdd the finalcommuniquéof the 2023 Vilnius Summit, which also recognized that
“maintaining secure use and unfettereddefercé eandt o
recalled the commitment taken by Allies to better share space data, ptedand services (NATO, 2023c).

This evolution was triggered by the recognition that space capabilities have become increasingly crucial for
the conduct of military operations while, in parallel, threats towards these systems have increased. According
to the Alliance, space is a key el@bfor action in other operational domains and must therefore be

protected. I ndeed, space systems are relevant for
Defence” and “Defence of Space” (Bataille and Mes
“Space for Defence” relates to the multiplicity o

support or enable the conduct of military operations on Earth. These applications are manifold. In the remote
sensing area, Intelligence, Surveiteanand Reconnaissance (ISR) is an essential tool providing situational
awareness to support decisianaking at strategic, operational, and tactical level. Sgaseed contributors

to ISR are Earth observation capabilities (with different types of senandskignal intelligence (i.e., the
interception of signals used for communication or other purposes). Similarly, $&seel early warning is a
specific technology detecting the launches of missiles through the heat they emit. This capability helps to
better protect military forces and assets located in the targeted area. Meteorology is crucial to plan
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operations through better knowledge of the environmental conditions. Beyond traditional meteorology,
defence actors are now interested in getting information on the atmospheric, oceanic and space
environment. In parallel, secure satellite communications enable the transmission of data and orders and the
command and contrg|C2)of military units. These systems also allow to pilot and retrieve information from
unmanned vehicles. Position, navigation, and timing (PNT) is a crucial capability to locatetrdbedield

and trigger precise and synchronized operations. PNT is also required for the use of prgaidexh
ammunition. Finally, given the role played by space systems, Space Situational Awareness (SSA) is increasingly
sought after by military authdties, including for operations that are conducted on Earth. Indeed, SSA is a

tool to protect the space assets on which these operations rely and provides intelligence on the presence of

adversaries’ satellites ovVer pprapiateoneasurest(e.gg to &dncedl h e a t
actions being prepared). The concept of SSA has recently evolved towards Space Domain Awareness (SDA),
which consists of “detecting, identifying and <ch

describirg and understanding their behavis, and connecting this information to underlying doctrines and
related space systems” (European Commi ssion and H

The “Defence of Space” di mension refers to the p
threats they are facing. Indeed, counterspace technologies, destructive or not, are being developed and
fielded by potential adversaries of NATO to dpr damage or destroy space capabilities and deny the
advantage provided by space. In parallel, there is an accelerated development of technologies withedual
applications (e.g., rendezvous and proximity operations systems). These systems can semwe wiilitary

purposes, and be used for both beneficial (e.g., repairing a satellite) and nefarious (e.g., disabling a
spacecraft) purposes. Therefore, they create additional risks, as they could be deployed under civilian
auspices but ultimately be usedo t ar get ot her countries’ spacecr af
the active and passive technologies aimed at enhancing the security of satellites, hence capabilities such as
appropriate SSA/SDA oranoeuvrablespacecraft are relevant for thisrdension.

Space is thus a key enabler to achieve military objectives and this centrality is expected to increase in the
future. NATO will therefore need to continue counting with this domain and will have to develop or procure
appropriate capabilities. While exisgmational capabilities of the Allies provide a good foundation, NATO is
pushing forward several initiatives to connect them. Such initiatives may benefit from best practices
developed in other contexts, like the EU.

¢KS aLI OS Ol LI oArftAaiGASa 2F b!e¢eh 1ffASasr || 3JI22R

NATO is not a spacefaring organization. Although the Alliance had operated its own satellites for decades, a
change occurred in the 2000s; since then, the Organization has relied on its members for the provision of
space data. Nowadays, responsibility fbe control and command of satellites are left to their national
operators; however, the Alliance is the proprietary of ground stations and user terminals used to retrieve
data from the space systems, thus giving it the possibility to control and sekcedlipients of these data.

Two major progrenmes were set up in the past decades to procure Satellite Communica&a€dqm
services from selected NATO member countries. The first project, ISAT@MPost2000, ran from 2005

to 2019 and allowed France, Italy and tbaited KingdomUK) to sell the overcapacity of their national
SatComcapabilities to the Alliance. The same countries, joined by the United States, then signed a
Memorandum of Understanding to deliver the same service between 2020 and 2034. Overall, the Alliance
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has planned to spend more than one billion euros during this period (NATO, 2020). In addition, NATO also
gets SatComcapacity from other countries through dedicated agreements. For instance, in 2016, the
Luxembourg firm LuxGovSat was awarded a contract to enable secure communication between the UAVs
used for the Alliance Ground Surveillarig&sSBystem and their ground segment.

NATO could afford to abandon ownership of its own systems and rely on its members because it includes the
most advanced spacefaring nations. These nations have developed military, governmental andedual
satellites for their own purposes, but they cas@be beneficial to the Alliance. In recent years, some Allies

have also displayed willingness to make the provision of space services part of their NATO contribution.
Luxembourg is a prime example: on top of the LuxGovSat contract, the country annohatddta from its

next Earth observation satellite, LuxEOSys, will be provided to the Alliance. Moreover, in 2023, an agreement
was signed between Luxembourg, the United States, and NATO; under 4garlprogram, Luxembourg is
acquiring 195 millioneus wort h of capacity from SES’ O3b mPowe
NATO (Rainbow, 2023).

To understand the capabilities on which NATO can rely, it appears therefore necessary to get an overview of
the space assets of its members. The table below presents the spacecraft currently owned and operated by
NATO Allies, which have a declared militanypose.These spacecraf@re either fully military or dualise
capabilities publicly used for military applications. The list excludes spacecraft launched for technology
development. Some of them may have been funded, developed or operated by seviéoabkrtagether; in

that case, they are listed with the primary owner and other involved NATO members are spkcified.
Moreover, although they are not presented in the table, it is worth noting that Allies can provide space
support to NATO through purely civil governmental satellites as well.
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I Non-NATOmembers can also be involved in some of these programs but, for the sake of clarity, they are not
mentioned here.
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In addition to institutional satellites, it is likely that NATO members will increasingly rely on commercial actors

to serve theirdefenceobjectives, either through specific partnerships or the direct purchase of data and
services. The latter trend is growing in the Western world, and the war in Ukraine has emphasized the added
value of private actors to anticipate, plan, and react to asisri(e.g., Starlink allowed to restore
communications of the Ukrainian military after the disruption of existing infrastructure). Commercial space

is thus becoming part of the military decisioma k er s’ t ool box. As a conseque
benefits provided by these actors, either through its members or by directly procuring their services. This is
even more |likely as a |l arge part of the most succe
territories (e.g., SpaceX and Maxar ie tinited States, ICEYE in Finland). Whether these private capabilities
should remain complementary or become the backbone of operations (at least for some activities) remains
debated, but their added value is recognized across the Alliance, which will lieel to their increased
exploitation.

NATO can therefore rely on the institutional satellites developed by its members, but also ‘dingghe@wer

of their commercial space ecosystem. However, the integration of space into NATO operations can still be
enhanced and interoperability between the different stakeholders could be improved. This raises questions
about the steps that NATO can actively taemprove its involvement in space activities and grasp all the
opportunities they offer.

The future of NATO in space: leveraging existing capabilities

When space was declared an operational domain in
careful in clarifying that the Alliance does not plan to develop offensive capabilities, that is, capabilities in
space or on Earth that would be abletod r upt , damage or destroy other n

Allies are openly developing seléfencecapabilities which, if they are not designed to attack other satellites,
would protect assets in orbit, in particular through better monitoringhafir immediate surroundings. Such
information could then be used to call upon other nations for their potentially threatening actions. At NATO
level though, the shorterm evolution and growing involvement in space capability development is likely to
focs on one mission: “ensuring effective provision
mi ssions and ot her i&¢tSipvaictei eso’r (DeAXATed,ceZ022b) ,

The NATO Space Policy released in 2022 provides some details on what the Organization plans to do when it
comes to the development of space capabilities. On the one hand, the Policy underlines the importance of
nati onal assets andvehei ghuy?! BbhaboAltyeandesain
make the most of these capabilities in the context of the Alliance, it is necessary to ensure that data, products
and services coming from different stakeholders (governments, industry) caadiy esed by the armed

forces. Therefore, it appears necessary to develop solutions to combine them, which raises questions
regarding the compatibility and interoperability of the different systems used. This is where NATO could play

a role, hence the irgration of the space domain into its capability development programs (NATO, 2022b).

To reach these objectives and encourage a cooperative approach to space between Allies, NATO has set up
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several initiatives. Two of them are particularly meaningful: the Alliance Persistent Surveillance from Space
(APSS) and the Strategic Space Situational Awareness System (3SAS).

The Alliance Persistent Surveillance from Space (APSS)

The APSS was set up in 2022 and formally launched in February 2023 (Davis, 2023), with the signing of a
Letter of Intent between eighteen countries and an initial contribution of 16.5 million euros provided by
Luxembourg.

This initiative takes stock of the evolution of the Earth observation (EO) sector, in particular, to serve security
and defenceobjectives. Actors from this domain making use of EO capabilities to perform their missions
express a growing interest in multisource information (in terms of sensors but also integrating new
approaches such as OSINT), push for more integration betwesae snd terrestrial (includingncrewed

aerial vehiclesUAV3, Highaltitude platform station HAP$ aircraft, radars, etc.) telligencegathering
means and consider data fusion as a rugve to provide addedalue products.

The APSS takes all these changes into account. | r
NATGowned space hardware but rather to interconnec
centric” initi aagriostiead solutionracghn oisst i“cs”e n(sNbAT O, 2023b) .
spacebased surveillance and better i ntegrate space
objective to support the conduct of NATO operations. APSS is, therefore, an intelldyerereinitiative, and

wi || not include any component related to action

collection, sharing and analysis among NATO Allies and with the NATO command structure, while generating
cost s(HATO,2023a). Indeed, NATO representatives realized that a wealth of ISR data was produced
by space assets and could be better exploited to fill the gaps identified at operational and strategic level,
even though ISR data sharing was already occurringngmidlies The relevance of EO data in the war in
Ukraine gave additional impetus to this assessnfent.

Facing this reality, the APSS was conceived. The initiative has three dimensions: a political one (managed by
the International Staff), a military one (managed by SHAPE, with a more opergtiensplective), and a
technical dimension (with the involvement of the NATO Communication and Information Agency, NCIA).
Specific objectives of the initiative are the following (NATO, 2023b):

T Achieve “persistent surveillance”, t hat i s all
time;

1 Increase spacbased intelligence sharing across the Alliance, leading to a more comprehensive
crossdomain intelligence picture necessary to inform political decisiaking and military
operations;

T I mprove NATO's overall intelligence -dwhedandgh a
commercial spackased assets, technologies, and data;

1 Increase the speed at which spdeased data is collected, aggregated, and delivered by leveraging
new technologies like Artificial Intelligence (Al) and machine learning tools;

1 Ensure that data is in usable formats for NATO decisiakers and military commanders;

2 Interview with NATO representative
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9 Build, through training, education, and cooperation, a community of practice among NATO nations
that will increase data management efficiency and enhance national and collective resilience.

In this view, capability development will happen first and foremost at the ground level to collect, process and
fuse the data received from institutional and commercial satellites through the establishment of a virtual
constellation called Aquila. The fisalls for industry participation in the APSS were published in 2023. The
technical implementation of Aquila will initially rely on the Luxembourg contribution and be implemented by
the NCIA Allies will be able to contribute to the APSS in three main ways: by providing data, analytic capacity,
or monetary contribution. In the near future, it is expected that a Memorandum of Understanding will be
signed between participating countries and NATi@is making the whole framework more sofid.

The Strategic Space Situational Awareness System (3SAS)

While the APSS addresses sphased systems monitoring the ground, NATO is also interested in developing

its capabilities in space surveillance. As previously explained, SSA is-lhamaisd conduct operations in

space but also brings major added valnéhe planning of operations on Earth. Several NATO members own
groundbased SSA capabilities (e.g., France, Germany, the United States), including some directly managed
by military actors; a few countries also have developed spacecraft dedicated to mheillsunce of other

objects in space (e.g., the United States with the Geosynchronous Space Situational Awareness Program).

I n this context, NATO |l aunched a pilot projet cal
project benefits from a contribution of Luxembourg amounting to 6.7 million euros, which was formalised
through the signature of a Joint Statement in 2021. As expressed by NATO Deputy Secretary General Mircea
Geoana, t he obj ect iunderstandfspaBeSBjetts and space evénts, eandttheir effects
across all domai ns” ( NATO, 2021) . Délanceef Lugembotrg s el vy .
Francois Bausch, “0t wi | | further i mprove NATO HC
made and natural threats, predict and assess the risks involved and support mitigation measures protecting
space and gr omaodl).assets” ( NAT

The 3SAS initiative will, therefore, support freedom of action in space but contribute as well to the work of
the Situation Centre of NATO, in particular its Geospatial Section. However, it is worth noting that 3SAS
remains a decisiomaking tool dedicatetb informingdecisions taken at the Council, and not an operational
instrument. An additional objective of this initiative is to increase coordination, cooperation and data sharing
among Allies in this field. The project will also rely on private compairieand outside theefencesector,

to help with the development of relevant technologies. Therefore, it is in line with the ambitions expressed
by the NATO Space Palicy.

Other initiatives

In addition to the APSS and the 3SAS, NATO will expamtéss to space capabilities through other ongoing
initiatives.

3 Ibid.
4 Ibid.
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First, with the MEO Global Services (MGS) program (already mentioned), the United States and Luxembourg
will contract SES and its O3b mPOWER constellation to prBai@@onservices for NATO operations in the
next ten years. Thi s program is conducted throu
participating nations define their requirements together but request the NATO Support Procurement Agency

to contract theservices on their behalf. Using such a framework also allows other countries i flogy

wish.

Second, the NATO Science and Technology Organization implements the NATO Alliance SmallSAT
Constellation (ALLSAT), a “r e s-eakh natidmallyewndd i satellitey a i r
constellation as a testbed for collaborative S&T and experirmigmtan low-Earth orbit. Each satellite in the
proposed constellation would carry three S&T payloadspace weather sensor, an optical sensor for space
domain awareness and an optical communication payload for the ALLSAT constellatidnthe entire
system would be owned by Nations” (NATO Science a
two primary objectives: accelerate technology development among Allies and ensure interoperability of the
future military capabilities on which NATO willyeThe expected date of launch thiese spacecrafts 2024.

Finally, NATO funding entities will also support space projects. Thus, both the Defence Innovation Accelerator
for the North Atlantic and the one bhillion euros NATO Innovation Fund have identified space as a domain of
interest for their activities and cod) therefore, contribute to the development of future space capabilities.

Overall, NATO supports the development of cooperation and coordination on space affairs between its
members and wants to foster the interoperability of their capabilities. Indeed, the main objective of the
Alliance is not to develop capabilitipser se but to get and transmit data thas useful for its operations. In

this sense, APSS and 3SAS iclehasticdceot me cldav@pf pae
from a focus on ownership to access to data. This shift and the greater involverinBIAT® in space will

lead to the necessity of sharing more data between Allies. To this end, the NATO Space Policy asserts that
one of the key roles of the Alliance is to “facil
bet ween A¢l sesviecpa, products and capabilities” (]
endeavourwas acknowledged by the Allies at the latest Vilnius Summit, this is a challenging task that will
heavily depend on the goodwill of nations. First, NAT® hat managed space projects for almost two
decades, which can lead to limited expertise on these matters. Second, Allies are currently not equally aware

of the importance of space for military operations and do not all enjoy the same level of capabilities
Therefore, their interests in space may not always be perfectly aligned, an issue that the NATO Space Policy
is targeting but will take time to solve. To help NATO succeed, it is relevant to look at similar efforts conducted

by other organizations and éatify the best practices that could be transposed to the Alliance. For instance,

the European Union has been working for years to establish cooperative projects in the field of space, and
some of them could be used as potential models for NATO initiatives

The European Union, gelevant model for NATO initiatives

The EU is a growing actor in space and is increasingly linking its space activities to security concerns. Several
projects have emerged in recent years, be it in the context of the Permanent Structured Cooperation (PESCO),
the European Defence Fund (EDFjhe European Defence Agency (EDA). Most of them aim to incentivize
greater cooperation between EU Member States, including for the research and development of new military
space capabilities. On top of these recent initiatives, more established framsvads& exist, which could

54
SPACE: EXPLORI NG NATO'S FI NAL FRONTI EF



prove a valuable source of inspiration for NATO ambitions. Some of them are similar to the efforts
undertaken by NATO with the APSS and the 3SAS, which makes the comparison relevant. The remainder of
this paper willanalysetwo EU entities/initiatives: the EU Satellite Centre (SatCen) and the EU Space
Surveillance and Tracking Partnership (EU SST).

The EU Satellite Centre (SatCen)

The SatCen was created in 1992 by the Western European Union and incorporated as an EU agency in 2002.
It is under the supervision of the Council of the EU, but its operational direction remains the responsibility of
the High Representative/VigeresidentHR/VP) of the European Commission, who is in charge of managing

the Common and Foreign Security Policy of the Union (CFSP), including the Common Security and Defence
Policy (CSDP). The main mission of the SatCen is to support the datakimg and actio of the EU and its
Member States through the provision of geospatial intelligence products and services. It can also support
other international organizations. The SatCen is the entrusted entity delivering the Support to EU External
Action (SEA) componeaf the Copernicus Security Service and supports Frontex in the delivery of the Border
Surveillance component of the same service. Finally, it also carriesesedirch and developmenRg&D

activities to support its operational activities.

In the context of the war in Ukraine, the SatCen was asked by the HR/VP to provide geospatial intelligence
to Ukrainian authorities immediately after the Russian invasion in February 2022 (Reuters, 2022). It has
delivered intelligence to EU decisiomakersduring the conflict, for instance about the destructions in
Bakhmut and Mariupol, the consequences of the destruction of the Kakhovka dam or the risks around the
Zaporizhzhia nuclear power plant. These analyses were also shared with Ukraine (EEAB)@@23)e, the
SatCen directly contributes to the definition of EU position and actions and to Ukrainian deugskimng in

this conflict.

The SatCen does not own any spacecraft, and images from the Copernicus program are only used in the
context of the SEA. Otherwise, the SatCen relies on -gpence information, national spacecraft in the
framework of existing agreements, as well as comna¢apabilities, like NATO plans to do with the APSS.

It also exploits nofspace data, such as aerial imagery and collateral data, to strengthen its analyses and
prepare its products.

Commercial actors constitute the main source of data for the SatCen, which makes an increasingly extensive
use of their services to provide a situational picture that is as complete as possible. Therefore, the SatCen
has signed agreements with various camfes to guarantee access to their imagery in a secure manner and
respect its confidentiality requirements (e.g., about its areas of interest).

The SatCen can also benefit from governmental capabilities through several agreements signed with EU
Member States possessing relevant space assets f
Helios 2 and CSO, while classified direct lirdssetbeen established with Italian COSI8kyMed first and

second generations as well as with the German-Bége¢ and SARah ground segments (Bataille and Messina,
2020). However, the provision of data coming from national military spacecraft depends exlglusivthe

wish of the country operating the asset, which may be reluctant to do it for national security or confidentiality
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reasons: Moreover, the delivery process for these data takes time, while users increasingly waneaéear
time information®
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Once raw data is collected, a dedicated team processes the images, which are then delivered to the analysts
(EU Satellite Centre, 2023). Depending on the request (especially if it does not require a complex analysis),
the Centre can also make use of dateeady processed by the provider. SatCen chooses the best way to
respond to the user’s demand and delivers the appt
analysis to facilitate their understanding by the requesting organization.

The SatCen interacts with a multiplicity of potential users, a challenge that the APSS will also face. To
overcome this difficulty, a clear process has been established to guarantee the efficiency of the Centre. Every
year, an annual Plan is set up to mgedhe different requests that are already known and establish a balance
between the different priorities of users. A harmonization of the initial set of requests takes place in order
to avoid overlap and redundancy between them, and EEAS representatikfesnp a prioritization of these
requests. This allows SatCen to start the year with streamlined guidelines for its activities but, of course, the
Plan is then adjusted to adapt to potential unexpected events, as was the case with the start of the war in

5 Interview with a SatCen representative
6 Ibid.
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Ukraine in 2022 (EU Satellite Centre, 2023). At a technical level, SatCen is increasingly working with open
standards to address the diversity of its usérs.

The EU Space Surveillance and Tracking Partnership (EU SST)

The EU SST Partnership is a framework allowing 15 EU Membe? 8tatkectively provide data from their
groundbased and spacbased sensors to survey and track space objects, as well as processing capabilities
to analysethe data and deliver related information. The EU SST provides three types of services for collision
avoidance, reentry analysis, and fragmentation analysis. Since the beginning of 2023, these services have
also been open to neieU users under specificraditions.

The EU SST was created in 2014 and a consortium of five original participating Membet \@iates
established in 2015, which then extended to seven in 2019. In 2022, the Consortium evolved into a
Partnership and welcomed eight more States. The Front Desk of the EU SST, which operates the portal
delivering the services, used to be managed by Sabeé@ére transitioning to the EU Agency for the Space
Programme (EUSPA) in 2023. These evolutions show that the EU SST is a flexible framework able to integrate
an increasing number of participants, a characteristic that may be of interest to the 3Sat&/enaf NATO.

Indeed, SSA/SDrelated initiatives are strengthened when the number of their contributors increases, as

well as the diversity and location of the sensors used.

To become a member of the EU SST, EU Member States must submit an application to the European
Commission to demonstrate compliance with two main criteria: the ownership or access to SST sensors or
operational analysis or data processing capacities; and ast@ablishment of an action plan for the
implementation of the actions supported by the framework. The Partnership relies on national capabilities,
which remain fully under national control; therefore, Member States are also responsible for their
maintenarce, operations, and renewal. The governance of the Partnership is led by Member States and
leaves room for gradual networking of their capabilities, while giving responsibilities to the European
Commission (the EU SST being a-cwhponent of the EU Spacer ogr a mme) . The Co
responsibilities are mostly related to the admission of new members and the determination of the actors
entitled to access the EU SST services.

To provide the services, the original participating countries have shared the work and specialized in one of
the following activities: sensor networking, data processing, or service provfsigational Operations

Centres (NOCs) lead the operations. In particular, they use the unclassified SST dspmtiat and shared

in a central platform, the EU SST Database. The Database also enables the management of sensor tasking
and provides additional information (e.g., status of the current network). To generate the three services, the
original participatingountries also use the data they have in their national databases and those of the other
members of the Partnership. These services are delivered via the SST Service Provision Portal, which is

7 Ibid.
8 Austria, Czech Republic, Denmark, Finland, France, Germany, Greece, Italy, Latvia, the Netherlands, Poland, Portugal,
Romania, Spain, and Sweden.
® France, Germany, Italy, Spain, and the United Kingdom (which left the EU SST after Brexit)
10To keep the governance and service provision model efficient and agile without interruption, countries that have
become members of the EU SST afterwards mostly share data from their sensors but are not involved in the
processing or generation of the ser&s.
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managed by EUSPA. Through this Portal, EUSPA oversees the distribution of SST services to all users anc
conducts activities on dissemination and performance reporting.
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Several of the capabilities used to provide data to the EU SST are owned and operated by the armed forces,
thus raising concerns at national level regarding the security of data sharing. To overcome this difficulty, a
specific process has been implementBdita are vetted at national level before being transmitted to the EU
SST Database. However, a fully revised Data Pol i
sensor measurements, for which vetting at national level is not anymore requirgi@aid, the sensitivity of

these data is determined at the level of the EU SST Database and Catalogue and, once the appropriate
security measures implemented, data are integrated for the generation of EU SST services. In addition, a dual
governance has beeestablished, with involvement of the military. Indeed, although each Member State
nominates one representative to the Partnership (most often from the national space agency), they are
supported by a representative of the armed forces, ministriededénce, or national security agencies in the
Security Committee. This Committee makes sure that SST data and information are exchanged in a secure
manner, and designs and monitors securtyated and data policy issues. A similar body would be of
particular inerest to alleviate the potential concerns of NATO Allies willing to participate in the 3SAS.

Commercial actors also provide data to the Partnership through contracts with Member States and funding

of the EU. There is currently a willingness to increase this contribution. Therefore, together with the European
Commission, the EU SST launched tl $ession of the EU Industry and Staps Forum (EUISF) on STM in
April 2022. The main objective of the Forum is tog
commerci al sector to achieve a hi g3e2022). ev el of st

Drawing lessons from EU initiatives

EU efforts in pooling and sharing capacities fronMigsnber States and the private sector can provide useful
lessons for the implementation of NATO initiatives in space. Indeed, the APSS and 3SAS are in their infancy,
and their structure can still be shaped.
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First, NATO must make sure that the frameworks it is proposing bring actual added value compared to the
outcomes that would be reached through national efforts only. For instance, they could deliver targeted
analysis via products dedicated to specific gsarcollect and integrate data from scattered sources that are
complementary to each other.

Second, requests to receive the data, services, and products should be made through a unique system
centralized at the NATO level in order to facilitate the access of users to the desired information and
encourage them to adopt the system. In addition,aamgements for data exchange should be established
before a crisis occurs, to make sure that established processes are up and running when they are actually
needed.

Third, data coming from national assets should be shared on a voluntary basis to overcome any potential
reluctance from allies and, to incentivize NATO members to contribute, appropriate measures should be
taken to guarantee the security of the data excharprocess (e.g., creation of a Security Committee and
elaboration of a Data Policy for each initiative).

Fourth, the established frameworks should be flexible enough to accommodate new partners even after their
creation and facilitate their integration and contribution to the joint effort.

Fifth, private actors from both traditional and emerging spacefaring nations should be involved in order to
increase the quantity and quality of data received while supporting the economy and innovation in NATO
member countries. To this end, NATO needsxpand its links with the space industry, which remains limited

at the moment. The establishment of specific mechanisms to foster this relation, such as the recently
announced Spacenet network, may be a first step.

Finally, NATO would likely benefit from liaising with other similar initiatives to directly benefit from their
experience and create synergies with their own activities. Close cooperation would also allow to avoid
unnecessary duplications, a risk that megypear given the current objectives of the APSS and 3SAS. For
instance, in the latter initiative, the actual interest of NATO stakeholders is related to SDA (i.e., the exact
mission of an object) more than the safety dimension of SSA (e.g., avoidingrsgjlisooperating with

existing initiatives such as the EU SST could convince militaries to use these ones while enabling the 3SAS to
focus its resources on one specific mission: identifying the limited number of objects of military interest and
gatheringrequired intelligence on them to benefit military missions.

Conclusion

Due to the enabling function of space for military operations, NATO has a vested interest in enhancing its
involvement in this domain. At the same time, the Organization has clearly expressed that it will continue to
rely on national assets. Consequenthg main issue consistd findingsolutions to improve interoperability

and datasharing across various capabilities and 31 countries. Experience from other joint multinational

efforts involving a large number of partners, such as those carried undartiteella of the EU, can prove

to be a relevant guide for action for the Alliance. However, when delving deeper into the space domain,

NATO must be aware of a few additional elements.

First, beyond purely military capabilities, it is likely that NATO member countries will increasingly rely on
dualuse capabilities (i.e., systems serving both civilcommercial and military missions). The Alliance should

59
SPACE: EXPLORI NG NATO'S FI NAL FRONTI EF



support the development of such capabilities by its members as it will serve its missions without straining
the militaries’ financi al resources. I n addition
capabilities developed by its members. Indee such diversificatilabour c @ @alsd |
occurs in the EU SST, for instance), which would strongly incentivize countries to cooperate to access a
greater variety of data, products, and services (Palombi, 2023).

Once capabilities will be fielded by participating countries, NATO should verify that they are operable, in
particular by making sure that allied forces are able to use them properly due to appropriate training,
exercises and wargames. The overall underdiag of space within NATO needs to be improved at all levels
(policymakers, military leaders, etc.) and the relevant measures should be implemented. It also appears
necessary to ensure that NATO has the required workforce to deal with an increasing spi@ce in the
activities of the Alliance. So far, 85 people are expected to be dealing exclusively with the space domain by
2030, which is clearly not enough and does not match the ambitions of the Alliance.

Finally, the increasing reliance of NATO on space means that it will need to convince its members to better
protect their space systemfJefence of Spack This could lead to other capability developmemgrams

this time focusing on operations in space. Some NATO members are already carrying out such projects, but
how it can benefit all Allies remains to be seen.
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Abstract

NATO, like other advanced military forces, relies on space for the full extent of its military capabilities. From
navigation and communications to meteorology and reconnaissance, space is vital for modern defence. The
denomination of space as an operatidmgwmain by the Alliance in 2019 simply formalized what was already
known: that space was fundamental to operations but, further, could itself become an environment at risk
through the use of counterspace measures and weapons. With this recognition cantetision of how

NATO was going to handle space: not owning any space assets themselves, the Alliance would rely on its
Member States to put forward capabilities such Z&ellite Communications $atCom and spacdased

remote sensing. This triggers questions around how these capabilities will be integrated and ultimately,
become compatible with members’ other capabilitie
guestion about how informabn can be shared appropriately. While this remaimsadstacle, the war in
Ukraine has shown that classification and bureaucracy problems can be overcome if the need arises. The
utility of space assets further renders them a potential target that needs to be protecded attacks to

which must be deterredFor these reasons, space situational awareness (SSA) capabilities, collective threat
assessment processes and resilience measures must be considered.

Introduction

A modern military cannot function without access to space and without the many functions and assets that
space enables. Space has been used in medaynconflict since the 1990 Gulf War, when US troops made

use of GPS for their infantry and artillery mawents for the first time (Greenemeier, 2016). Fighting forces

hardly looked back after that watershed momers pace has become tightly ent:
technologiesUK Space Power Doctrine cl earpenmtiosstrelyobnispage t h a't
(UK Ministry of Defence, 2022). While the intersection of space and the military often seems like science
fiction at first glance, the oxymoron lies in the fact that the entanglement of space with other military
domains, such as ldnair and the maritime, usually consists of routine logistical matters, such as navigation,
communication, and intelligence gathering.

The very utility of space for militaries also renders the domain a potential target area: space systems could
become targeted themselves in order to disrupt or deny access to such an essential service as GPS. Space
systems generally consist of the satellib orbit, the ground station on Earth and the data links in between

the two (uplink sending towards the satellite and downlink sending towards the ground station). All elements

of these systems are potentially vulnerable and can be targeted by a nurmleunterspace weapons and
measures. In this way, disruption to a space system may take the simple shape of a data signal not reaching
its destination.
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Recent policy developments make clear that space is important to NATO and that its importance to the future
of defence as both a capability enhancer and a potential risk has been recognized. Thm20238niqué
states that space plays a critical role in securi
(NATO, 2023). Not only has it made clear that its deterrence and defence posture is supported by space and
access to the domain, but it also teriated during the Vilnius Summit in July 2GBat an attack to, from or

within space could ultimately invoke Article 5 of the Washington Treaty (NATO, 2023).

This paper wil/ outline NATO’'s approach to space
encounter when integrating space further into its military operations. By relying on its Member States to
supply space ¢ ap a bdersharingas gainedla aewAliménsian that musisbe takerr into
account for future decisiomaking and planning purposes. A fast understanding of the situation is vital in
every operational domain, but the risk of miscalculation in space is higher duestatttimes subjective

nature of space situational awareness, lending further importance to informed degaisadmng. What will
become essential for NATO will be increased integration and compatibility of assets among alliance members.
Alongside streamlinedhformation sharing, space threats can thus be understood better, and decisions can
be taken faster. Lastly, this will limit vulnerabilities and strengthen resilience through redundancy.

The NATO approach to space

While militaries active as part of NATO missions have been relying on space during operations, space was
also formally declared an operational domain in 2019 (NATO, 2019). What followed was the declaration of a
NATO approach to space in 2021 (NATO, 2028utlined how NATO was going to make use of spalog

not acquiring its own satellites (as it once had in the 1970s) but by instead relying on its Member States to
put forward its capabilities as and when needed.

Satellite Communications

The main functions that space supports are the bread and butter of defence logistics: communications,
navigation, Intelligence Surveillance and Reconnaissance (ISR). In terms of satellite communications, NATO
relies on a select group of its allies to pawithe capability. A memorandum of understanding between
France, Italy, the UK and the US will provide NATOS@t@onservices until the end of 2034 (NATO, 2021).

The national satellite systems SYRACUSE (France), SICRAL (ltaly), Skynet (UK) ands\WpplBrtidSied

by commercial providers in Luxembourg and Norway, form N8atGonServices 8 Generation (NSS6G)

and cover super high frequency (SHF), ditigh frequency (UHF) and extremely high frequency (EHF) bands.
The capability is run by the NCIA, which previously managefdt@onsatellites that were owned by NATO
(NATO, 2019). In this way, the program is managed in a central location with legacy knowledge. This means
that, in theory, existing expertise is being built into new structures, allod@ngontinuity and preventing

gaps as new systems are being incorporated.

ISR
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Meanwhile, space has become an important part of ISR. Not only can space assets overfly certain areas
multiple times a day, thereby being able to monitor certamneas over time, but they also have the further

benefit of not having to enter hostile airspacgimilar to its ability to us&atComthere is a streamlined

process for intelligence gathering and surveillance analysis, called Alliance Persistent Surveillance from Space
(APSS). This was formed by 16 member States in Fet

upofbothnat i onal and commerci al assets (NATDO, 2023) .
sur veil |l anarfastdata aollectionanywigere {(NATO Factsheet, 2023). The project promises that
the system wil|l hel pd owhaihn “icrotmelrleihgeensd ev’e-makingoasts t o

the political and military level, while also ensuring the data ceasible (NATO Factsheet, 2023). Further, the

use of Al as part of the system is meant to increase the speed of the collection and delivery of the data, while
it is promised that training and cooper actingbow wi | |
data is handled and ultimately increasing resilie(MATO Factsheet, 2023). If the system does as promised,
then Aquila will become more than the sum of its parts: rather than just functioning as an asset providing
services, the aim is to create a truly integrated data (sharing) approach by incorporatimgnaon asset. A

change in the datsharing processes of NATO, through a system that standscdntse and is inherently

joint rather than owned by any Member State, could prove a real gehanger for the Alliance. This is not

just potentially transformative for space: it is meant to further aid the digital transformation and the NATO
2030 agenda (NATO Factsheet, 2023).

Navigation and Early Warning Missile Defence

For navigation, NATO uses the US system GPS, which is used as the default navigation system by Western
States (Vasen, 2019). Meanwhile, the US provides NATO with itslspasee d ear l 'y warning
permanent ballistic missile defence mission.sTimeans that NATO is already receiving this data live, as US
forces would (Air Force Space Command, 2012).

Logistical Structures

While pulling together resources, such@atConand ISR, into coalitions, NATO further carved out a logistical

nervecentref or space: for “education and training, anal
experimentation, as well as doctrine development
set up in Toulouse, France and is the educational fgmist on space (NATO, 2023). Meanwhile, the

operational focus point for space r e mariCommandiint h t h

Ramstein, Germany (NATO, 2023). This is also where coordination and information sharing for the domain
takes place (NATO, 2023).

It must not be forgotten that the aforementioned structures still underlie the political structures within the
Alliance. In particular, the Space Centre sits under the Supreme Headquarters Allied Powers Europe (SHAPE),
which leads nine operational commandsut which ultimately reports to the political level (NATO, 2023).

This means that space is not unique in how it is being managdtimately, it is the individual Member

States who decide which of their capabilities they will put forward. While NAT@rsntly covered well in

terms of the space capabilities volunteered (specifically in the ISRSat@@bmareas), only time will tell if

space becomes more of a priority for other members, who are currently not contributing capabilities. As has
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been already pointed out by several experts, different threat perceptions in countries leads to different
defence prioritisations (McKay, 2022). In this sense, space capabilities are not unique but fall in line with the
rest of the military capabilities vonteered by NATO Member States: priorities will be different depending

on eachstate.

With space being a newly declared domain within the Alliance, many NATO members, including the US,
France, Italy and Germany, have only recently established their respective Space Commands, often under the
administrative wings of their Air Forces. Spacetsgies and policies are either in the works or newly
published (e.g., Germany, UK), and while space has been a part of the defence for decades, it is clear that
thinking around space and its integration into military forces is still developing. Thissnteah NATO
members range from fullfledged space powers (such as the US) to those who are still developing into space
powers. These different rates of maturity mean that the relative threat perceptions are going to diverge.
Specifically, countries thatodnot have sovereign assets and or do not conduct SSA on a large scale may not
prioritize the inorbit threats as much. Part of this will change with time, as space becomes more integrated
on an alliance level, with space evolving to become part of a dithreat perception. Heightened awareness

will further evolve with increased information sharing and the coordination of threat assessments. This has
two benefits: not only do emerging space powers get to benefit from the expertise and capabilities of
established space powers, but they also further practice a nature of joint deeisaking, which will enable

the Alliance to make informed decisions faster.

The Challenges of Interoperability

When pooling together these resources, the challenges faced by the Alliance include those of integration and
compatibility to guarantee interoperability. Integration with NATO assets and architecture, specifically in the
realm ofSatComwill need to be considered as part of the future force development of Member States. This
ranges from the strategic level all the way down to the tactical one and the procurement of technologies that
are able to “talk to enmuelbtospadcehasdonimunicatiors infpastrodiutegame i s 1
notoriously difficult to merge and integrate due to different security systems and modernization standards

for example, even while the hardware used may be the same, interoperability could still be hindered by the
factthat the security keys underlying those structures are different (RAND, 2019).

Another problem that underlies the collaboration for communications is differing levels of classification and
standards surrounding information sharing. This is particularly difficult in the domain of space. DeAnna Burt,
Deputy Chief of Space Operationstla¢ US Space Force, has highlighted this problem around information
sharing, stating that security restrictions prevent the US from sharing information about space systems and
in-orbit threats with allies outside of the Five Eyes intelligence allianedr{(E2023)! With renewed efforts

and commitments to share information in the cyber domain, there is hope that this may also spill over into
strides in the space domain (NATO, 2023).

Evidence for space being a particularly difficult area to share information has been the difficulty in sharing
information gathered through space assets at NATO level (Single, 2008). Similarly, the extreme sensitivity of
space programs is hindering discass within the US defence circles. As of autumn 2023, the US Department

of Defense was late in reporting to Congress on whether further programs could be declassified in the spring

1 The Five Eyes Intelligence Alliance consists of the US, the UK, Australia, New Zealand, Canada.
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of 2022. Part of the process involves removing bureaucratic barriers that allow further conversations within
the services, but also with the hope that more productive conversations with the commercial industry might
become possible as a result (Hadley, 202

The fact that bureaucracy can be worked in emergency situations became evident during the war in Ukraine.
As General James Hecker, Commander of the United States Air Forces in Europe, said, information was shared
that had not previously been disclosednot because of its content but because of the way it had been
collected— signifying that regulations can be overcome (Hecker, 2023). As such, the US is providing the
Ukrainian military with information about the location of Russian forces in-tiedd, incuding satellite

imagery (Harris and Lamothe, 2022). Command Sergeant Major T.J. Holland further explained on a recent
panel that the US passes frequency electromagnet.
2023).

While Ukraine has showcased that informatisimaring difficulties can be overcome, it makes sense to
already start thinking about future ways of sharing within the Alliance and how processes can be integrated
to make informationsharing easier. It is evidethat processes need to be built for both routine situations

as well as for emergencies in which alliance members or partners may require information that goes beyond
the boundaries of what is usually shared.

Space as a contested area

Space, while being considered an operational domain similar to land, air and sea, has specific characteristics
that require a unique approach. This applies to more than just the particular details, for example, the speed
of movement and distancesavelled that need to be borne in mind when operating in space. Rather than
“simply seeing space as a geography, wha't mu s t
operational domains and is a critical enabler for modern capabilities

It is, therefore, important that space is considered by modern militaries through two lenses: as an enabler
that underlies a whole host of different capabilities and as a domain that can be subjected to a number of
counterspace threats. Given the utility space for military operations, space systems may become targets
for attacks themselves. There are several counterspace measures and weapons which can have both
temporary and reversible as well as permanent and irreversible effects (Bingen et al., 36@%).of the

more common threats that satellites are likely to be subjected to within the coming years are spying,
spoofing, jamming, laser dazzling, and cyber attacks.

Counterspace measures

Surveillance by satellites is a relatively common activity in orbit, with numerous instances of States accusing
each other of approaching one of their own satellites for surveillance purposes. These include accusations
from France against Russia for atteting to intercept signals from one of their secure communications
satellites shared with Italy in 2018 (Reuters, 2018). Most recently, China accused the US of posing a threat to
its satellites through a close approach in geostationary orbit (Jones, 2023).
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Jamming and spoofing are both counterspace measures taking place in the electromagnetic spectrum. While
in jamming, a signal of the same frequency as the original signal is emitted and thereby disrupts the signal
that was about to be received, spoofing nmsathat the original signal is replaced with a fake signal,
potentially passing on false information (Bingen et al., 2023).

Cyber attacks can target various components of the space system and, much like cyber attacks in other
systems, their impacts can vary widely. They may include monitoring of data flows or loss of command and
control. One idea of a worstasescenario includes an attack that would allow the hackers to take control of
the satellite altogether. There has been an instance of such a hack through a ground station in 2007 and 2008
however, in neither case the saté#liwas maneuvered (Arthur, 2011). On the morning of the Russian invasion

of Ukraine in 2022, the satellite internet provider ViaSat was hacked via its customer modems, which downed
the network in several European countries (NCSC, 2022). This examplelynehows the potential cyber
vulnerability but also goes to show that commercial providers may be targeted due to the services they
provide to militaries.

Laser dazzling is used to interrupt the services of ISR satellites, though to what extent it has been
operationalized is not publicly knowfboth China and Russia are thought to be working on these capabilities
(Weeden and Samson, 2023). While meant t@lveversible measure that leads to the temporary outage of

the sensor taking in information, laser dazzling is far from an exact science and may inadvertently lead to
permanent damage.

Further counterspace weapons include dirastent antisatellite missiles, corbital kinetic weapon
systems, higipowered microwave lasers, and nuclear detonations (Bingen et al., 2023). None of these have
yet been used agai n sahdwauldpthetefere, prasant d redhine to besceossedl Givent e
this, it can be reasonably assumed that temporary,-koretic measures, which also provide a certain degree

of plausible deniability, are more likely to be observed in the coming years aaahilicts to come.

The most recent direeascent antisatellite weapons test was carried out by Russia in November 2021. It
drew international condemnation in particular because it put the astronauts, cosmonauts and the taikonauts

in their respective space stations at riSkhe group included two Russian nationals. The collision caused
around 1,500 pieces of trackable deBighi ch resul ted in all I SS i nhabi
protocol, which sees the crew confining themselves into their respective capsules (Soyuz and Dragon) in case
the space station suffers a direct and evacuation is needed (Gohd, 2022).

Protections and Resilience

The fundamental first step to protecting against
potential threats in one alkncompassing picture. Space Situational Awareness (SSA) is the capability that
allows the tracking of space assetsnadl as any potential threats, whether they be hurmaiade in the form

of an approaching satellite or be unintentionaspace debris, for exampfe.

2 Trackable signifies pieces of debris larger than 10cm. However also smaller debris pieces can create significant
damage.

3The ESA Space Debris Office estimates that there are more than 34,000 pieces of space debris big enough (bigger than
10cm) that are tracked, with around 1,000,000 pieces that are too small to be tracked but which may still have a
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It becomes clear that resilience and measures against threats are necessary: first and foremost, an efficient
SSA system that allows for quick understanding, then a collective threat assessment that allows for all assets
to be accounted for but also for epdy decisiormaking within the alliance, especially when a sovereign
asset is targeted or disrupted. Lastly, it requires a plan to counteract the disruption, either by countering the
threat or by falling back on other satellites and having a resilieriesyé place. This resilience might stem

from redundancy- being able to fall back onto other national assets or commercial providers (Burch, 2019).

The Alliance is already working on upgrading its SSA capabilitéh agreements to develop a Strategic
Space Sitwuational Awareness System (3SAS) as part
(NATO, 2021). Having a central system tiravides SSA and receiving aresltompassing picture of assets

will accelerate decisiemaking at crucial points.

This will not replace the due diligence carried out by operators providing for N&b@mercial, as well as
sovereign operators, will still have to watch their own assets through their own SSA systems, ensuring safe
operations. It should be borne in minthat by being part of the NATO infrastructure, the risk of the assets
being interfered with increases due to the nature of their involvement with a military alliance, as the ViaSat
case in February 2022 showed. Therefore, extra care should be taken upceethg safety of the assets
involved. In this case, 3SAS, by being the SSA system at HQ, is indispensable for central coordination and
planning.

Threat Detection and Assessment

Furthermore, SSA is critical for a collective threat assessment. As was previously mentioned by Benjamin
Silverstein, a collective process is key, as it otherwise might leave NATO allies arriving at different conclusions
about the severity or, indeed, thexact nature of the threat at hand, which may ultimately hamper alliance
consensus (Silverstein, 2020). The most likely scenario in case of a suspected attack against a NATO asset
would see the alliance using US SSA data to confirm the details of thetdptack. This is due to the fact

that the US has the most sophisticated SSA capabilities in the world. So, while a NATO collective SSA capability
may alert the Alliance to an incident, it is likely that the exact details would call for US assistdnatavilvV

be vital is that the US is able to share the information of the attack with the rest of the alliance. This will
matter, especially in instances in which the Alliance may be split or indecisive regarding an appropriate
response. The speed and comiginess of the information will be critical, as future decisions (whether to

move the asset, for example) are likely going to be tgaasitive.

If a NATO space asset is indeed under attack, then any decision regarding appropriate responses to take will
be a political decision ultimately. This includes the consideration of whether the attack constitutes a response
through Article 5 of the WashingtoTreaty. The Alliance would therefore be best placed to discuss potential
ways forward and available avenues of action already, in case the unprecedented occurs, such as a kinetic
attack in space. Given the unprecedentedness of such a dimension, discuasidikely to take time. Time

significant impact: even a small piece of space debris could have the impact of a hand grenade given the speeds of travel
involved in orbit (ESA, 2023; ESA, 2017).
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can be saved by putting these discussions on the table early, ensuring that the unprecedented does not catch
the Alliance off guard.

Lastly, while kinetic attacks are unprecedented, disruption to the electromagnetic spectrum is not. This has
been observed extensively in the war in Ukraine. However, the effects of the disruption can be mitigated
with preparation and measures for resiliem Therefore, resilience must already be built into the system
diverse system of systems containing both space and terrefiaiséd assets will restrain, and may
altogether prevent, disruption to the network.

Partnerships with commercial providers

Resilience through redundancy may become imperative for NATO, especially given that coalitions of systems,
including commercial providers, already form vital support elements, su@atSonmand ISR. Further, the
services of commercial companies could provide additional support even at short notice, even if they are not
part of the original infrastructure. Using private companies for satellite services in wartime settings is not
new in itself—for example, 90% of the bandwidth used by the US during thbakigtan and Iraq wars was
provided by commercial companies (ViaSatellite, 2010). However, the war in Ukraine has brought to the
forefront the speed with which commercial companies can fill vital gaps at short notice. While commercial
companies are by no @ans a panacea, they can provide resilience through redundancy.

Thinking about the communications domain, commercial providers could provide capacity that can be used
for nonsensitive communications and provide extra bandwidth in that way. Starlink is perhaps the most
prominent example of how the commercial world hassisted the Ukrainian armed forces in setting up a
resilient communications structure and even became the default measure to bring attacked cities back online
(Simonite, 2022). However, Starlink should not be considered as a template for future capability
development, given the unique and extremely casual way of how the partnership developed. However, one
key takeaway remains: commercial entities can plug important gaps and aid resiliency by getting disrupted
services back online swiftly.

When discussing the security and resilience of space systems, one must consider the different layers of such
a system. As such, commercial providers can provide the outermostlayt@ch brings bandwidth for non

sensitive information flows. Furthermorthe involvement of a private company may offer crucial expertise.

The cautious tale that Starlink has provided is the dependence on commercial assets, including the
government using the system not having full control over how the service is ultimately asedsuch

example is that Starlink is not available in Crimea. While requests had been made to make the service
accessible on the peninsula illegally annexed by Russia in 2014, Elon Musk has so far denied these requests
(Reuters, 2023). Lastly, the presid of Starlink announced in February 2023 that the service should no
longer be used for offensive purposes (Roulette, 2023). It is unclear if this obstacle has been resolved since
the contract with the US Department of Defense, as its terms are confald®ione and Roulette, 2023).

It is evident that collaboration with the private sector is beneficial for both sides and will be a vital factor in
staying at the front of the technological edge. Pulplitvate alliances, such as observed with the APSS
initiative, which has commercial pability baked into it, may provide a good solution: they allow the alliance
to work closely with innovation partners while also not relying on companies to step up to the task on short
notice, thereby putting a strain on their systems. On a further nittenables the industry to continue to
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grow: while the phenomenon of New Spaagamely the increasing commercialization of the space industry

- has made headlines and while the growth of this sector has been projected to skyrocket over the next
decade, it should not be forgotten that the supmide of the market has diversified much more than the
demand side has. As such, the rise in demand for commercial remote sensing capabilities has seen the
industry adapting by creating capacity, while the government has not followed up in handing out big
contracts (Erwin, 2023). While space is no longer the sole domain of state powers, they remain the main
customers of the industry. This is why a continuous conversation between the customer and the provider is
so important: by communicating their needscaconcerns openly, the military allows the industry to not just

plan longterm and tailor products accordingly, but it also allows for steady growth.

Conclusion

In conclusion, NATO needs to consider both the capabilities that space enables as well as the threats that it
may encounter. On the capabilities side, forthcoming challenges include integration and compatibility among
alliance members. In part, this wikquire coordination and planning that creates consistent information
sharing and compatibility at the tactical level. Further, it will require enhanced and more open information
sharing, which must be overcome by lowering classification levels where |[gosBite war in Ukraine has
showcased that in the case of an emergency, bureaucratic hurdles can be overcome. Putting systems in place
now could mean not only smoother information sharing as a matter of routine but also that there are
processes in place folhe next emergency, allowing for vital information to be passed on as appropriate.

With all the utility that space offers, it also presents an additional area of attack in multiple ways: ground
station attacks and cyber warfare are some of the simpler ways in which even-gpaoa power or non
stategroup could disrupt space services. Further attacks include challenges to the electromagnetic spectrum
and even kinetic actions. While the latter is yet unprecedented, it is critical that NATO decides already at a
political level what an appropriate respse to a range of threats might loakd. Unprecedentedness does

not excuse unpreparedness. On a technical level, it is important that there are central SSA capabilities in
place that will supplement the collective threat assessment process that will have to occur should space
assets in opettzon for NATO come under threat. Lastly, the resilience of space systems will be key for future
operations. Part of this process is informatisharing between allies, which allows for assets to be protected
when needed. Another part is that of buildingdumdancy into the systemperhaps through burdetsharing

with other allies or with the tien of commercial partners, who are already an essential part of the growing
space initiatives. Further considerations will have to include how commercial entié@scuded in systems

that are otherwise made up of sovereign and militasyned assets and how responsibility and risk can be
shared, should these assets come under threat because of the clients they serve.
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WORKING GROUP REPORT

SPACE CAPABILITIES ANDNADOW/ TO UNDERSTAND BETTER AND
DECIDE FASTER

Alessandro Marrone Head ofDefenceProgram, Istituto Affari Internazionali

Participants in the WG2 focused on a specific angle of the broader theme of space capabilities & NATO:
how to understand better and decide faster, an issue that touches upon both the strategic and operational
levels of decisiommaking at both national andMATO levels. A substantial consensus emerged on four main
elements:

- the Alliance’s added value with regard to esta
level;

- the role of commercial actors and the need for solid puplivate partnerships;

- the combination of people and technologies to deliver significant outputs and the issue of staffing
within NATO bodies;

- transatlantic burden sharing and NA'/BD cooperation, taking into account the unique space
capabilities owned by the Union.

NATQ added value

Participants took stock of the reality whereby the US already put significant effort&arth Observation

and Space Situational Awareness at the national level, while European allies do approach EO, -SSA and
broadly speaking space at the national level, through the European Space Agency level, via the European
Union. Namely, the EU counts significant initiatives like the EU Space Surveillance and Tracking (SST)
consortium and the Satellite Centre.

Against this backdrop, NATO has to recognize the complexity of the currentiayeited frameworks in
Europe while bringing added value with initiatives like Alliance Persistence Surveillance from Space and
Strategic Space Situational Awareness. Theviitig guidelines would help the Alliance in this regard:

- First, aiming to establish a centralized system to share data.

- Second, framing data sharing on a voluntary basis among allies.

- Third, creating incentives for such voluntary contributions by ensuring a secure procedure for data
sharing. Pocessing and distributing data is a fundamental political issue to be addressed, a
precondition for datasharing., Hence, NATO should push member states telaisify the
information to be shared.

- Fourth, flexible mechanisms should be established to cope with the diversity of national approaches
to space— and related capabilities. Fort, it is of utmost importance to cooperate with existing
initiatives in the US and in Europe in order to delivell ezltled value.
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- Finally, NATO should find appropriate ways to involve private actors.

t NAGEGS FOG2NEQ NRES YR a2fAR LI NIYSNBKA LK

The involvement of the private sector has been widely discussed by WG3. Indeed, in the future, data from
commercial actors will be more and more the backbone of EO and SSA, while military assets will provide a
tailored contribution as well as crucial résrce in case of attacks on space assets. It has been mentioned
that the US Space Force is working on spdefencecommercial operations, whereby private companies
provide SSA data on very short notice.

Accordingly, participants agreed that allied militaries should shift their focus from plaifemtric to data

centric, and from data ownership to access to data. This entails a renewed approach particularly in Europe,
also considering that often the miity procurement is not as agile and innovative as procurement in the
commercial sector.

However, appropriate policies and frameworks should be established to set solichititgty partnerships.

The example of St ar | i-dkdinewarinanixedwoeenraaddifferéntrviewslereergldu s s i
among participants in this regard. Ohet one hand, the company provided valuable support to a NATO
partner at war with Russia, particularly after a cylagtack disrupted the ground segment of civilian and
military space infrastructures in Ukraine. On the other hand, such a new role foradepaietor happened in

a kind of legal and political vacuum, it was occasional and completely ad hoc. Moreover, it provided a single
entrepreneur an unproportionate power in international relations with very little constraints, by creating
uncertainty amongll other actors-including Ukraine and NATO allies.

NATO should have a strategic, frank and forwlaking discussion on the role of the private sector. A
discussion focused on the overarching goals for Allies and on setting frameworks and policies to enable a
proper partnership in peacetime, critical momts and wartime. For instance, resilience should build on
redundancies of options, including via prgreements on contracts to be activated when necessary. Allies
should also find innovative solutions to bring in New Space actors: small and medium isesrprhich

often cannot afford the transaction costs of complex military acquisition, carry a great potentiality in terms
of innovation.

People and technology

Participants recognized that, at least for the next decade, space operations will be mostly about uncrewed
satellites providing data which should be protected against cyber, electromagnetic or directed energy
attacks. Satellites will be operated to avoillisions in orbits congested by debris and other spacecraft up

to a level far worse than today. In the first semester of 2023, only StarLink constellations run around 15.000
collision avoidance manoeuvres. Some participants estimated that by 2029 thirbewip to 100.000
satellites in orbit and 2.5 million manoeuvres per year, hence a very high probability of collisions.

Technology will obviously be key for these operations, including artificial intelligence for collision avoidance
manoeuvres. It will be important to be able to process data on board and transmit down to Earth the
processed information thus overcoming sorhettlenecks. Still, people are and will be key, too. NATO
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militaries already have access to a huge amount of data, and they will gradually get more, different and better
sensors, more and highuality data, reatime transmission, more frequent revisit rate. Against this
backdrop, a key issue is and will be téragt from data the knowledge needed by the users, otherwise they

will not be useful from a military point of view. Accordingly, participants underlined that an adequate number

of skilled and trained personnel will be paramount for member states and NAdi©@dto manage data and,

above all, to get relevant knowledge from them. Allies will increasingly need software engineers, data
analytics, intelligence analysts, and operators of space assets and technologies. An adequate pool of human
resources will have work together at the national and NATO levels, as in the end, people play a key role in
producing outputs from technology.

Participants discussed the current situation, which looks worrying. For instance, it has been estimated that
NATO as an organization envisions less than a hundred subject matter experts working on space, and that
allies struggle to fill these posts withti@nal personnel. This level of human resources does not match the
current mandate for NATO with regard to this new operational domain and prevents further steps. It has
been noted that space experts are needed also to integrate space indoaftain operéions and advanced
planning for collective deterrence ardkfenceas well as for crisis management. Therefore, Allies should
rapidly increase the ceiling of NATO personnel and should invest in the workforce dedicated to space.
Moreover, NATO should hire civilians to do part of datiated tasks that do not necessaritgply a military
approach, to ensure an adequate output. Surely, NATO should exploit Al and borrow processes from the
private sector to improve efficiency and output. Stillehiabled improements do not resolve the need for
greater numbers of skilled personnel, particularly but not only at the NATO Space Centre.

Unfortunately, many participants underlined that the entire space aefienceecosystem needs more
graduates to support current and future activities, particularly in Europe. National military commands and
space centres need more qualified staff. NATO, the EU, the private sector and academia should cooperate
and invest to addresse dramatic scarcity of talent among citizens allied countries willing and able to carry

on such sensitive jobs. The upcoming establishment of a European space academy is a positive step in the
right direction.

Last but not least, to make the best of available technology and increase human resources, NATO needs
agreed standards and procedures to process trusted data, understand better and decide faster. Otherwise,
the risk is to draw different information and kmtedge from these data across the users and damage the
decisiormaking process within the Alliance. Several participants noted that NATO has a good track record
of setting standards for allied militaries in many other fields and should work on it by rogisgich added

value on space. Broadly speaking, technology, human resources, and standards should be part of a
comprehensive and pragmatic effort towards space according to thekmeillvn doctrine, organization,
training, materiel, leadership and educatigeersonnel, and facilities (DOTMLPF) approach.

Burden sharing and NAT@U cooperation

The issue of burdesharing within NATO is a recurrent feature of the transatlantic debate. Often, the focus
is on thedefencebudget, whereby many European allies lag behind the fulfilment of the 2% GDP spending
goal.

Interestingly, some participants underlined that when it comes to Earth Observation, space surveillance and
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tracking, and space situational awareness, Europe has important assets either at the national level, within
EU and European Space Agency. To make just one example, the aforementioned EU SST consortium includes
15 countries which pool 50 space assets, @éeihg a wealth of data, and standing among top global data
provider in this field. Moreover, thEDFhas been allocating hundreds of millions of euros every year to SSA,
responsive space and protection of space assets, since 2022 onviRegigonsive launcls particularly
interesting insofar as it enables the placement of small satellites in orbit to cover a crisis area and/or replace
assets damaged by debris or attacks. Last but not least, while NATO does not own space assets, the EU does:
the PNT Galileand the EO constellation Copernicus regularly operate with standards comparable to US GPS,
and a secure connectivity constellation IRIS2 is in the making.

Here lies an opportunity for a unique European contribution to a more balanced and solid khideng

among Allies regarding space atefence This opportunity is difficult to grasp because of a variety of factors,
including the different memberships of the Alliance and the Union, the specific governance of the EU space
program, and a variety of national sensitivities in this regard. Howevemot impossible. The recent history

of NATGEU cooperation offers an interesting example with the Berlirs Rlgreement signed in 2003 to
enable the Union to use NATO command and control structure to conduct EU military operations. According
to some participants, it is possible and sensible to envision a similar but reverse agreement enabling NATO
to use EU spaccapabilities for allied military operations and activities. It is a strategic political decision that
would provide outputs, send a strong message worldwide of transatlantic unity, make the best of existing
initiatives in a coseffective way, and meet aidespread demand among European allies to not further
complicate the already complex space governance. The 2023 HATIDInt Declaration identifies space as

a new priority area for partnership, and this paved the way for ambitious thinking in thistregar
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HOW TO APPROACH NATO DETERRENCE ARD ARMHEQRITS

Dr Bleddyn E. Bowen, PhD, FHBAIversity of Leicester

Introduction
“Idzyty o60SAy3aax YI1S GKSANI Y2ald Y2YSyi(zZdza RSOAaAz2Y
Bernard Brodie, 1959

In the | ast few years, NATO' s members have been
space systems and the need to be prepared to respond to hostile acts against the space assets they rely on.
NATO" s main wor k ithe Osearghing Spaca Bolicy, is thhat iofrcadinating and pooling

«
<

its members’ activities and services in space, an:i
and investment, rat her than bec omghneterang ataksvadd e i g n
largescal e intentional di sruptions to allies’ space

Member States in the context of space warfare are pressing areas within which NATO must develop both
intellectual and meerial capacities among its members. This is growing more acute as their forces rely ever
more on space systems and the capabilities to disrupt or destroy those space systems proliferate. NATO,
therefore, has an important role to play in coordinating Altia space systems and ensuring leaders have
the most information and capabilities to hand when making momentous and intuitive decisions in crisis or
war, which cannot be prescribed in advance.

This discussion paper proceeds in three sections. Section 1 sets out key definitions and concepts of space and
deterrence. Section 2 reviews the language of NATO and sdemeber Sates on military space activities

and space warfare. Section 3 considers some scefased questions to show the different contexts in

which spacepoweérmanifests that NATO must be able to think about and respond to. Finally, implications

for NATO are drawn otit.

l“Spacepower” refers to a form of power as defined thr
adjective used to describe an entity that uses or poss
space power because it possessegreat amount of spacepower.

2 This discussion paper does not categorize all possible space threats or provide a rudimentary introduction to space
warfare. The NATO Overarching Space Policy (OSP) contains a useful and clear taxonomy of general types of space
threats, and the UK MilitgrSpace Primer and UK Defence Space Strategy have extensive yet accessible explanations

of many basic kinds of space technologies and orbital physics. The Centre for Strategic and International Studies (CSIS)
has a wealth of learning materials at th&ierospace Security Projesite, and the Secure World Foundation (SWF)

produces an annual global counterspace weapons egmice assessment.
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SpaceDefence and Deterrence

Whilst space is a big place, the volumes of direct and pressing interest to NATO and its Member States on
strategic grounds- i.e., those with military and economic importaneeare much more constrained. The
focus of this pap e orbit(fram ardursd 100mTaldtude to arousd 40,000km)g as el

as terrestrial infrastructures that service or depend on space systems and their users. Whilst there is no
accepted universal definition of where space begins, the workémgnanLine of 100knis roughly the lowest

altitude at which any unpowered orbital flight can be sustained for any appreciable amount of time. Between
there and 40, 000km is where the vast bul k of huma
happen (Bowen, 2022)his is where the most useful satellites that provide all manner of economic, military,

and intelligence services reside. Today, there are around 7,000 active satellites in Earth orbit, owned by or
commercially registered among over &@ates.

Therefor e, for the purposes of t HLOOKm adtifude and sedicles n t
are not discussed (e.g., hypersonic glide vehicles/missiles), or the higher orbits into cislunar and deep space
(beyond 40,000km of altitude) are hfeatured and go beyond the confines of this discussion. Such weapons
capabilities are not silver bullets and would inhabit a place that is already monitored by already in place
satellite systems, creating effects existing arsenals can achieve for mdeanweaporstates (Bowen and

Hunter, 2021).

Whilst deterrence andlefenceare one ofthe three core tasks of NATO and extend to Earth orbit, they are
hardly the totality of activities in and uses of space (NATO, 2023b: 3). We would not reduce the sum of human
experience and interests on the seas or the air to deterrence and warfare, and so ithispeice.
Nonetheless, the military uses of space are hardly new, and, in fact, they define the origins of most space
technologies we rely on today (Bowen, 2022). Command and control of nuclear anguolear military

forces; overhead multispectral imagery an8R signals/electronic intelligence (SIGINT/ELINT); infrared
missile early warning sensorBNTservices all came together between 196990 in the US military to
provide a mature and reliable space infrastructure for all NATO military forces that have no equat today
with China catching up with an evarcreasing satellite deployment roster andickening launch schedules.

NATO's and Member State military and intelligence
within which there are diverse communities withstates (e.g., private sector, public civilian infrastructure,
science and research) and a global roster of participants, including not only the leading military and nuclear
powers but also major developed economies, srstaties, and developingates across the world, each with

their own differing interests, priorities, and most importantly, their ogpace agencies. In this sense, Earth

orbit, therefore, resembles something of a coastline: a crowded, constrained, environmentally fragile, and
busy international arena with a multitude of users and uses that enables and constrains political and military
operational freedom (Bowen, 2020: 1.0%57).

As satellites are so important for military and economic power, the protection of space systems as well as
the denial of those to adversaries in wartime, are pressing concerns. Deterring attacks on space systems and
engaging in space warfare, should opestilities occur by triggering Article V, are therefore a rational and
legitimate area of activity for modern military forces, and as a military alliance, for NATO as well. These are
not new considerations for NATO for thes2dentury, as attacks on saliéés have been a concern in the
United States military and Intelligence Community since the early years of the Cold War (Bateman, 2022).
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As much as deterrence has been shaped by the nuclear age, it is not solely about nuclear weapons. As such,
space deterrence cannot be restricted to only the
space warfare and deterrence of course atéd important in nuclear wars and deterrent postures. The core

idea of deterrence remains regardless of geographic or technologicalfdbteatening punishment against
unwanted actions or making aggressive actions pointless by denying their impaatisen through the Cold

War , most notably in the “Flexible Response” and
2019: 361377, Futter, 2021: 8115), strategists have never fully been able to make-planning irrelevant,

despite the emphds on preventing wars via nuclear deterrence. The prospect of Mutually Assured
Destruction was and is still not a sufficient condition to end the practice of war planning. Deterrence and
warfare are not the same, and whrefrefer esliceplad en ate
either. Indeed, the capability to wage war feeds into a credible deterrent posture because a detanhgnt
posture effectively amounts to only planning for the opening moves of what could be a major war. With no
follow-through after the first move, an adversary who believes they can weather the initial storm may be less
likely to be deterred from attacking (Bowen, 2022: Z&13).

The base concepts of deterrence can help us think about military space postures and deterring attacks on
space systems: credibility, political will, reputation, uncertainty, irrationality, trgstategic stability,
offencedefencebalance, attribution, and communication, to hame a few (Brodie, 1959; Schelling, 1960;
Kahn, 1984; Freedman, 2004; Quinlan, 2009). Identifying aspects of deterrence is easier than the art (not
science) of crafting a convincing deterrent posture, whichilisnately a guessing game as it relies on

generating a psychological effect in the minds of
confirm.

Michael Krepon defined space deterrencéad et er ri ng har mful actions by w
assets in space and assets that support space op

expanded to include commercial providers of critical space services for military andyseeedsHowever,

deterring all attacks or bad behaviomay be less feasible than focusing deterrence on the most destructive
behaviair. This underscores the necessity of thinking about deterrence and strategy in tandem according to
specific scenariossaseen below. Deterrence and strategy manifest in space as they do anywhere else where
humans do things or through the extensions of machif@gace deterrencenly works as a term when it is
used to focus discussion on the “space” el ements
war fare” is only a thematic focus on “warfare” a
according to thelomain, we are still in the socjmolitical universe of deterrence and warfare. Therefore, as

this paper focuses on space deterrence and space warfare, our wider thinking can never treat space in
isolation from events on Earth, both in how terrestrial activities influence space and vice versa.

NATO and its Members on Space abdfence

Compared to 15 years ago, discussion among space security professionals across the transatlantic security
community has moved from questioning whether space should be considered a military domain in its own
right and whether threats to allied space systeesst towards accepting those threats exist and what should

be done about them. The largest and most spacapabl e member s of NATO are

hymn sheet”, with space recognized as o pteers,abst onal
notably in the US Space Force, founded in 2019.
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The distinctions between “operational” and “milit
practice. The reality is that military forces use space systems, many NATO militaries conduct satellite
operations, and all NATO members cannotignorée BHar or bit becoming a shooti ng
kill” weapons, nucl ear detonati ons, or “soft kill”
Space warfare isgpectrethat haunts the war plans of 24century military forces,egardless of the language

we choose to use in expressing it. Mastigtes possess sckill antisatellite capabilities (in particular radio
jamming) and no amount of esoteric doctrinal st at
will be an insurmountable barrier to a state engaging in counterspace opesatigih softkill methods,

should the need arise in a crisis or war.

Reflecting this reality, space is more prominent than before in NATO language and documentation. In 2019
NATO formally recognised space as an “operational
adopted Overarching Space Policy (OSP) speltoett Al | i ance’ s perceptions of
and how the Alliance sought not to develop its own capabilities, but rather enhance the sharing of space
systems and coordinate postures and crisis responses in space (NATO, 2022). This was bglitheed
Strategic Concept of 2022, whi ch gave plenty of a
potential adversaries are investing in technologies that could restrict our access and freedom to operate in
space, degrade our space capigis, target our civilian and military infrastructure, impair alafenceand

har m our.(NMAECX2A023b: A)kis is accompanied by a list of issues and threats of concern to the
Alliance which for newcomers to space should prove to be a usefukfigosure to the kinds of threats
NATOMembers are facing to their space systems.

The Alliance has four key roles in space and nine lines of effort in the OSP:
NATO's key roles regarding space:

1. Integrating spaceandspatee | at ed considerations into the del

2. Serving as a forum for politicaiilitary consultations and information sharing on relevant deterrence
anddefencerelated space developments;

3. Ensuring the effective provision of space services to the Alliance;

4, Facilitating the compatibility and interoper a
capabilities.

NATO lines of effort in space:

1. Space support in operations, missions and other activities;
2. Space domain awareness;

3. Deterrencedefenceand resilience;

4. Capability development and interoperability;

5. Training and exercises;

6. Strategic Communications and ResponsiBddaviours

7. Science, Technology and Innovation;

8. Industry;

9. Partnership.

The fact that the Alliance has been able to agree on the above headlines is a testament to the weight of
shared opinion within it on the importance of space systems to military power and security, and the gravity
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of the counterspace capabilities sordgates pose to allied space systems and dependencies, with Russia and
China singled out as pressing threats in NATO documentation.

The USDeferse Space Strategy declares that space is "a
“compete, deter, and win” in space as it does on
space as a support service for terrestrial military s&sjdo one where combat operations and complex
manoeuvresmay also happen in their own right as space systems are increasingly targeted by potential
adversaries (US Departmentdéferse, 2020: 1, 6, 8FEchoing this, the French Space Defeftrategy states

that “while the approach to space as an enabler i :
with its own challenges has not yet been fully ad
Ger many’ s 2SecuBy SNadepyiadiculatéd its intent to create a Space Security Strategy, and says
that “the free and uni mpeded use of outer space |
Situational Awar eness ( SSabjitiesccanppdahp a majar role sn cdllective t h a
deterrence andlefencei n NATO” ( Ger man F e del6, 82 68)Ge Wi Defemse Space 2 0 -
Strategy argues that “deterrence is fundament al
nati onal interests and preserve operational i nde
recognition of space as an opdinal domain, and that attacks on satellites could constitute an Article V
violation (UK Ministry obefence 202 2 : 19). ltaly’'s 2019 National 5
emphasis ordefencecapabilities and the protection of critical spacdrastructure from deliberate and
unintentional threats. Italy, in the last few years, has reorganized elements of its MoD to place a greater
emphasis on space operations and is mulling the possibility défance space strategy (La Rocca and
Marrone, 2022: 65%7). In addition to this, all countries make some reference to the need for the
development of further norms or soft laws for the governance of Earth orbit or at least in developing
responsible best practicdsetween users and avoid unintentional naand risks, supporting the work of the
Ukinstigated UN General Assembly Resolution on responsible bemawiospace. This complements more
traditional military approaches to deterring destructive behawio

This dovetails with the creation of multiple new spatmtlicated units or organizations across NATO forces.

Most notably, the United States Space Force was set up in 2019 @sthtdished US Space Command which

was stood down in 2002. Since then, the hi§ set up a UK Space Command and a Joint Space Operations
Centre; the French Air and Space Force now takes on a more formal military space role alongside CNES as
opposed to a CNE®minated French space bureaucracy; the Italian armed forces now haveca Spa
Operations Command; the German military have set up a new Air and Space Operations Centre; and the
Royal Canadian Air Force has a new Space Division.

NATO's European members are certainly more intereé
activities becoming institutionalized through national policy/strategy documentation, budget lines, doctrine
documents, military exercises, and new orgatians, bringing them closer into alignment with how the
Pentagon has informed US space policy and conducted operations in space for over sixty years. Today, Britain
and France are also discussing counterspace capabilities and operations, in terms of defentd space

systems from hostile actions and respond.

In US military space doctrine | anguage, this is t
pl atforms or vehicles that are deemed to be an i mn
the US military, British and French armiedces have not yet taken the discursive or semantic next step of
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adopting “offensi vethatis attackiag enemy space dystems even thoughsthey are
not a direct threat to your own space systems (Pasco and Wohrer, 2023).

For example, that could be attacking an enemy ISR satellite that is supporting enemy terrestrial forces fighting
NATO ground forces and not an enemy aaiellite weapon or vehicle targeting a NATO satellite. Other than
electronic warfare and computer nebrk operations and attacks, however, there would be very limited ways

for Britain and France to take truly responsive measures against hostile spacecraft at present. The US, China,
and Russia are now conducting advanced orboitahoeuvrea nd “catsedndg amews of <cl os
operations and observations in the geostationary belt with satellites such as Silent Barker, Geospatial
Situational Awareness Program, TJS, and Olymp. 8@neeuvresare such that interceptions in GEO were
possible, such as with the widely reported Chinese3lid@noeuvresnear a US inspection satellite in the
summer of 2023. This underscores how, in some areas, material capabilities in the US, China, and Russia are
advancing far ahead of what counterspace and other militaagesystems European NATO is only beginning

to develop.

The planned French ground and spd@sed antisatellite laser capabilities (BLOOMLASE and FLAMHE
projects) could be used in either defensive or offensive roles, which reminds us that doctrinal language is by
no means a strait jacket for operational freedoand, therefore, not an article of faith for strategic
communications. The base freedoms gained by material capabilities matter more for operational freedom
and complicating the calculations of adversaries in deterrent postures as well as war planning.

Scenarios

What is often not clear in general, abstract conversations is what exactly in space actors are seeking to deter.
Beyond attacks on the most important space infrastructure, such as strategic command and control satellites,
what counts as intolerable attacks) space systems will differ in every scenario, both in allied minds and
those of adversaries. This makes i turslare that eould et i | |
prioritized in deterrenceignalling A deliberate kinetic attack on an imgant command and control satellite

during the height of a crisis could be easily classed as an Article V issue; but would electronic warfare absent
a major crisis on Earth trigger it, evenanisflatedhe ef
nuisance would not necessarily be the case. It would be unenlightening and pedantic to spell out every
possible type of activity and allocate a measure toward it, as doing so does not help think creatively about
actions and consequences thateauseful regardless of the details of the particular situation at hand
(Clausewitz, 2000: 28290).

A challenge in deterrence postures and war planning is that no amount of planning and thinking can truly
anticipate the actual crises and wars that may happen. However, as Dwight Eisenhower famously quipped,
“plans are usel ess. e Brainkingthraughpadssibte situations heldsiclarify evimaswe b |
have to work with, the likely hurdles in meeting a range of challenges, and identifying areas where responses
may be lacking, as well as areas in the real world where capabilities and coadiocan be improved. This
section highlights some diverse scenarios that s |
chimera and cannot be outlined in detail ahead of a crisis, but sketching diverse scenarios out stimulates the
creative intelletual capacities needed in the art of deterrence and war.
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A large source of that diversity and the impossibility of crafting a detailed, singular deterrent posture or
military space strategy is the fact that there are multiple important factors impacting NATO space capabilities
that maintain key interests in muftle regions, with each planning for a number of diverse military
contingencies. Whilst NATO is a transatlantic alliance with core tasks in Europe, the reality is that NATO
overwhelmingly relies on US space systems to function. The US has supreme imettestsidePacific as

well. Therefore, as some of the most pressing military threats to their space systems are coming from Asian
powers—namely China and North KoreNATO has an important duty in being able to support US objectives

in the region butlso in responding to any consequences of deterrence failure and war on space systems for
the Alliance as a whol e. It is also important to
allies are also in the same region: Japan, South KoreaTamvan, each of which has large and modernized
conventional forces larger than many European militaries who also enjoy space support from the same US
space systems as European NATO. Japan is an increasingly capable space power in its own right and is
militarizing its space acquisitions. South Korea and Taiwan are also investing idefemmeeand security

related space systems.

To aid discussion, here are guiding questions and brief commentaries that should be asked in any scenario
that NATO may face in terms of space deterrence and space warfare. The answers to each help to inform
whether communications and compromise are poksitwhether a party may lash out or back down, or
whet her the high risks and costs of war may be se

1. What are the political stakes? How badly does each side want/need toAsiiCarl von Clausewitz said:
“war is thepobntinegabi oot b32).Theanawerstd this(q2estiOnds:wheze8 0
all should start irmnalysingapproaches and responses to possible scenarios. It is the political objects held
in the mantle by each side that will animate the severity of any crisis and the intensity of any war. Even if
a crisis occurs in space, it will not happen independently efisvand interests on Earth. It is most likely
that thinking and actions in space will merely be the space components of a general crisis or wear whe
the biggest political stakes are firmly rooted on Earth. In a crisis over Taiwan, it is not unreasonable to
consider the possibility that Chinese political and military leaders may deem dghmésating ASAT

attacks to be worth increasing the chancds o “ wi nni ng” in the i mmedi at e
low-Earth orbit with debris wildl be a problem for
control over Taipei makes environmental and economic consequences secondary. Politics can upend
calculations allies may deem to be ®"irrational?”

2. Which space systems are mostreleveitR TO' s access to a wealth of st.
providers leads to a complicated mesh of platforms and services. However, depending on the scenarios
some systems may not be as important and may not warrant a significant response if atfbakied. out
a commercial Synthetic Aperture Radar (SAR) satellite or three may be a problem for some operational
decisions in the theatres they serviced, but it is not the same as destroying the GPS constellatan with
coordinated salvo of 90 dire@scent kinetic ASAT missiles which would undermine much of the world
economy as well as most US military operations. The importance of responding to an attack should not
be based on whet herpra ,Vsgyisdt'leinc i serather,iitrwiinlthié taportande
and uniqueness of the functions that they serve. @ilitary distinctions in satellites and services are
blurred, at best, and the history of war is replete with instances of deliberately tiagyerivately own
infrastructure that supplies the needs of war.

3. Do allies have the same perceptions of the values and importance of specific space syatengsdut
the US early warning satellites the Spd&ased Infrared Surveillance (SBIRS) systaiith jamming or
sensorspamming may be extremely provocative to the United States, who may interpret it as a prelude
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to a nuclear attack. However, US sensitivity to such systems may not be universal. European allies have
had to face the reality of a nuclear attack where the warning time of sppased infrared sensors is
irrelevant— what difference does it make if thegre lost? Similarly, in Russia and China, their nuclear
postures have not been as dependent on such systems. The Soviet Union was rather late in deploying its
own infrared early warning satellites in the Cold War, and China has only in the last few gplaned

its first generation. An awareness of differing levels of importance and sensitivity to space systems
between allies and potential adversaries is therefore important to bear in mind.

. What verbal/political commitments have been made that tie allied hamisprevious comments from

NATO officials or documents mean that even if an attack on a satellite is nothing more than a nuisance

(e.g., Iranian jamming of speci&@atComé n t he Gul f ) , NATO" s credibilit
not hing? The danger of spelling out “red |lines"”
to certain actions is that it outlines targets, loopholes, or ambiguities for mdwies to @liberately

exploit.

. Can risk, ambiguity, and uncertainty be used to increase deterrent effBets?rence, like warfare,

cannot escape uncertainty. An element of uncontrollable risk is crucial to deterrence, as the fear of
uncontrolled escalation stays the hand of aggression with nuclear weapons. Similarly in space, the fear of
the unknown responsemay increase the fear of attacking important space systems. However,
communicating “we may do nothing or something” t
need forclear communications in a crisis, war plans, and operational command decisions rely on secrecy,
surprise, and unpredictability for success.

. Would attacking a certain space system be more of a symbolic gesture by an adversary rather than a
meaningful military operatonT he ext ent of NATO members’ space s
degree of resilience and redundancy across the alliance, making any singular attacks against larger
constellations a rather futile military gesture (e.g., attacking a lone Iridium or Msatallite), but it may

gain political and public weight out of all proportion to its actual military or economic impactet#w

more discrete methods of disrupting or denying the use of those satellites via electronic warfare and
computer network operations may be considered less escalatory.

.528& | LlzyAaKYSyid NBaLkRyasS G2 Iy I (Apaindtlargér Rdtes y &
with established military space infrastructures, aftit-tat approach, whether with kinetic or nekinetic

attacks, may be easier to devise than against smaller powers who may not be dependent on space systems
or have very little oftheir own. Responses to aggression against space systems need not be in space itself
or against space infrastructure, but rather in other areas. Communicating specifgagessthrough

actions may be harder across domains, however.

. Would losing a specific space system result in irreplaceable losses or are there redundanciegapsstop

that can be deployed in responsB@terrence by denial means making the consequences of any attack
futile. Not all satellites are equal, and whilst some are important, they could have replacements or
methods of compensating for their loss depending on the context of the crisis on Easilief®y in space
systems is an important consideration in reacting to attacks on satellites, but high degressliehce

may make an attacker more ready to strike it in the first place as a lower escalation risk but highly dramatic
signallingoption due to its reduced impact. Whether or not the attacking party knows is another factor in
any response or deterrent posture at NATO.

. Does the adversary rely on commercial services from companies registered in NATO member states, or
NATO partner states?’n | i ne wi th NATO member s’ gener al pr e
direct use of force, any belligerent or aggressive actions by states should be punished by ensuring there
are costs to their reliance on NAT@ased commercial service provideBmmercial providers of national

securityrelated services and products are bound by the laws of their registered states, which aadg usu
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have | aws concerning private citizens or compani
military, and national security policies. Preventing unwanted or liable bebafiom commercial actors

is a question of political will in enforcing existing laws and establishing clear terms of use for commercial
services, as well as clauses regarding international crises and emergencies.

10. Should NATO members confirm or deny that a militarily irrelevant enemy ASAT attack has had little
impact?l f an enemy is intent on wasting their effort
should they be corrected or allowed to carry on with wasteful actions on their part? However, the risk of
appearing impotent in the court of public opiniomay f or ce NATO’' s hands to r e

11.1s it worth being proactive in attacking hostile or problematic satellites first, or rather responding in kind
if attacked upon firstdt is not necessarily the case that striking first against space systems provides
insurmountable advantages. As space warfare has yet to happen in a real sense, it may not be the
precedent NATO members may wish to create themselves. Positive messagimmopies will follow if
such precedents are set by others, in addition to retaliatory actions. NATO could claimithatiing
defensively to the provocations of others rather
trying to avoid unnecessary escalation.

125254 GKS I ROSNERIFNE KIF@S GKIG YdzOK G2 t2a$8 &@¢e Sy3
particularly in GEOBome ASAt€apable powers have minimal reliance on space for their political,
military, and economic functions, and therefore, exercising extrdestruction in space could be a more
credible threat. For example, North Korean nuclear detonations in space could cause many problems,
especially over the long term, and Pyongyang would not suffer in any direct sense from the loss of orbital
infrastructure. China, meanwhile, would suffer significant economic and military setbacks if it lost access
to its satellites in LEO, MEO, or GEO should those orbits be targeted by nuclear ASATs. The degree and
severity of the reliance of NATO members, and the worldnemy, on satellite infrastructures may
provide a sense of existential deterrence against the nuclear option in space.

13. How much information on attributing counterspace attacks, dangensaisoeuvresand confirming their
effects needs to be sharedPhysical attacks against space systems can be more easily attributed, and
details shared publicly or within the alliance due to the lower technological thresholds in tracking orbital
manoeuvres Nevertheless, electronic warfare and computer network forensics are more challenging in
terms of attributing attacks, but not impossible. More problematically, however, it is harderaesh
information on softkill methods that are much more sensitive as it would reveal methods of tracking and
defenceand attack in the electromagnetic and cyber realms. If a major intentional disruption to extremely
important space systems occurred due to intentional jamming, NATO may find it difficult to put a publicly
transparent evidence base together to build puldigpport for strong or escalatory countermeasures
especially if it occurs outside the context of a major crisis or conflict ongoing on. Eamiiarly, the
impacts of space system loss in military and intelligence communities will likely need to be kept secret,
but attacks on space infrastructures that impact civilian life will be much harder to keep secret or off the
news agenda. That saithere is often scope for public communications on reckless or dangerous actions,
such as extremely close -oobital satellitemanoeuvresor excessive communications jamming, without
revealing sensitive technical information.

Implications for NATO

3 A scorched orbit strategy follows the principle of creating as much indiscriminate debris or radiation hazards as
possible in specific orbits to disable their use by everyone, including oneself.
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These pressing questions lead to significant implications for NATO, but these implications should be
interpreted in the spirit of the preceding discussion: that the devil is in the detail of their implementation
which is difficult to prescribe in a higavel discussion absent of specific scenarios and imagined crises or
conflicts on Earth The correct response in any crisis or conflict will be difficult to determine ahead of time,
and therefore much will rely on the skill and intuition of the leaders inr#levant command roles at the

time.

It is a positive development that NATO now shares explicit language, concepts, and political consensus on
the need to takedefenceand space issues seriously. This paper's first section has explained how space, and
Earth orbit in particular, is a strategically important environment for political, military, and economic
purposes. Yet, for its relative novelty to many, classical palitioncepts of deterrence, warfare, and strategy

still apply to outer space and are not too dissimilar to the general problefrdeterrence andhat NATO

already faces on Earth. Concerns over attribution, escalation, and miscommunications, for example, are
familiar to NATO leadership on Earth and experience there will be useful in trying to make sense of some
technical novelties of advanced space ag@ns, in particular c@rbital, rendezvousand proximity
operations, which are taxing existing space trace tracking systems.

It is not for nothing, then, that allies are developing their own explitdfence space strategies and
capabilities to address such problems, including expanding SSA capabilities and information sharing. As the
second section shows, allies are now sharing notes and singing from the same hymn sheet which makes for
a stronger alliance this translates into better coordination and interoperability.

Yet, concepts and strategies only go so far. They are indeed necessary to address issues, but hardly sufficient.
As section 3 shows, the art of deterrence atedencerequires competent leadership that is able to respond
creatively and appropriately to a wide variety of possible scenarios. Doctrines and ideas can help prepare
commanders and decisiemakers, but they will not provide clear answers or prescriptionsvyergpossible

scenario they may face. Below are significant implications that come oiliesé three aspects of space,
deterrence, andlefencefor NATO.

1. The space elements of general deterrent postures cannot be divorced from the space elements of general
war plans. Credible warfighting capabilities enhance the credibility of deterrence. If deterrence fails and

war occurs, “det er r dghetfirststepssreanawmditary camplaign. As suchpseoend
and third order moves in a military campaign should be considered as part of a deterrent posture, which
could wel!/l be the first move of such a gaaympai g

significant opening blow omanoeuvrethat both sides can anticipate and capitalize upon. Postures
entirely reliant on first steps or war prevention are less credible than those that allow for useful follow
up actions and anticipate the effects of such an afterpressure.

2. Politically and militarily, there is nothing particularly unique about outer space. Concerns about
attribution, credibility, punishment, denial, thresholds, communications, escalation, and uncontrolled
risks are hardly unique to space, raising the sames®ver intelligence sharing within the Alliance and
with the public when building support for joint actions. There are particular challenges over object
tracking in space and various electronic warfare and cyber warfare forensics, but these are technical
challenges and threats that still occur in a larger political and strategic context. Specific attacks that may
not be easy to attribute immediately but seemingly timed to coincide with major actions on Earth will
likely leave much circumstantial evidence.
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3. There are limits to how much realorld actions can be prplanned and predecided on paper. Space
doctrine language and concepts are not a straitjacket for decisiakers and war planners. Semantic
differences over some terminologies are of secondaryartgnce compared to the freedom of actions
and spectrum of threats provided by material capabilities. Military history is replete with examples of
armed forces acting contrary to or in ignorance of written doctrine. Civilian and military leaders will have
to show creative leadership and seize opportunities in the space environment as developments happen
in ways that cannot be easily predicted. Crisis and strategy leadership training with space specialisms are
therefore required.

4. NATO is correct to focus on coordination and sharing resources between members in space. A priority

should be bringing its smaller members ‘up to sg
other larger members, and their space capabiliseghat even the smallest allied contributions to NATO
fit seamlessly into the Alliance’s shared space

cost to smaller powers. France, Germany, Italy, and the UK bear a significant respoisiBilitgpean
NATO to train and integrate smaller European allies.

5. NATO has a major role to play in enhancing resiliency, interoperability, and redundancy as a territorially
focused defensive alliance. NATO can put terrestrial, wired backup systems across its Member States,
but in particular in eastern member states thatk their own resources to build them. Many ground
stations, such as navigation signal augmenters, can be placed on the ground in friendly territories with
significant coverage areas. Decoys and other deception measures can be located in friendly territor
complicate enemy missile or electronic warfare targeting plans and raise the costs of enemy attempts to
saturate NATQlefences and forces with longange or standoff munitions. When projecting power
offensively into hostile territory or liberating previously occupied areas, the availability of terrestrial
infrastructure will likely be impaired aron-existent ortake time to bring online. This increases military

and civilian authorities’ dependence onatellite r el e s
infrastructure when taking offensive actions, including liberating any previously lost territories.
6. NATO wi || need to engage formally with the EU o]

stark contrast to the EU' s which has already bec
military dimension with services such as (galihavigation and the Copernicus imagery systems. This will

soon be joined by the IRIBommunications satellites and a unified Space Surveillance and Tracking
system. EU investments in additional or new space projects cover all capability areas ot fimieATO

in space, such as communications, multispectral imagery, space situational awareness, launchers, and
downstream applications. The Union will become the only major source of significant space
infrastructureen massehat is not USwned within Europe. The EU provides significant redundancy and
resiliency opportunities for NATO, in particular with access to the seayndije PRS signals of Galileo as

a backup to GPS’ military si@ogmal sa,ndandRp dtaerdtwii &
Strategic Concept already recognizes the EU as
particularly true in space and the 2023-BMTO Joint Declaration highlights space as a priority area for
cooperation (NATO, 2023b: 10; European Cou2@23). It is important that all NATO members enjoy a
common baseline of access to EU space services, as Canada, the US, UK, and Norway, in particular, are
maj or NATO members but are outside EU structure
PFRS as trusted third parties should develop into a NAWi@e endeavourto include Canada and the

United Kingdom. Success in delivering Galileo service access-ElLhorembers could be a template for

further NATGEU cooperation in space.
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Introduction

The rapid pace of technological developments, including in outer space, has significant impacts for cross
domain interactions. I n parti cul ar recatibhaton of securitg a s e
concepts, especially strategic stability. The rise in threats to space systems features prominently among these
developments. Threats to space systems are not explicitly regulated under the existing legal framework for
space actiities. This limited regulation and decadesig deadlock at the UN Conference on Disarmament

has sparked several attempts to move multilateral discussions forward, most recently culminating in the UN
Openended Working Group (OEWG) on reducing space threatvened under the UN General Assembly.

The OEWG was convened over four sessions in 2022 and 2023 to take stock of the international legal
framework, discuss threats to space systems, and accordingly propose recommendations on norms, rules,
and principle of responsible behauio for outer space. However, at the final session in August 2023, states
were unable to reackonsensuseven for a procedural report. Objections to the process were reportedly led

by Russia and supported by a small minority ofeaincluding China, Iran, and Venezuela. While the process
itself did not culminate in a tangible outcome, the OEWG nonetheless facilitated the exchange of views on
substantive issues, and cregegional multilateral engagement. Discussions on furthecpcal measures to
Prevent an Arms Race in Outer Space (PAROS) will be conducted through a new UN Group of Governmental
Experts in November 2023. Meanwhile, the UK has also submitted a resolution for a secordn@pédn
Working Group to build on the workf the first OEWG and refine concepts discussed thereunder, at the 78
Session of the UN First Committee.

Achieving tangible progress on space security has
on both the substance and the means to achieve PAROS. Divergent national approaches have been further
amplified in space security discussionsspace systems are vulnerable to attack or interference through a

wide range of counterspace capabilities. Experts have documented the rise in development and testing of
these capabilities in recent years, highlighting that they are no longer being dexklnptraditional space
powers only, but are now pursued by a number of ac
for regulation vary.

Counterspace capabilities can have different effects and impacts when targeting space systems. Space
systems are comprised of several components: the space segment (the satellite), the ground segment
(terrestrial facilities, stations, and receivers), ahd tlata links that connect the space and ground segments.
Therefore,apart from satellites, counterspace capabilities can also tasgpporting systems, for instance,
land-based sensors and radars, or data relay satellites that provide supporting funcGoound segments

are also vulnerable to attack by conventional weapons, such as drones or artillery. The unique physical nature
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of the space environment also means that satellites can be more easily targeted, than defended, against
attacks. Given how susceptible space systems are to attack or interference by an adversary, developing
effective policies for allies in the space dom#ins first requires careful analysis of the context in which
space systems could be vulnerable.

Accordingly, this paper first presents an overview of the varying threats to space systems and then proposes
how allies can evol ve NATd@ferxceinarglapon o suchtiereats.tTloe papert er r
concludes with policy recommendations for NATO members on further steps to address threats to the space
systems.

Threats to space systems

There is no consensus on what a “ weapocansensuewems i n
among experts,sanethietéeéewmapanti or “ASAT”. These |
use of the term "“counterspace capabilities” which

that can be used to disrupt or daage various components of space systems in order to gain an advantage
over an adversary. Broadly, these can be distinguished into kinetic anklinetic cainterspace capabilities,

based on whether they utilize motiebased physical attacks to destroy the target. However, despite trends
towards an increase in states’ development and te
to note that todate, only nolkk i neti ¢ means have been actively us
system.

Kinetic counterspace capabilities
Direct-ascent antisatellite weapons (DAASATS)

Directascent antisatellite weapons (DASATS) are interceptors launched from Earth to space to target
satellites. @®amsxidderceodinterrswpmace capabilities, the
another space object generate debris irbitrupon striking their target. The states with known -BAAT
capabilities are China, India, Russia, and the US, each of which has publicly conducted tests in various
altitudes in Low Earth Orbit (LEO) over the last decades. Renewed testing of such wieagoest years

has led states to prioritize developing measures banning such tests, culminating in national commitments by

a number ofstates, and a UN General Assembly Resolution in 2022 adopted by a majority of 155 countries,
including the US, UK and members of the EU. Since the use cASMARwould result in creating debris,
which would in turn | mp augseouterhspaceathetdecisikein@ilge andtoactakk ’ s
utility of these capabilities is open to question. However, desgigesignificant majority, several states voted
against the resolution including China and Russia, while others, including India, abstained. The resolution
holds political, rather than legal weight, and does not impose binding obligations on states to fedrai
destructive DAASAT tests. Nevertheless, the resolution can form the basis for-haileing on this issue,

and also pave the way for states’-ARAD tesd bad shouddtbé o n ¢
introduced in the future.

Coorbital ASATs
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Coorbital ASATs are placed into the same orbits of the target satellite to undertake the attack, thereby
render i ng ttdsepna cae " st pbhabiteabAIAT may alsootentially use a harpoon or a robotic

arm to attack a target satellite. Tmanoeuvreclose to their target, corbital ASATSs require the ability to
conduct preciseRendezvouand Proximity Operations (RPOs), and then use an interceptor to collide with

the target. However, RPOs by themselves do not necessarily mean that the stdtegia coorbital ASAT;

indeed, such an RPO could also possibly involve satellites gathering intelligence, for instance by taking images
of an adver s aRPPsae asignifieant technoldgical Sdvandement that could precede the use

of coorbital ASATS, henamanoeuvreswithout prior notification or coordination can be highly escalatory.
There is no provision under the existing international framework mandating distances to be maintained
between the space objects of different staté®n-conensual or uncoordinated RPOs have been increasingly
undertaken by some states in recent years in both LEO and GEO, including between space objects belonging
to China, Russia and the USA, and between states and their own space objects (Weeden and Sa&)son, 20
For example, in February 2020, a Russian space object conducted several close approaches within a range of
150 km near a US reconnaissance satellite without any prior notification or coordination, sparking concern
among military officials (TIME, 2020)

Non-kinetic counterspace capabilities
Electronic interference

Electronic warfare can refer to different types of interference with space systems using the electromagnetic
spectrum. These include jamming (emitting noise into the sém@guency as the target system to disrupt

the signal); spoofing (creating a false signal to mislead the receiver), and meaconing (intercepting and
rebroadcasting the signal of the targeBdju and Erasto, 2023Feveraktates have the capacity tengage

in electronic warfare, and there are a number of instances where this method of disrupting space systems
has been used, including during conflict. This includes incidents of GPS jamming in Norway and Finland during
NATO exercises in 2018, and funtheports of GPS jamming from the European Union Aviation Safety
Authority pursuant to the invasion of Ukraine in 2022. These disruptions were attributed to Russia by various
St at es. El ectroni c-zwaref"arae tii & i agleprumderimtegpatidngl lagas st i
to when the use of such capabilities would amount to a use of force, if ever. Complexities surrounding the
governance of electronic warfare deepen because of the difficulties in the attribution of the attack. In
addition, temporality is a key factor in such attacks: the duration of disruption or interference can vary, as
they can be temporary and reversible.

Cyber attacks

There is a clear nexus between space and cyber domains as space systems rely on cyber components both
for the transmission and storage of data. Cyberattacks are thus a significant threat to space systems.
However, while there is a record of cyberattacksiagt space systems, details of these attacks are often

|l acking due to States’ unwillingness to disclose |
about reputational damage and ongoing preference for eslassification. Attribution is wiilarly a major

challenge for the regulation and governance of cyberattacks. The recent ViaSat cyberattackoincided

with the Russian invasion of Ukraine on 24 February 20i22olved the ground segment of a commercial
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satellite communications network belonging to ViaSat, disrupting services for users across several States in
Europe. The cyberattack temporarily disrupted services for the Ukrainian military, also affected emergency
services in France and knocked offlineen5,000 wind turbines of a private company in Germany. Several
states attributed the cyberattack to Russia, though Russia did not publicly claim responsibility. Despite limited
information on cyber capabilities, the ViaSat case nonetheless exhibitsplaae systems are appealing
targets for cyberattacks. Indeed, since several actors possess significant cyber capabilities, it is important to
consider threats to space systems that can not only target a segment in orbit, but also other components on
the ground.

Directed energy

These capabilities rely on the direction of concentrated energy through either electromagnetic pulses (EMP),
microwave beams, or lasers to attack space systems. States have been pursuing research and development
in lasers, though at present, there is nohtic evidence of directed energy capabilities operationalized
specifically for the purposes of targeting space systems. Lasers can attack the optical sensors of satellites by

“dazzling” or permanently “ bl i ndpoweafllenbugretmcausdtite i s
satellite to overheat, although it is presently unclear whether any state possesses such capability. The effects
of such attacks may be reversible or irreversible.

one of its satellites, though Beijing did not respond to this claim.

Evolving approaches to deterrence amgfencein outer space

The multtdomain nature of contemporary warfare and the risk that warfighting in other domains may spill
over to outer space has led states to consider measures to deter attacks on or interference with space
systems. However, there is limited clarity orvhdeterrence would apply to the space domain. This section
identifies several bases upon which the alliance can evolve approaches to deterrendefandein the

space domain.

A holistic approach to space warfare

In light of the rising militarization and weaponization of outer space, states increasingly seek policies to deter
attacks or interference with their space systems. However, experts have cautioned against thinking too
narrowly about “ s msteack firsd oerisider thee role @& Space aysteims and how they
contribute to holistic warfare capabilities in various environments. Accordingly, it is more useful for allies to
consider developing postures for deterrence aefencethat are derived from ahared understanding of

the role of space systems in muftomain deterrence and operations, collective threats to space systems,
differential impacts and effects pursuant to attack or interference, and conduct exchanges on appropriate
responses and potdial thresholds. This holistic approach requires first establishing a common
understanding among allies on how space systems
different ways.
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Understandings of the roles (and value) of space systems

States rely on space assets to different degrees for strategic and tactical functions. These functions may
overlap, which has led experts to highlight the significant escalation risks stemming from the entanglement

of nuclear and nomuclear functions ingace systems. The integration of space systems and reliance thereon
varies among nucleaweapon and nomuclear weapon states and those that possess counterspace
capabilities. Consequently, the same type of space system may be valued and utilized dijffeceatding

to the state’'s postures and priorities. For exam
component of the USA’'s nuclear deterrent. This ¢
undertaken the launch of early wang satellites in recent years only and does not have the same record of
relying on spacenabled early warning for its nuclear posture. In comparison, early warning systems were
critical for the Soviet Uni on’' s eptoyedinthal970s doweveryr e nt
these satellites reportedly experienced technical difficulties, and there have since been efforts by Russia to
undertake modernization of the system, particularly introducing new satellites for this puriiReje and

Erastd, 2023)This indicates that while Russian early warning satellites have not reached the same maturity
as the US system, these satellites are nonetheless strategically significant for Russia, given their role in the
state’s nuclear posture.

Perceived threats to space systems and potential responses to their attack or disruption could thus vary
significantly depending on the role and functions of the target space system. This has been reiterated by
experts who caution that deterrence strategiér space would need to work quite differently from nuclear
deterrence because “actors value their space asse
identify appropriate t &regpe020)These differ@nesaeetmare groadurccedy st r
in the space context, given the duade nature of space systems, which provide multiple and often
overlapping functions. For exampl e, a -amptve sef may
defence under the assumption that the target system is a communications satellite of the adversary. Yet,

this could be highly provocative, possibly even risking nuclear escalation, if the target system performs not
only communications but also performs early wiang functions for the adversary. Establishing shared
understanding by convening exchanges on the roles and varying value of space systems for allied states is
thus the first step. Such exchanges can include discussions on types of space systems thusistitatec

critical infrastructure for each state.

Exchange of views on acceptable and legitimate responses

Thereafter, states need to consider acceptable and legitimate responses in case of attacks or disruptions to
space systems. There are several varieties of counterspace capabilities withhawgieg effects and
consequences. The use of a kinetic ASAT again anot her state’s space o0bje
mentioned, would have indiscriminate consequences due to dajmigration. This is distinguished from
electronic warfare such as jamming, which appears to be increasingly used, and has temporaxeesible

effects. The use of some capabilities may be, therefore, perceived as more or less escalatory and otherwise
more or less politically acceptable than others. As a result, establishing a credible deterrent to attacks on
space systems requiresdirevaluating thresholds and appropriate retaliatory responses in specific scenarios,
depending on the role of the space system in the a
for attack, its effect or temporality, and the circumstascin which it is used (whether during a crisis, for
example). Exchange of views to clarify these is necessary, as allies will likely differ on what are appropriate
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responses to attacks or interference with space systems. Time for deaigikimng may also differ based on

the state in question, for instance, if it is heavily reliant on space technology and how it values the asset
under perceived threat. Such decisioraking timelines can be further shortened if the state being targeted

al so has counterspace capabiliti esFlanagan, MatingBlasc, i s t
BeachampMustafaga, 2023hinking to incentivize premptive actions, partularly in the case of an RPO
involving an adversary state. Internal discussions on potential thresholds and appropriate responses are
therefore needed to reduce reliance on strategic ambiguity and enhance cohesion among allies. In addition

to these intenal discussions, NATO should consider developing more gabiigy policy statements that
convey a shared position on these i sdeftereceppstureimi ch w
space to adversary States.

These clarifications entail balancing objectives of strategic ambiguity with some degree of transparency.
Otherwise, overreliance on strategic ambiguity risks encouraging adversaries to engage in increasingly
dangerous greyone activities, forinstanceycb er at t acks against an allied s
system while remaining under the legal threshold of a use of force. By ensuring a clear internal position
shared by allies on thresholds and responses and conveying that such a sharexigtsvthrough public

facing statements, NATO can more effectively deter attacks on allied space systems.

While there may be some hesitation to reduce reliance on strategic ambiguity, it is important to note that
there is also growing opesource information on space activities, including information on space systems
and counterspace capabilities disclosedstate officials and data compiled by commercial actors. This means
that some members of the alliance may already have assumptions of acceptable responses or thresholds,
and these views are not necessarily shared by all allies. For example, some may timdézdhe response

of a rival pursuant to attacking its satellite, resulting in inconsistent responses that may instead raise tensions
between allies.

Clarifying the utility of counterspace capabilities in different scenarios

Members must also convene to clarify the military advantages and actual utility of using counterspace
capabilities in different scenarios, as the same is not clearly established. The utility of counterspace
capabilities can widely vary. For instance, sawperts have emphasized that it is not necessary that DA
ASATs by themselves would be particularly decisive in a conflict. The use of a siAfADAystem to
conduct multiple intercepts to attack satellites will change based on the target system,lserg thie target

is a small number of highly valued satellites, as compared with a large constellation of numerous satellites.
Furthermore, it is likely that these multiple intercepts would have to be conducted over a short period of
time, in order to gairan advantage. Most importantly, the debris produced from the use of ABAT would
render the orbit significantly polluted which would negatively affect the attacking state as well. For these

reasons, some have caut i on edbetddplayed ictwaysthatare ssgfldané c a
meaningful in the practical pursuit of space warfare if they are to be deployed at all, else their deterrent
effect in the mind o fSankdram, 2@ apdiesynusivthus ¢convene distuissionsna | 7

internally clarify the military utility of counterspace capabilities in various scenarios.

9EOKIyYy3S8a 2y aNBarAtASyOS¢e 2F &Ll OS aeaidsSva
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An additional avenue to dewddnaipn Adpacecs’'i vitelwes “ameas

systems. The 2022 NATO Strategic Concept includes
and cyber capabilities upon whigNATQ depend for[..] collectivedefenceand secur i ty” ( NA
Effective steps towards this objective of resilience will require exchanges among allies on what this means in
practice. “Resilience” in the spacédasdhetdd whichhass be
interpreted the term in practice as the “hardenin
further “disaggregating” space assets in |l arger n
2022). Thesepat i ces coul d i mpact an attacker’ s decision

satellites and their improved hardening against specific attacks may provide redundancy, thereby giving the
attacker little benefit or advantage. However, it is tg¢ar whether disaggregation strategies, or hardening,
would entirely discourage or limit the effect of attacks, or what implications these may have for escalation
and strategic stability in outer space overall. Nor is it established whether disaggregatidrardening are
effective for all types of space systems providing functions. Most importantly, resilience would look different
for each member state, given that there are visible differences in space assets, programs, reliance, and
vulnerability. Fornstance, resilience may also involve other priority areas as highlighted in the EU Space
Strategy for Security andDefence whi ch includes d e v e |selfjprotecive c a p a |
infrastructure, versatile and responsive launchers, SSArbit servicing and secured sovereign cloud
dedi cat ed t o inshe iaterest obiecreasingcEJsalitonomy and resilience in sgagmpean

Union Space Strategy for Security and Defence, 20283 evidences that increasing sovereign assets, with
missions to extend their lifetimes and ensure swift replacement, are also priorities for resilience.

Accordingly, it would be useful for allies to convene sessions dedicated to exchanggsidhesiliencé
means in practice, how this impacts each state (i
to take effective steps to implement this objecti

Implementing SSA dataharing

Space Situational Awareness (SSA), someti mes used
to the monitoring, tracking and identification of space objects. This includes predicting the movements of
satellites and debris and can enable warn{agd subsequent interventions) to prevent collisions between
objects in orbit. SSA is not a “threat” to space
capability because it is essential for target identification. For instance, ASATs waolt pletely ineffective,

unless a state has the SSA technologies necessary to accurately locate and point to a target. Still, SSA is also
a muchneeded tool for the safety and sustainability of outer space, possibly also for a future space traffic
managemenhsystem. It consists of a network of radars and sensors, which can be both terrestregdae

based SSA technology today is derived from the Cold War era-eaging systems. Consequently, the US,
followed by Russia and China, have the nwsmgthistcated capabilities. There is also a positive global trend

of improving SSA through dasharing among multiple actors, which can improve the accuracy of data.

Addressing space threats effectively also requires the means to identify and track activities and movements
of space objects in orbit, which requires shared
Space Situational Awareness System (3%A8)the Alliance Persistent Surveillance from Space (APSS)
initiative will be critical to ensuring that members can identify attacks, disruptions, or potential threats (NATO
2023). 3SAS is aimed at providing allies with a better understanding of the spaocenment, space events

and their effects across all domains, while APSS
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existing and future space assets of allies (NATO 202&se capabilities for situational awareness should
form the basis for allies’ shared understanding o
presently only states such as the USA have highly sophisticated SSA capabilities. This {ha@mtsed for
established processes for allies on how to interpret and assess data obtained for SSA. For instance, even if
3SAS data reveals a potential t hrting a rénslazvols arals  an
proximity operation near an ally’ s cengensosen whab j ect )
di stance/ proximity would render the operation “th
procedure needed to effectively use SSA data poses high risks to allies, as adversaries may benefit from the
ambiguity and divergence ofexws.

Recommendations

Consultations regarding the assessment of threats, potential thresholds and appropriate responses

NATO has clearly articulated that attacks on allied space assets would not be tolerated and could lead to the
invocation of Article 5 of the North Atlantic Tre
Strategic Conc e p bstile apératiand to, Srama ar within spacould réath the level of
armed attack” and resul't Haowevernas exkibitedgabover stepscmust be5 (1
taken to support these policy st at e medddfeaceimspate, e v ol \
particularly to bolster its credibility to adversaries.

The need for improved cohesion among allies has been encouraged by many, and the same is even more
pronounced for operations in the space domain. There are visible differences in the space assets and national
capacities of allies. While some states hawwaased their use and reliance of space systems in recent years,

this is not necessarily accompanied by the requisite strategies to identify or respond to threats to the same
systems. On the other hand, some smaller states lack space programs and soaseseignaltogether and

may not prefer continued reliance on assets provic
dependency on space systems, assessing how to make space systems more resilient and discourage attacks,
is therefore essentiaEffectivedefencepolicies for NATO can be derived from the adequate implementation

of the 3SAS and APSS that considers practicalities, specifically conducting sessions on how to use and
interpret the data and identify threats. In this regard, the exapaof views regarding operations and tactics

are also avenues for engagement . Il ndeed, it has be
contr ol of space systems to foreign commandyrs di
(Silverstein, 2020).

Priority in potential sources of threats to space systems is also not necessarily shared by allies. While the war
in Ukraine has highlighted shared concerns about
others, China, Iran, North Korea, aBdy r i a , as wel | as NATOPacifigNATGat e gi ¢
2022) This has led some to raise concerns that members may be faced with potentially conflicting priorities

in the use of space systems, since it may not be sustainable to rely air anfew states for space assets to

monitor activities from all these sourceSt{ckings, 2020 onvening discussions on the known and estimated
capabilities in these regions and how they may be used to attack or disrupt space systems, would be useful
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and go one step further towards establishing a co
systems.

Finally, consultations must focus on specific scenarios to ensure that NATO members share the same views
regarding the assessment of threats and consensus on appropriate responses in various scenarios.
Determining appropriate responses is especially neargs®r forms of electronic or cyber interference with

space systems, which may be more ambiguous under international law. Overall, it is important that allies
refrain from overreliance on strategic ambiguity, as this can result in dangerous miscalcidation
escalation, stemming from assumptions based on woeste scenarios. These scenarios must consider
specificities such as the space system being attacked and the function/role it plays, the means by which it
was attacked, and the prevailing circumstaagwhether during a crisis).

Steps towards common understandings of international law

I nternational l aw is al so us e f wéfence postuctse Cemmomp i n g
understanding of space | aw and other applicabl e |
help enhance overall credibility. It is also another avenue to ensure Allies share the same views on acceptable
and permissible aatins in military space operations. NATO has acknowledged the importance of applicable
law, as exhibited in its 2019 Space Policy, where NATO declared that its members will caliraciivities

in outer space in accordance with international |
is an “operational” domain and that it “has no in
Assembly, 2022Accordingly, an exchange of views in the alliance is needed to take further steps towards
shared interpretations of the legal controls placed on military activities in outer space under international

law andestablishing common understanding of the current int&tional framework. This will additionally

require developing further guidance on how to lawfully use current space systems and counterspace
capabilities both during peacetime and during conflict as per these commitments. For instance, what are the

Al | viearssdn specific capabilities, such as grobaded DAASATs and the circumstances of their use,
especially pursuant to UN General Assembly resolution 7{Hited Nations General Assembly, 2022)
banning destructive DASATs? Given that the US is theyaally to possess these capabilities, and that a
kinetic strike against another state’s satediflite |
ever—DAASATSs could lawfully be used? Given that some states at the UN OEWG suggesthdopossiiy

the use of such weapons, reachiognsensusn such questions is critical for the Alliance.

At the 2021 Brussels Summit, t was <clarified that “attacks t o,

i nvocation of Article 57", and that byhthe 8lath Atlantici s i o n
Councilonacaseyc ase basis” (NATO 2021). However, cl assif
limited credibility and uncleasignallingt o adver saries regarding Allies’

Article 5 would be invoked, and when it would apply, as there are several questionariba under the
current international framework as to what may and may not be permissible. Apart from international space
law, other applicable bodies of law are also relevant, such as International Humanitarian Law (IHL) and the
UN Charter. Achievingternal consensus regarding provisions of these applicable laws to military space
operations is necessary, especially for key issues such as the lawful exercisedefeseléin various

scenarios. For example, in a scenario where an adversary has erigageoiic on s en s u al RPO ne:
satellite, it is possible that the adversary’s a
capability. In this case, an ally risks unlawfully engaging in anticipatoryedeticepossibly violating its own
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obligations under international law. Convening discussions with legal experts on the interpretation of law in
these scenarios can help contribute to cohesion i1
in the space domain.

Addressing integration and interoperability issues

Given the multifunctional uses of space systems for various military purposes, allies can beraftheir
effective integration. This is especially the case with space systems used for Intelligence, Surveillance and
Reconnaissance (ISR) as NATO relies on-gpatded ISR, for the timely processing of data from multiple
sources Unal, 2019) Yet, as experts have noted, there are technical challenges arising from the
interoperability of space systems. When a state is developing or acquiring space technologies,
interoperability can help ensure that these systems will be compatible with thesd by oher allies for

more efficient joint operations@esari, 2023)Achieving this in practice has been challenging due to the
difficulties in harmonizing standards among systems, protocols required for training forces in their use, and
differences among members regarding the ratification of requisite standardizatioeeagmts Cesari,

2023) In addition, different industrial and technological policies at the national level do play a role in this
regard

I ntegrating the use oferatonsaan be morg sffecévanis suppartedoy duidahd’ s
for allies, similar to the Alliance Maritime Strategy, in a manner that accordingly recognizes the differences
bet ween members’ space assets and c ltesrPartnershipscanhe r «
also be useful for exchanging views on more efficient integration of space systems, particularly between the
EU and NATO considering their significant overlapping membership in Europe. The EU Space Strategy for
Security and Defence ka hi ghl i ghted the i mportance of “di al o
security issues. The Strategy also suggests that
include a space EUSpaceiStategy ionSeauntyeandtDéferniffedse can be useful bases

for developing measures that address the integration and interoperability issues among space systems of
member states.

Conclusion

The UN OEWG process facilitated significant multilateral exchanges among states on substantive issues of
space security. These included exchanges on threats to space systems and possible norms, rules and
principles of responsible behawioand views expressed by several allies. Yet, participation in the OEWG
evidences that there is considerable scope to further engage members of the Alliance in space security
di scussions. Such engagement woul d défancepokt@eainthe mpr ov
space domain and shape measures to deter attacks on space systems.

Such attacks can be conducted through several means, ranging from kinetic attacks threA§AD3 and
co-orbital ASATSs, to attacks or interference using -koretic capabilities, including directezhergy,

electronic warfare and cyber means. The use ofABATs and eorbital ASATSs is unprecedented, although

there is a notable increase in the use of electronic and cyber means of interfering with space systems. To
deter such threats, t he Al | i an c defeacapostutesinthe spacek e st
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domain. This requires evol vi ngdetefcebedinnihgiwithnachelistis t hi
approach to space warfare. As threat perceptions are subjective among allies, it would be useful to
commence discussions on threats by first exchanging views on the different roles of space systems in various
st at es’ chitecwres; and gonsidering how states value such systems differently. This will form a
basis for assessing potential thresholds, determining appropriate responses to attakgxchanging

internal views on what resilience means to each state. Engaging in these discussions will require balancing
objectives of transparency with strategic ambiguity, particularly by reducing overreliance on the latter. Allies
would also benefifrom convening discussions to clarify the utility of counterspace capabilities in different
scenarios. Furthermore, allies are encouraged to take steps towards a common understanding on the
applicability of international law, including interpretations giage law and IHL in the space domain, as this

wi || further bolster the | egitimacy of NATO" s aci
among member states. It is additionally recommended that the alliance take steps to address challenges
arising from the integration and interoperability of space systems. The role of partnerships in this regard, in
particular with the EU, can be a useful basis to facilitate engagement and develop measures to address these
issues.
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WORKING GROUP REPORT

SPACE THREATFBOW TO APPROACH DETERRENCE ANBEDEFEN
ASPECTS

Fabrizio CoticchigUniversity of Genoa

WorkingGoup3 addressed the issue of “Space threats”,
deterrence”. The Ilively discussion of the panel h:
of t he wSpack thrieadsphow to approach NATO deterrencedmidnceaspecs ” by Bl eddy
Boweni NBYy3JGKSYy Ay b!defanOehostiReSin dotbiNgageOS by yRi vedi t a Raj

The three sessions hettliringthe WG aimed to answer the following demands:

1) What crucial concepts allow a proper understanding of the challenges concerning space threats and
space deterrence?

2) What are the vital issues related to the future development of space threats and space deterrence?

3) What are the main questions an organization like NATO should address regarding space threats,
deterrence, andlefence?

Concepts

Thepanellistsbelieve that sharing terms and lexicon on space is a first step for enhancing convergence on

the topic. To disentangle the concepts of “space
primary compulsory efforts. First, the initial conceptmab ve i s “normali zing the s
domai n. Second, the WG emphasizes the relevance
space” . Rel atedly, the panel underscore four main

1) The art of deterrence (by denial and/or by punishment) should be clearly distinguished from the
concepts of strategy (as the art of reconciling ends and means in front of an adversary) and
especially- warfare. All notions do apply in space, but a detgice posture cannot be confused as
an attitude aimed “just” to win the next war;

2) The concept of deterrencdargely examined by the security studies literateighould be effectively
unpacked. Indeed, deterrence in space does not occur in a vacuum, and a crisis in space cannot be
considered isolated from a crisis on Earth. Kreponngafispace deterrence as the deterrence of
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“har mf ul actions by whatever means against nat
o0 p er a {Krepon,2012)Thus, territorial activities shape space and vice versa. The WG strongly
emphasizes the need to think about space from
in various environments;

3) Relatedly, the WG focuses on the issue of cam®ain intersection, especially for deterrence. Thus,
space systems should be always conceived within a {thoitiain perspective;

4 While space is “just another domain”, it has
literature on nuclear deterrence, oF more recently— by cyber deterrence, not immediately
applicable (e.g., survival is not a primary issue here). Wroradpgies represent typical cognitive
biases of leaders. Yet, by studying the (almost immense) scholarly debate on nuclear deterrence,
many helpful concepts can be used. For instance, within an international context marked by a rising
great power competiton t he r el evance of the “shared wund
Washington after the Cuban Missile Crisis (1962) is evident. A miscalculation, misperception, and lack
of communication are dramatic mistakes that should still be avoided on Earth and i spac

Moving from concepts to questions, if space deterrence requires properly assessing, identifying, and
responding to threats, two queries must be answeratiat do you want to deter? Whom do you want to
deter? These two crucial questions allow for linking a conceptual analysis of space deterrence to the
discussion on space threats.

Space threats

The |l iterature has no consensus on the main spac
on what weapons could mean in space security. Relying on the paper presented by Raju (2023), the W3
distinguishes between kinetic and ndinetic @unter-space capabilities. Among the first category, we can

find directascent antisatellite weapons (whose grourshsed countesspace capabilities are in the hands of

few great powers) and corbital antisatellite weapons. Electronic interference, conttated energy, and

cyber attacks on space systems are examples of-kioetic counterspace capabilities. Beyond the
technological dimension (and the problem of attribution of the attack for the second type of capabilities),

the WG focuses on the relevance of different threat pgtions towards the wide range of challenges that

could require deterrence. Alliances traditionally suffer from divergent threat perceptions on the ground as
wel | as in space. For instanateegiim daoeo psheocnuyr”i tiys
obstacles to the development of an actual common European Ubafance policylndeed, member states

have (very) different threat perceptions that hin
threats. To a lesser extent, the recent (p@§tL4) NATO debate on the primacy of the Southern or the Eastern

“ Fr o n tls dissingilar standpoints by members of the nature of the main threats posed to the Alliance.
Therefore, in front of a wide range of threatbe perspective of NATO members could be very dissimilar
according to different capabilities, stakes or relevance attributed to the space systems. States rely on space
for various reasons, at different degrees, and NATO members do not have the sametiparoéspace

systems. Thus, as for risk assessment on the earth, enhancing consultation on the shared evaluation of
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threats helps identify key divergencies and convergences, improving cohesion among allies (and avoiding
miscalculation among enemies).

When political leaders draft national security strategies before illustrating the main threats, the premise is
usually featured by a detailed description of the scenario where those challenges emerge. Thus, the
assessment of space threatsn line with the abovementioned holistic approach that considers space as a
“normal” operation domai n-canmaile saparated Bomltha analysia of the o m
international context. The W3 emphasizes the growing competition among great poweich(imbvitably
affects their relationship in space after years of attention devoted mainly to technical cooperation) and the
rising militarization of outer space. On the one hand, the Russian invasion of Ukraine {202&ived in

the panel as an examplef failed deterrence— has profoundly shaped the perceived space of further
cooperation tmp”"speaoce NAaT O weekmber s of the state of
in line with the Strategic Concept (2022), the rise of China as a compatitl challenger requires specific
attention in space. On the other hand, the conflict in Ukraine remarked on the overall relevance of space as
the vital operational domain in contemporary warfare (e.g., GPS, jamming, etc.). Moreover, such relevance
is wdl illustrated by increasing investment in space capabilities, by organizational refegma¢w desks in
ministries and new commands in armed forces devoted to space) and by elaborating new doctrines related
explicitly to outer space. Alongside, thenamercial importance of the domain has dramatically increased,
revealing the considerable role played by private actdrdrd). However, because of its mounting
importance, states have become more dependent on space-amhsequently-more vulnerable to threats

to space systems, whose resilience becomes vital.

Main issues and questions

Relying on the concepts mentioned above and topics, the WG focuses on three major issues requiring specific
attention regarding space deterrence addfence

The first is the decisiemaking process behind threat assessment, deterrence posture,—andcase—
responses to attacks. Beyond investments and capabilities, the role of the human decakens should
remain central. For phenW&Get eheefiaet ohollkadadeeshr
bureaucratic context that contributes to making effective and efficient decisions in space at national and
multinational levels.

The second main issue is related to information sharing. On the one hand, information on space deterrence
and defenceshould be provided to the broader public. The criticalitysafellite networks is not so widely
perceived politically. The WG considers it cruci a
relevance of space as an operational domain with enormous consequences for civil society. Such a move
could enhance tb credibility of political actors and the legitimacy of the politidecisions, promoting
awareness and common understanding. The WG3 shares the relevance of international law and its
importance for NATO regarding global guidance, trustworthiness, and exchange of interpretations. This
transparency in sharing informatiomaspace threats and space deterrence should be balanced with the
strategic ambiguity necessary for effective deterrence. On the other hand, information sharing attains
communication among allies. The WG agr estitutioman con
context that — beyond the abovementioned crucial consultation for increasing cohesiveness on threat
assessment- can shape the external environment, establishing norms and procedures in the space,
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harmonizing standards from a legal and technical perspective. The WG believes that NATO needs to share
methods to discuss space deterrence. Relatedly, gheellistsdiscussed the need foan “ NATO Sp a
Doctrine” that could also foster such a process o
focus on prioritization, impacts and consequences of space threats rather than just on specific space assets
and capabilities ) is relant not only for developing new approaches and strategiem deerrence,
escalation, red lines, responses, and norms of behavibut also for the external audience, transmitting its
perspectives and standards in a context marked by the slow development of international norms (from debris

to other topics).

The third issue is interoperability. As occurred for NATO on the ground (e.g., during ISAF) and in space joint
operations, active cooperation among member states could improve the cohesiveness of the Alliance. Joint
training, simulation, drills, wargames,n d exer ci ses are valuable tools f
more cooperation” is a simple and fascinating sl oc
NATO should always consider such political obstacles with a reasateapylee of pragmatism. Considering

these potential barriers, interoperability does not concern only NATO members (and NATO partners, such as
Japan) but also the EU and private actors. As a natural ally of NATO, the European Union is a crucial actor in
spae that has developed (common) technological capabilities, doctrines, and resources. While
interoperability with the EU, especially from the Berlin Plus agreement onwards, is nothing new to establish
and develop, how to engage (or deter?) private actorspace could be more problematic. The war in
Ukraine has highlighted both advantages and risks related to the role of private actors in space during
warfare. However, despite the rising relevance of the commercial sector in space, the WG emphasizes a) how
state spending in space could be the crucial factor in shaping the relationship with private actors and b) the
growing need to think about common standards and regulation.

In sum, the lively discussion of the WG 3 addressed several issues related talsfeamzmand deterrence

that need to be dealt by NATO perspective. Crucial questions to answers refer to who (and what) to deter
and what are the possible blind spots in threat assessment. On the whole, the peculiarity of deterrence in
space domain should be bettanvestigated. Moreover, concerning interoperability, NATO needs to
understand what the main barriers to collaboration among allies are, how to overcome them,llagswe
finding the ways to maximize information sharing.
enterprise, European allies should properly realize how to reduce the existing reliance on US space
capabilities wi trthdomingNewTBgace ddctrine icculd answersall the questions related

to the features of the NATO s space Vi ew. Finally
EU and with private actors, NATO could enhance considerably the resilietcsmdde capabilities.
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List of acronyms

3SAS Strategic Space Situational Awareness System

ABM Anti-Ballistic Missile

ACO Allied Command Operations

ACT Allied Command Transformation

AGS Alliance Ground Surveillance

Al Artificial Intelligence

AJP3.3 Allied Joint Doctrine for Air and Space Operations

ALLSAT NATO Alliance SmallSAT Constellation

APSCO AsiaPacific Space Cooperation Organization

APSS Alliance Persistent Surveillance from Space

ASAT Anti-ballistic system and ansiatellite

BRI Belt and Road Initiative

Cc2 Command and Control

C4ISR Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance

CD Conference on Disarmament

CFsP Common and Foreign Security Policy of the Union

CoE Centre of Excellence

COPUOS UN Committee on the Peaceful Uses of Outer Space

CSDP Common Security and Defence Policy

CsIs Center for Strategic and International Studies

DAASAT Directascent antisatellite weapon

DOTMLPF Doctrine, organization, training, materiel, leadership and education, personnel, an

facilities
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EDA European Defence Agency

EDF European Defence Fund

EHF Extremely high frequency

EMP Electromagnetic Pulse

ENMOD EnvironmentaModification Techniques

EO Earth observation

ESA European Space Agency

ESPI European Space Policy Institute

EU European Union

EU SST EU Space Surveillance and Tracking Partnership
EUISF EU Industry and Stattps Forum

EUSPA EU Agency for the SpaPeogram

GGE Group of Government Experts

GPS Globalpositioningsystem

HAPS Highaltitude platform station

HCOC The Hague Code of Conduct agaBallisticMissile Proliferation
HR/VP HighRepresentative/Vicé’resident

IADC Inter-Agency Debris Coordination Committee

IAl Istituto Affari Internazionali

ICOC International Code of Conduct for Outer Space Activities
IHL International Humanitarian Law

ISR Intelligence Surveillance and Reconnaissance
ISS International Space Station

ISSMI Istituto Superiore di Stato Maggiore Interforze
LEO Low Earth Orbit
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LSE London School of Economics and Political Science

MCF Military-civil fusion

MGS MEO Global Services

MoD Ministry of Defence

MTCR Missile Technology Control Regime

NATO North Atlantic Treaty Organization

NCIA NATO Communications and Information Agency

NOC National Operations Centre

NTM National Technical Means of Verification

OEWG UNOpenended working group

OSsP Overarching Space Policy

PAROS Preventionof an Arms Race in Outer Space

PESCO Permanent Structure Cooperation

PLA People’'s Liberation Ar my

PLASSF Peopl e’ s L iShrategi@SupporinForéer my

PNT Position,navigation and timing

PPWT Treaty on Prevention of the Placement of Weapons in Outer Space and of the Th
Use of Force Against Outer Space Objects

PwC PricewaterhouseCoopers

R&D Research & Development

RPO Rendezvousnd Proximity operations

SAR Synthetic Aperture Radar

SatCen SatelliteCentre

SATCOM Satellite Communications

SBIRS SpaceBased Infrared Surveillance
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SDA

Space Domain Awareness

SEA Support to EU External Action

SHA Super high frequency

SHAPE Supreme Headquarters Alliébwers Europe
SIGINT/ELINT| Signals/electronic intelligence

SSA Space situational awareness

SST Space Surveillance and Tracking

SWF Secure World Foundation

TCBM Transparency and Confidenbeilding Measure
UAV Uncrewed Aerial Vehicle

UHF Ultra-high frequency

UK United Kingdom

UNGA UN General Assembly

UNOOSA United Nations Office for Outer Space Affairs
us United States

US Navy SEAL

US States Navy Sea, Air, and Land Teams

WG

Working Group

WMD

Weapons of Mass Destruction
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