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n the twentieth century, human conquest of the most extreme parts of the planet

have been completed, and the exploration of Outer Space began.

One of the interesting things about these conquests is that, even though they were
always accompanied by the flags of sovereign states on behalf of which the explor-

ers where acting, this didn't imply the annexation of visited territories.

When, on the 18th January 1912 commander Scott and his men became second to
reach the South Pole, they found the Norwegian flag planted by Amundsen just over
a month before, but the Antarctic is still today a land which belongs to everyone and

to no country, or better to everyone because it belongs to no country.

The bathyscaphe Trieste, with which the Swiss Jacques Piccard and Lt. Don Walsh
from the US Navy touch the ocean bed in the Mariana Trench on 23 January 1960,
was built in Italy and later bought by the United States Navy. However, the seabed

does not belong to any nation.

And even though the American flag, which from 20 July 1969 stands in the wind-
less sky of the Sea of Tranquillity, was planted on the Moon’s surface as a sign of the
important victory in the cold war between enemy nations, it was accompanied by a
sign that said: “Here men from the planet Earth first set foot upon the Moon [...]

We came in peace for all mankind”.

All this signifies that the need to better define, within increasing efficiency, the sta-
tus of Global Commons, and the implications that this status brings with it, comes
from the common belief that there are things that cannot be owned exclusively, but

that must belong to everyone.

This is also the case for the unique virtual Global Common that is Cyberspace: even
though it is something less tangible and therefore less attainable than the more nat-
ural Global Commons, it is widely recognised as belonging to everyone.



In fact, the profound nature of Global Commons has much to do with the most fun-
damental one of them all, i.e. freedom. But freedom to be authentic and be
expressed requires space, whether physical or virtual. The protection of Global
Commons and the ability to make use of them in the best possible way, and guar-
antee there accessibility to everyone, is therefore a concrete way as to protect and

spread freedom.

Carlo Musso

Head, Research Department
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ACRONYMS

A2/AD Anti-Access/Area Denial

AAR Air to Air Refuelling

AGC Air Global Common

Al Avrtificial Intelligence

ALM Additive Layer Manufacturing

ARPANET Advanced Research Projects Agency Network
ASTRAEA Autonomous Systems Technology Related Airborne Evaluation & Assessment

ATM Air Traffic Management

BRIC Brazil, Russia, India, China

CAS Close Air Support

CASD Centro Alti Studi per la Difesa (Centre for High Defence Studies, Defence Ministry)

CEMISS Centro Militare Studi Strategici (Military Centre for Strategic Studies, Defence
Ministry)

CERT Computer Emergency Response Team

clp Critical Information Infrastructure Protection

CNI Critical National Infrastructure

COPUOS Committee On the Peaceful Uses of Outer Space

DSG Defence Strategic Guidance

EDA European Defence Agency

ENISA European Union Agency for Network and Information Security

FAA Federal Aviation Administration

GPS Global Positioning System

HMI Human-Machine interfaces

IAl Istituto Affari Internazionali (Italian International Affairs Institute)

IATA International Air Transport Association

ICANN Internet Corporation for Assigned Names and Number

ICAO International Civil Aviation Organization

ICS Industrial Control Systems

ICT Information and Communications Technology

1l Insurance Information Institute

IMO International Maritime Organization

ISTAR Intelligence, Surveillance, Target Acquisition and Reconnaissance

ITU International Telecommunication Union

IUCN International Union for Conservation of Nature and Natural Resources

LDC Least Developed Country

LNG Liquefied Natural Gas
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MANPADS  Man Portable Air Defence Systems

MARPOL International Convention for the Prevention of Pollution from Ships
MIT Massachusetts Institute of Technology

MPA Maritime Patrol Aircraft

NASA National Aeronautics and Space Administration

NEC Network Enabled Capability

NSIDC National Snow and Ice Data Center

NSR Northern Sea Route

NWP North West Passage

PNT Positioning, Navigation and Timing

QDR Quadrennial Defence Review

R&D Research and Development

R&T Research and Technology

ROK Republic of Korea

RPAS Remotely Piloted Aircraft System

RUSI Royal United Service Institute

SAM Surface to Air Missile

SATCOM Satellite Communication

SCADA Supervisory Control And Data Acquisition

SEAD Suppression of Enemy Air Defence

SGC Sea Global Common

SME Small and Medium Enterprise

TCP/IP Transmission Control Protocol / Internet Protocol suite
TEU Twenty-foot Equivalent Unit

TSLV Taiwan Small Launch Vehicle

UAS Unmanned Aerial System

UAV Unmanned Aerial Vehicle

UCAS Unmanned Combat Aircraft System

ucsb University of California at San Diego

UNCTAD United Nations Conference on Trade and Development
UNEP United Nations Environment Programme

UNESCO United Nations Educational, Scientific and Cultural Organization
USB Universal Serial Bus

VLM Veiculo Lancador de Microssatélites (Brazilian microsatellite launcher)
VLS Vehiculos Lancadores de Satellites (Brazilian satellite launcher)

WDI World Development Indicator

WWF World Wildlife Fund
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INTRODUCTION
Claudio Catalano

The Global Commons are domains such as Air, Sea, Space and Cyberspace. According to
state-of-the-art doctrines these are “areas beyond national jurisdiction that constitute the
vital connective tissue of the international system” (DSG, 2012 : 3).

Being the connective tissue of the international system implies that the Global Commons
constitute both an opportunity and a threat: “Global security and prosperity are contin-
gent on the free flow of goods shipped by air or sea, as well as information transmitted
under the ocean or through space” (QDR 2010 : 8).

A study on the modes of governance of the Global Commons, focusing mainly on State
control and international cooperation and agreements, is the main objective of
Marchetti's Chapter.

Air includes the segregated and non-segregated airspace and all the aircraft which can fly
into it. Though a discrimination shall be done between the national airspace and the AGC,
see Marrone and Ungaro’s Chapter for this issue.

The sea covers 139,768,200 square miles or more than 70 per cent of Earth's surface.
However, not all the sea is a Global Common, the SGC includes only the areas outside
State control, which are ever shrinking, such as the High Sea, which has been for a long
time historically accepted as an area outside any State sovereignty - formerly known in the
seventeenth century legal doctrine as Mare Liberum - the Arctic waters, the seabed, and
all the seabed infrastructures, such as submarine communication cables and pipelines,
and natural resources. Rosato’s Chapter focus mainly on the Arctic and the Arctic sea lane
(NSR and NWP), their status and their economic and security-related issues.

Space includes the area between the airspace and Outer Space, the Outer Space itself,
and also all the Space infrastructures such as communication and imaging satellites, which
can act as a support to the other Global Commons, in particular the AGC and SGC - by
means of navigating systems, such as GPS - and cyber domain by means of satlinks and
internet satellite connection. See the Briani's Chapter for these issues.

Cyberspace is an immaterial Global Common, which act as connective tissue for all the other
domains, therefore cyber threats have influence on all the other domains. Cyberspace has
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also its physical dimension which is constituted by hardware such as computer, servers
and cables including submarine telecommunications cables. These belonging to the phys-
ical dimension can be physically attacked. Prof. Silvestri contends that while Cyber is a
Global Common, its physical dimension however, that is the hardware is actually owned
by private entities (Silvestri : 2013). See also Costalli and Fasani's Chapter for this issue.
As we can see Global Commons are closely interconnected, and the status of these
domains is heavily influenced by technological developments and security and economic
interests.

A brief history of the Global Commons

The Commons is usually what is publicly-owned as opposed to privately-owned within
human society.

In traditional common law, common land or Commons did not mean State-owned or
public land, but land that is owned by private individuals or corporations called partition
units were areas of land owned collectively or by one person. The Commons could be
shared and utilized by residents of the village, who have certain traditional rights on this,
such as to allow their livestock to graze upon it, to collect firewood, or to cut turf for fuel.
So in general customary law, Commons is public land managed by human communities,
generally property that is collectively owned or better common areas or community
resources such as public parks, waterway or easements.

Originally, Alfred Thayer Mahan was the first one to formulate the concept of Global
Common applying it to the High Sea (Mahan, 1890):

“The first and most obvious light in which the sea presents itself from the political and
social point of view is that of a great highway; or better, perhaps of a wide common,
over which men may pass in all directions, but on which some well-worn paths show
that controlling reasons have led them to choose certain lines of travel rather than
others. These lines of travel are called trade routes, and the reasons which have deter-
mined them are to be sought in the history of the world”.
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Mahan also formulate the idea of exclusion by means of State control:

“The profound influence of commerce... to secure to one’s own people a dispropor-
tionate share of such benefits, every effort was made to exclude others, either by the
peaceful legislative methods of monopoly or prohibitory requlations, or when these
failed, by direct violence. The clash of interest, the angry feelings roused by conflict-
ing attempts thus to appropriate the larger share, if not the whole, of the advantages
of commerce, and of distant unsettled commercial regions, led to wars”

General Giulio Douhet takes inspiration from the “High Sea” Global Common to identi-
fy the air as a new domain. The Global Commons is not the atmospheric air itself, but it
is the aviation - both military and civilian - or better the aircraft which creates highways
(Douhet, 1921 : 89-90):

“The airplane has no need of roads in the accepted meaning of the word; all Space is
an unlimited road for planes. The sea also is an unlimited roadway for ships, ... So
can we hardly hope to develop an aerial navigation until we have prepared for air
routes...A network of air lines is made up of large links connecting great arteries”.

Douhet see the air routes as responsibility of the State, and an emanation of State con-
trol, but leaving space for private initiative in a free Global Common:

“Provision for establishing air lines is to the interest of the State as a whole, and there-
fore is a duty of the State.... This does not, of course, mean that the State should be
the entrepreneur of the undertaking, be the active manager of the air lines. On the
countrary, the State should merely encourage, see to it that the air lines are created
and efficiently run. In view of the doubtful results so far shown by State-controlled
undertakings, the management of air lines should indubitably be entrusted to private
enterprise. With the right kind of airfields and other ground works accomplished,
with well-disposed civilian enterprises encouraged and amply subsidized, with each
function of the military air forces differentiated and co-ordinated under competent
authorities, with new enthusiasm for adventure and aspiration toward a future that
cannot fail, aviation will finally be ready to rise to the freedom of the skies.”
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During the Cold War, the NSC 68 (1950), the planning document stressed the idea of build-
ing an International system based on free trade, trips and the diffusion of western values so
as to fight the expansion of communism by means of individual freedom, democracy and
economic development. This was to assure the American lifestyle, and to free Europeans
from the Communism thus facilitating trade, individual entrepreneurship and therefore free
access to the Global Commons. The Global Commons, in particular the AGC and SGC,
were to assure economic prosperity by means of commercial aviation and ship lines.

From Mahan, passing through Douhet, to the NSC, the AGC and SGC have been seen as
highways, or better a network of commercial roads, thus introducing the concept of
Global Commons opportunities, and to later conceive the Cyberspace as a networked
Global Common.

Later on, from a “land of opportunity” of trade and exchanges, the Global Commons
became first an environmental concern and then a security threat.

In 1968, the “Tragedy of the Commons” introduced in the sustainable development and
economic growth theory, the Malthusian concept that human behavior could depleted
the Earth’s shared natural resources (Hardin, 1968).

In the 1980s, environmental law started to consider the exploitation of Global Commons.
An Environmental Report (IUCN, 1980) published by the IUCN in collaboration with the
UNESCO and supported by UNEP whilst WWF defines this as:

"A commons is a tract of land or water owned or used jointly by the members of a
community. The Global Commons includes those parts of the Earth's surface beyond
national jurisdictions - notably the open ocean and the living resources found there -
or held in common - notably the atmosphere. The only landmass that may be regard-
ed as part of the Global Commons is Antarctica ...".

From the late 1990s to the 2000s, the A2/AD military concept, and Space and Cyberspace
were included in the Global Commons.

This was due to the new Chinese asymmetric warfare doctrines, the 2006 incidents in the
South China Sea, cyber-attacks like those in Estonia or Georgia, maritime piracy which also
fuels instability in the Horn of Africa, anti-satellite missiles such as those being developed
by China. The US QDR 2010 and the DSG published in January 2012 state that it is in the

= 10
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interest of the United States that Global Commons are “accessible”, “free”, and “stable”
so as to maintain international security and the transfer of goods, capitals and people:
For the International economic system is essential to assure:

- access: the means and system to accede to the Global Commons, in a sense the
technological capabilities

- freedom: for the free flow of data, goods, capitals, and people

- stability: to assure the status of Global Common, to assure protection and security
inside the Global Commons.

Therefore, the United States were the first to develop a military doctrine for the Global
Commons:

“State and non-state actors pose potential threats to access in the Global Commons,
whether through opposition to existing norms or other anti-access approaches. Both
state and non-state actors possess the capability and intent to conduct cyber espi-
onage and, potentially, cyber attacks on the United States, with possible severe effects
on both our military operations and our homeland. Growth in the number of space-
faring nations is also leading to an increasingly congested and contested Space envi-
ronment, threatening safety and security. The United States will continue to lead glob-
al efforts with capable allies and partners to assure access to and use of the Global
Commons, both by strengthening international norms of responsible behavior and by
maintaining relevant and interoperable military capabilities.” (DSC 2012 : 3)

Global Commons as a technology issue

This study would deal with issues related to the assured access, by means of technological
platforms, stability as a legal issue, and the security of the Global Commons, so as the means
and systems to maintain the stability, to navigate and protect the goods, data, and people
during their transit through the Global Commons.

The Global Commons have legal and economic implications, but first of all come the tech-
nological implications. The role of technology is actually twofold, because not only does it
ensure access, but also the control of the Global Common, and in particular State control.

A well known example is the range of coastal artillery in defining the territorial waters in the
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international law of the sea. From the eighteenth century to the First World War, the terri-
torial waters were initially set at 3 (nautical) miles which was at the time the range of coastal
guns, or the length of a cannon shot, hence the portion of an ocean that a sovereign State
could defend from shore. The territorial sea was then extended to 6 and later to 9 miles,
ending up with the 1982 Montego Bay law of the sea Convention to 12 miles, according to
the development of the range of guns. Military aircraft, in particular MPAs, and Anti-ship
missiles allow the control of 200 miles range of exclusive economic zones. Same thing for
the Air domain, whose State control area “usque ad sidera” is defined by anti-aircraft guns
and nowadays by missiles. For Space, the technological development has created anti-satel-
lite missiles, the use of which is purely hypothetical and anti-economic though.

State control of Global Commons also implies a cost for it, from the Victorian age right up
until the First World War, the Royal Navy absorbed about 20 per cent of the British Empire’s
GDP. This is why after the First World War, the British Empire to balance the sheets after the
war effort, delegated control of the Atlantic Ocean to the US Navy, a young and resource-
ful country. The same thing could happen now, with the economic crisis and the austerity,
the new US strategic doctrine focus on Middle East and Asia-Pacific, thus leaving the
Mediterranean and African stability to the Europeans, which are not young countries with
sheets in balance. The emerging powers, with all their resources, could make the Asia-Pacific
the next “nombril du monde”

The main issue about Global Commons is lack of State sovereignty, thus when States claim
a right on these areas, they try to extend their sovereignty on no man’s areas. These claims
are possible only due to technological capabilities, which allow the interested State to gain
control over the area, this being a portion of Air, Sea, Space or virtually of Cyberspace.

In a sense Global Commons will be the residual areas which do not fall under State control,
in a mathematical formula (1-S) where “S” is State control. The more the State controlled
area grows, the lesser the Global Commons total area are. This is evident in the law of the
sea Where State controlled waters shrink the High Sea that is defined as waters beyond State
jurisdiction.

= 12
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CHAPTER 1
MODES OF GOVERNANCE FOR THE GLOBAL COMMONS
Raffaele Marchetti

A major challenge for current socio-economic interaction at the global level is constituted
by the fragility of the management system of the Global Commons (Nordhaus, 1982). The
infrastructural nature of Global Commons is key to understand their value in a globalized
world. While most definitions of Global Commons focus on their extra-territorial features,
| would argue that their other characteristics in terms of interaction facilitators are of equal
if not superior importance. In this vein, Global Commons are first and foremost resources
for interchange, are infrastructure for interconnectedness in an ever more globalized world.
Following on from this argument, in this article | will understand Global Commons as those
domains that 1) serve as channel of transnational intercourse for individuals, goods, and
ideas; and 2) are outside the jurisdiction of any specific national sovereignty, and are sim-
ply un-owned by any particular state.

In the past centuries, scholars of the law of nature would likely have understood the Global
Commons res nullius, leaving them to the arbitrariness of the conquistadores. Today we
have a different understanding that tends to see them rather as belonging to or common
heritage of mankind, thereby including both present and future generations. The shift from
res nullius to common heritage of mankind is dramatic. It entails overcoming the classic
Westphalian system of national sovereignties in the name of a commonly owned domain.
The concept itself of common heritage of mankind, despite being still controversial, is by
now entrenched in international law. It was first mentioned in the preamble to the 1954
Hague Convention for the Protection of Cultural Property in the Event of Armed Conflict
and later associated to specific obligations in the 1967 Outer Space Treaty.

Four domains are usually associated to the notion of the Global Commons: Air, Sea, Space,
and more recently Cyberspace. Other domains have been proposed such as the tropical for-
est, but these remain speculative for the moment. In practice, the designation of these
domains is tightly linked to technological developments and strategic interests. Historically
speaking, for a long time sea was the only common taken into consideration. Later on with
technological innovation and the subsequent possibility for exploitation for the sake of
national interest came Antarctica, Air, Outer Space, and just very recently Cyberspace.
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Global commons between overuse and free access

Two principal interpretations of the Global Commons are present in the public debate. In the
environment-related discourse, the focus is on the conditions to avoid the overuse, the so
called over-grazing by free-riding actors. In security studies, the focus is instead on the con-
ditions to guarantee access to these domains for commercial or military reasons. In both
interpretations, access to the common is expected to be ultimately unrestricted, and yet
somehow paradoxically this may lead to accelerated consumption or degradation of the spe-
cific resource so much so that access may end up not being freely available anymore after a
while: the classic “tragedy of the common” eloquently depicted by Hardin (Hardin, 1968).
In a world which is ever more integrated, access is a crucial condition for the sustainability
of the high level of global interconnectedness. Today over 90 per cent of global trade trav-
els by sea; 2.9 Bn passengers travel through air; enormous quantity of data is exchanged
every second on internet and through satellite communications. Were any of these
domains disrupted, exorbitant costs would be imposed globally.

Until recently, only localized disruptions took place. Piracy in the Horn of Africa, cyber-
attacks to Estonia and Georgia are examples of these kinds of geographically limited trou-
bles. Arguably, the recent scandal on vast scale net of control over data may potentially
have a much larger negative impact on the cyber activity worldwide in terms of security
closures in the system (as the one suggested by the German government) or the construc-
tion of altogether alternative cyber infrastructures (as the one planned by the BRICS gov-
ernments). This would bring fragmentation to the system, hence it would reduce the free
accessibility to it. As much as national borders and passport controls have reduced the pos-
sibility for free movement, the compartmentalization of the Cyberspace and the in-built
security borders would reduce the free movement in it.

Free access to the Global Commons is crucial. These global infrastructures arguably remain
a building block, a fundamental resource of the current global transformations and thus the
need to be adequately governed in order to increase the efficiency of the global interactions.
At the same time, we cannot stress enough that access to the Global Common has not
only the value of free interconnectivity, but also the value of military dominance. In this lat-
ter case, access to the common also means control of the common, i.e. the power to let it
free and to prevent intrusion of those who would threaten its accessibility. Geopolitical
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thinkers have long argued for the control of the sea as a key for the control of the world.
Part of the American military supremacy of the second half of the twentieth century (but
also of the British supremacy of the period between the nineteenth and the twentieth cen-
tury) was precisely due to the unrivalled control of the commons. Controlling the sea, the
airspace, and more recently the Outer Space and especially the Cyberspace proved to be a
military enabler of the US global hegemonic power position (Posen, 2003; Denmark,
2010). The two-fold face of the value of the Global Commons needs to always be taken
into account when assessing the significance of them. And in both cases, the issue of
access is crucial.

A traditional way to solve the issue of access to the common resides is enclosure, which
through state control or property right is expected to regulate to free passage in the most
effective way. Enclosure constitutes a trend in international affairs and can be better
observed in the domain of the sea with the ever growing ambitions of states to enlarge their
sovereign rights. But this is no solution for a number of different reasons related to state
competition and the subsequent unreliability of the system in terms of access to others.

Global governance mechanisms

A more promising strategy for safeguarding free access to the Global Commons instead
consists in the further development of the governance structure already existing in each of
the Global Commons. A set of binding treaties, governance mechanisms, and stakeholder
initiatives are already in place. The current governance of the Global Commons is the result
of a large number of regulatory mechanisms which are at times interlinked and at other time
independent one from the other (Vogler, 2000; Koenig-Archibugi, 2006; Hale & Held, 2011;
Dodds, 2012; Vogler, 2012; Stang, 2013). Behavior is regulated by a set of prohibitions,
norms and rules whose effectiveness depends on a number of different factors. Ultimately
what counts is the nature of the agreement. If the agreement is about coordination, i.e. it
is a common-aversion mechanism with different points of equilibrium, then actors will have
self-incentives to stick to the rules once these are set. On the contrary, if the agreement is
about cooperation, i.e. it is a common interests mechanism with no point of equilibrium,
then the risk of free riding, of unilateral defection is always present and the need for enforc-
ing measure to attain compliance will consequently be much higher. To sum things up,
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coordination agreements on issues on which there is a common perception of mutual
interdependence are more likely to be effective in regulating state behavior.

These regulatory mechanisms are imperfect. They are incomplete, they are contested, they
are developed differently in each common, and yet at the moment they provide a relative
good degree of coordination in the protection of the Global Commons. In all Global
Commons, High Seas, Airspace, Outer Space, and Cyberspace, a relative high degree of
coordination is present. If we simply compare how difficult the usage of any of these com-
mons would be without any shared institutional framework, we can easily realize that we
are far from any spontaneous order.

Legitimacy, co-management, and free access

Ultimately the issue of legitimacy remains central in the Global Commons dossier. Both in
the classical intergovernmental arrangements and in the more recent hybrid stakeholder
formula, what is essential in order to guarantee a viable management of the Global
Commons is the input legitimacy. Setting a mechanism in place which excludes important
actors from the management of the Global Commons is a recipe for failure. In a world in
which power is more and more diffused, the challenge is to create avenues for the inclu-
sion of all major actors involved in any common. Only by doing this, the management of
the Global Commons will remain as effective and sustainable as possible. To make a long
argument short, it is not enough to guarantee free access to the Global Commons. What
is also essential is to guarantee free access to the management itself of the Global
Commons. It is on this specific issue that the Global Commons are a terrain of political
competition and rivalry. Membership, procedural rules to take decision, financial burden-
sharing, and location of international institutions to manage the Global Commons are
essential elements of legitimacy. Major issues of current contention on the legitimacy of
global governance arrangement for the management of the Global Commons concerns
precisely these elements of legitimacy.

Membership and procedural rules are discussed in order to widen the participants to the
regulatory and standard setting bodies affecting the management of the Global Commons.
For instance, emerging powers complain about the alleged partisanship of some institu-
tions. Typical in this regard is the dispute over the management of the internet standards.
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The United States and the EU defend the centrality of the ICANN, a private company based
in California that has been running the business since its inception and has allegedly the
most up-to-date expertise and flexibility to deal with internet governance. Conversely,
other countries such as Russia and China maintain that the ITU, being a universalist inter-
governmental organization part of the UN, is better equipped for managing a critical task
such as that of internet governance. The dispute is still very much open.

Financial burden sharing is debated in relation to the distributions of costs attached to the
control and implementation measures for the policy of free access. The United States (and
to some extent the EU) complain for the massive resources they are currently investing in
to keep the system going. Also typical of this are the disputes over the NATO budget
between the United States and the other (mainly European) partners. In the past, the
same case was advanced by the UK before World War | as for the costs of the Royal Navy
on its national budget.

Finally, the location of Global Commons institutions is also at the center of political contro-
versies. The current location of most international institutions is based in the West and ulti-
mately derives from the hegemonic stability that the US-led West provided in the last 60
years at the international level. In a de-westernizing context such as the present, signs of
increased discontent with the situations are growing. As recently as May this year, the Qatari
Government officially submitted a bid to relocate the ICAO to the country in 2016, offering
generous financial incentives. ICAO headquarters has been in Montreal since its inception in
1947, but a growing coalition of Arab countries is currently advocating for its relocation to
the Middle East. Qatar rallied to put together those 115 votes that are necessary for mov-
ing the headquarters, but eventually dropped (at least for the moment) the bid.

These kinds of disputes prove once more that an enhanced perceived legitimacy is crucial in
order to provide stability to the management of the Global Commons. In the past, as argued
by Posen (Posen, 2003) and Danemark:

“The openness and stability of the Global Commons have been protected and sustained
by U.S. military dominance and political leadership. The U.S. Navy and Coast Guard have
dissuaded naval aggression and fought piracy around the world, ensuring unprecedent-
ed freedom of the seas. The United States led the creation of international agreements
on air transportation, enabling the creation of a global air industry. Washington also
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forged an international consensus on the openness of space, ensuring that all countries
with the means to do so can utilize orbital space for scientificc commercial, and military
purposes. Lastly, research funded by the U.S. government led to the creation of a decen-
tralized network of connections now called the Internet, which connects physically dis-
persed markets, capital, and people ..... For the past 65 years, U.S. power has been
derived in part from providing global public goods that also service vital U.S. interests,
including stability in key regions, a vibrant and interconnected global economy, and
open access to the Global Commons.” (Denmark, 2010, 166)

Today, however, in a world that is more and more pluralistic and characterized by the diffu-
sion of power, the issue of legitimacy reacquired centrality becoming as important as the
technicalities for access control to the Global Commons (Murphy, 2010). As a consequence,
the key characteristics of global governance institutions for the management of the Global
Commons should be restructured in order to enhance their legitimacy. First order member-
ship should be maximally inclusive, i.e. all states should be allowed to apply for full mem-
bership. Procedural rules should provide room for diffused inputs to reach the final negoti-
ation phase. And finally, also the location of the institution should be decided in order to
maximize the representativeness of the institution.
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CHAPTER 2 “AGC"
THE EVOLUTION OF AGC: POWER AND TECHNOLOGY
Alessandro Marrone and Alessandro R. Ungaro

The AGC will continue to be fundamental for both global economy and military power. It is
currently subject to important trends stemming from both changes in the international secu-
rity environment and technological innovation, particularly with regards to UAS." These
trends particularly influence the access and stability of the AGC by putting them at risk more
than in recent years.

Preliminary clarification

A first distinction should be made between the AGC and national airspace, which stretch-
es 60.000 feet over states geographic borders and 12 miles out from their coastlines and
it is not part of AGC. It is not by accident that the limit of 12 miles reflect the range of
ninteenth century warships: it is another example of how technology contributes to
define what is under state authority. At the same time, it should be noticed that since the
World War Il international air travel requires the use of national airspace for transit on a
regular basis, and therefore involves detailed and binding agreements amongst national
authorities (Stang, 2013: 2). The UN ICAO is the leading institution in this field, which sets
universally recognized standards for air traffic and thus the use of AGC.
Intergovernmental cooperation between national police and security agencies on air secu-
rity and safety seems to be well established (Stang, 2013: 2) and ICAO standards are reg-
ularly enforced, as the access, freedom and stability of AGC is widely recognized as a
shared fundamental interest of the international community. In comparison to other
Global Commons such as Cyberspace, the governance of AGC has reached a high level
of maturity through multilateral and bilateral agreements? and international institutions
(Martin and Fritz, 2010: 79).

" UAS are often called UAV or RPAS. This paper uses the term UAS to stress the fact that the system encompasses
not only the uninhabited platform, but also the control system on the ground and associated data-links. In this
respect, UAS is truly a system of systems, with the aircraft forming one part of the overall system from which capa-
bility is derived.

?1n 2010, more than 4.000 bilateral air transport agreements were registered at ICAO. See IATA www.iata.org/about.
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Trends influencing AGC

The future is unpredictable and this Chapter does not aim to do so. It is rather appropriate
to point out the main trends which are likely to influence AGC.

Regarding the international security environment, the tendency towards a multi-polar inter-
national system marked by increasingly assertive regional powers will continue also partly
due to the on-going globalization process. This implies that more and more medium-sized
and large non-Western countries experiencing fast-growing economies — such as Brazil,
China, Russia, Saudi Arabia and India - will invest in defence procurement in order to update
and upgrade their military capabilities, with a strong emphasis on air capabilities (Ungaro,
2013:9). There is an ongoing shift of economic, industrial, military and technological power
from the traditional North American and Western European regions to other world regions,
notably but not only Asia, which is reflected in the international defence market (Dottori and
Marrone, 2010: 77-79). This trend will likely also see in the short term major investments
into advanced air capabilities, including air defence systems (Denmark, 2010: 167), as well
as UAS with many non-Westem countries interested in filling the gap with the United States
and Israeli products (Arpino, 2011: 1). A recent study estimates that UAS spending will more
than double over the next decade from current worldwide expenditures of $5.2 Bn annual-
ly to $11.6 Bn, totalling over $89 Bn in the next ten years (Teal Group, 2013: 1). This is par-
ticularly important for AGC because its access, freedom and stability has de facto relied in
the last decades over the United States overwhelming military power, such as other eventu-
al opponents would certainly loose a military contest for the Global Commons if they
attempt to deny them to the United States (Posen, 2003: 8). As far as the US military hege-
mony — which so far has guaranteed AGC and other Global Commons (Krepinevich, 2010:
7) - is now declining while international system becomes more multi-polar, the key question
is whether the access, freedom and stability of AGC will be at risk. In other words, the undis-
puted Control of the Air enjoyed by the United States in the last decades should not be
taken for granted (Martin and Fritz, 2010: 100), and the challenges to such power projec-
tion capabilities are likely to threaten the very same access to AGC (Murphy, 2010: 33).

Secondly, non-state actors will continue to play an important a role in the international secu-

rity environment, also with respect to Global Commons. This is already demonstrated by the
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importance of Hezbollah in the Syrian crisis and by the capacity of terrorist and criminal
groups to take over large parts of Mali - triggering an armed intervention by France at the
beginning of 2013. It is likely that large areas of world regions in Africa and Asia will risk
falling into a state of anarchy, civil war or failed states (Silvestri et al., 2013: 5) where non-
state actors will find safe heavens and sources of manpower and economic resources. These
non-state actors will also likely utilize UAS at a tactical level, as done by Hezbollah against
Israeli forces in the 2006 Lebanon war, and eventually at a strategic level. Several non-state
actors already rely on shoulder-fired anti-air missile known as MANPADS, as well as on
increasingly widespread “double-digit” SAMs to threaten the access and stability of AGC.

At the same time, technology will continue to become more cheap, accessible and wide-
spread than in the past, because of ongoing changes in the innovation model (Stankiewitcz
et al., 2009: 14-17). This will contribute to empower non-state actors and emerging/region-
al powers as they will find it easier than in the past to fill the technological and industrial
gap with Western countries (Denmark, 2010: 167). The fact that innovation in the civilian
market has accelerated and has become global has further reduced the capacity of govern-
ments to control transfer of technology to potentially hostile states and non-state actors.
Moreover, the current model of innovation paves the way to technological breakthrough
and disruptive technologies, which are difficult to foresee but are likely to affect — among
other sectors — sensors, telecommunications, electronics, sensors and networks and smart
materials (Stankiewitcz et al., 2009: 48). This will obviously influence the activities of R&T
and R&D related to air capabilities, including UAS, for example by enabling those actors
which will invest significant economic resources into these activities to achieve significant
results despite their initial technological gap. In other words, the proliferation of symmetric
and asymmetric capabilities allows new powers and non-state actors to increasingly chal-
lenge the de facto protector of air commons, the United States (Martin and Fritz, 2010: 80).

The spread of UAS and the AGC
The UAS are not a completely new air capability, but have recently experienced an exponen-

tial growth in use. Such system has different degrees of autonomy from the aircrew in the
control room: remote controlled UAS, semi-autonomous UAS and fully autonomous plat-
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forms. In the first case, the pilot on the ground performs the tasks previously undertaken in
the cockpit; in the case of fully autonomous UAS these functions are theoretically performed
by the aircraft itself; semi-autonomous UAS have a certain degree of autonomy but remain
supervised by the pilot. In practice, a large number of current platforms are remote con-
trolled, and only some have a low level of autonomy. The next generation of UAS is likely to
enjoy a higher level of autonomy, depending on developments in control software, micro-
processor and data link technology, already in progress: autonomy is measured on a ten-
level scale, and by 2025 UAS are expected to reach the 6th level of autonomy (RUSI, 2008:
5). The required mapping radar, threat warning receiver, collision-avoidance systems, will be
available by the 2025-2035 timeframe, yet full autonomy can be reached only when Al has
been developed and implemented to the extent that it can offer resilient and reliable
responses to highly complex and demanding operational demands - a goal that probably will
not be reached in the next decade. According to the NATO classification, three classes of
UAS are identified on the basis of platform’s maximum gross take-off weight: Class | - less
than 150kg; Class Il - from 150kg to 600kg; Class Ill - more than 600kg (NATO, 2010: 9).
Within the UAS category, the UCAS have the specific ability to engage a target.

Concerning future utilization of UAS, some considerations can be made regarding:
endurance and performances; aircrew security and safety; costs and savings; constraints
and incentives to launch Air Operations. First, UAS use is likely to increase as these plat-
forms provide a valuable combination of endurance, connectivity, flexibility, autonomy and
efficiency. Particularly, endurance is increased as human limitations do not apply: for exam-
ple the maximum number of hours a pilot can fly per mission is extended by aircrew
turnover in the control room. The UAS may utilize AAR as manned aircraft, and by saving
the systems and space needed to keep aircrew safe on board UAS can carry more fuel - or
equipment or weapons.

One of the main political reasons behind the increased use of UAS is to obviate danger to
aircrew - a danger which is increasingly difficult to justify by Western governments in the
eye of domestic public opinion. However, there are a number of ethical and legal barriers
to be overcome before full UAS deployment, especially in their more lethal forms, will be
acceptable to Western governments and people. The disputes occurred over extensive use
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of UCAS by the Barack Obama administration and the limitations then introduced on their
use are a case in point (Marrone, 2013: 1).

A second political argument in favour of UAS is that it could reduce costs, for example by
downsizing the foot-print in the theatre required to operate the platform. But it will not
necessarily cut the total manpower bill, because so far the extent of personnel savings are
questionable. Currently, Class Il and Class Il UAS aircrew traditionally include a pilot, who
is also the mission commander, and a sensor operator to manage and interpret data flows,
plus the operational aircrew. Further constraints on the widespread use of UAS may reflect
the risk of tactical UAS being jammed or their satellite-based route altered by opponents,
including non-state actors utilizing cheap and easily accessible civilian technology, with a
consequent loss of control over the system. In addition, the utilization of UAS will depend
upon robust NEC and will therefore be subject to a significant risk of cyber attacks, thus
requiring careful management of the UAS-cyber nexus.

An important issue is whether the spread of UAS will encourage policy-makers to increase
Air Operations in the future merely because aircrew are not put at risk. The trend in
American utilization of UCAS between 2009 and 2012 has pointed in this direction.
However, European political authorities and public opinion have become used to strict rules
of engagement with regards to military operations, and are likely to establish comparably
severe limits to the weapons carried on by UCAS and their release, particularly regarding
the release of automated weapons.In addition, as mentioned before the use of UCAS
made by Obama administration has provoked critics in the United States as well.

Most examples of UAS military utilization so far have come from Air Force-led operations -
i.e. Libya - and Army-led operations such as those in Afghanistan and Iraq. In the next few
years, it is likely UAS will continue to be used for reconnaissance and surveillance given
their capacity to remain in the operational area longer than manned aircraft because they
do not suffer the pilot's natural limitation - provided aircrew will ensure turnover in the
ground control station. For the same reason, they will probably continue to serve target
acquisition, regardless the fact that engagement will be performed by UCAS of by manned
fighter aircraft (or helicopters, or missiles). Moreover, it is likely UCAS will be used for CAS,
as they have already performed this task by protecting troops on the ground in Afghanistan
against enemy forces attacking allied patrols or convoys. A possible, new task could be
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SEAD. This task is conducted in the very first phases (day one) of high-intensity military
operations against a conventional opponent, in order to destroy its air defence capability,
ensure air superiority, and make further operational phases possible, such as targeted
bombing or the establishment of a no-fly zone, with near-zero risks for air allied capabili-
ties and aircrews. Obviously, SEAD task is very dangerous, therefore UAS may be preferred
to manned aircraft - in conjunction with long-range ballistic missiles - since their destruc-
tion by the enemy does not imply allied casualties. Moreover, UAS will probably also be uti-
lized by Navies. For example, UAS are already utilized for ISTAR purposes during border
control or anti-piracy operations, and they are likely to be utilized before amp hibious oper-
ations. UCAS may also be utilized for engagement mission against asymmetric opponent
such as pirates. In fact, tests have already been conducted on UAS prototypes with folding
wings better suited to be embarked on Navy ships.

All'in all, it will be likely we will have a fleet of different UAS able to perform the full spec-
trum of Air Power roles - Control of the Air, Air Mobility, ISTAR and Engagement. Yet this
does not mean UAS are going to replace manned aircraft in the 2015-2025 timeframe,
either in Europe or in the United States. They will, rather, contribute to a balanced fleet of
both manned and unmanned aircrafts. The proportion of UAS in the force structure will
likely vary according to the roles they are expected to perform. Their use will also differ
across Western Armed Forces because of military, technological, organizational and budg-
etary national specificities.

The spread of UAS will be influenced by civil-military coordination on European ATM
required to allow UAS flight into non-segregated spaces. In fact, UAS are intrinsically dual-
used and by 2025-2035 timeframe are likely to be also widely used for security and civil
purposes such as: border control with respect to illicit trafficking and illegal immigration;
civil protection purposes by monitoring regions where natural disasters are likely to take
place - i.e. risks of floods because of extreme weather phenomena - or have just happened,;
law enforcement purposes; environmental monitoring; supporting surveillance during
international events subject to terrorist threat such as heads of state summits; safety pur-
poses by fire brigades and a number of other security and civilian actors. The main current
obstacle to UAS utilization into non-segregated airspace is their airworthiness and their
interaction with the European ATM system. Technology allows UAS to transmit the same
signal of manned aircraft to ATM ground station, and to interact in a similar way. It also

=) 24



Occasional JE&[eEs

allows the development of systems such as collision avoidance and the necessary redun-
dancy - i.e. triple miniaturized UAS computer system - to reach in the next future the same
level of safety guaranteed by manned aircraft. In this regard, on June 2013 a Roadmap for
the integration of civil RPAS into the European Aviation System has been delivered to the
European Commission from the European RPAS Steering Group.

Access and stability of AGC

The aforementioned trends will particularly influence two aspects of AGC: access and
stability.

In fact, a large and growing number of States and non-State actors are likely to invest in
UAS - and manned vehicles - to guarantee their individual access to AGC and/or a certain
capacity to deny such access to others. To make just but one example, the release of a fleet
of unknown UAS in a certain North Atlantic zone of AGC heavily utilized by transatlantic
airlines routes may cause the cancellation of scheduled flights because of security reasons,
thus denying for a while the use of such portion of AGC.

In case of military confrontation - for example in the South East Asia sea region - it is like-
ly that all powers involved will use UAS and manned vehicles - together with cyber, mis-
siles and naval capabilities - to deny each other access to the AGC in the area of opera-
tions. In particular, China would try to deny the United States use of airspace above
Taiwan and Taiwan Straits (Murphy, 2010: 37). This scenario is not purely theoretical, as
Commander of US Pacific Command addressed this issue in a US Congress testimony
(IFPA-Fletcher, 2010: 8).

The aforementioned characters of UAS and their likely diffusion in the next decade pose
serious challenges to the capacity to guarantee access and stability within the AGS. First,
Class | UAS are relatively cheap and will be produced by a number of companies worldwide
- not only the large aerospace industry companies but also SMEs - thus satisfying the
demand of a large number of states - not just emerging powers. It is likely that a number
of non-NATO countries will start with simple UAS, which will probably lack stealthness,
engagement accuracy and advanced navigation systems. Nevertheless they will represent a
significant threat at a tactical level, particularly if produced and employed on a large scale
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in order to make up for quality through quantity. A second element which increases UAS
challenge is the facility to control them from relatively cheap and simple devices, similar
to a smartphone, which paves the way for non-State actors’ utilization of Class | and Class
I UAS. Third, the radar cross section of current and future UAS is so small that detection
becomes an issue, thus encouraging both state and non-State actors to use them. New
technologies to improve UAS tracking at tactical and/or strategic level may be required,
coupled with clear and standard procedures to maintain a clear picture of UAS utilized in
certain zone of AGC.

Finally, the complex relation of AGC with other commons is beyond the scope of this
paper. There is only the space to touch upon the fact that AGC is heavily dependent on
both Outer Space and Cyberspace. In the first common, space assets do provide funda-
mental services such as PNT, together with earth observation and weather forecasting,
which contribute to the access, freedom and stability of AGC. In particular, UAS are heav-
ily dependent on PNT and SATCOM since they are somehow remotely piloted by the
ground control station. Increased satellite band width will be essential in the most effec-
tive deployment on UAS, notwithstanding the development of more autonomous plat-
forms. A key issue for NATO countries will be to develop increasingly secure SATCOM in
relation to jamming and other kinds of interference, as well as to ensure interoperability
between the set of space and air capabilities. At the same time, activities in AGS - as many
others - deeply and increasingly rely on Cyberspace, and are thus extremely vulnerable to
cyber attacks. For example. in 2008, 800 “cyber incidents” involved the US FAA (FAA,
2009: 4). In particular, the military trend towards network enabled capabilities will likely
lead to greater integration of air operations with surface, cyber and space operations. This
will present the challenge of maintaining cyber security and uninterrupted access to
space-based systems, as operations are increasingly vulnerable to attack and degradation.
It will be essential to build in redundancy and graceful degradation to buy time in the
event of hostile action against these complex cyber dependent systems, attacks which
may easily affect not just a single node of the net but several. More insidiously, training
and planning should not assume unconstrained access to such capabilities: in the future
European Air Forces must be capable of operating in less than optimal cyber environments.
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CHAPTER 3 "SGC”
GLOBAL WARMING, ICE MELTING AND POLAR SEA:
THE ARCTIC SEA LANE, DREAM OR REALITY?
Angelantonio Rosato

The Arctic is a huge area of almost 30 M squares kilometres, one hundred times Italy, one
sixth of planet earth. The Polar Sea has been covered by ice for nine months of the year
for a long time. Not anymore: global warming is the driver of an impressive ice melting in
the Arctic Ocean, not a new phenomenon, but a continuous trend that has been occur-
ring for many decades. Last year the Arctic has lost more sea ice than at any time since
satellite records began in 1979 by the NASA. It is worth stressing the salience of Polar
Sea’s satellite monitoring: it will be more and more important in the years to come, espe-
cially in order to facilitate Arctic access, navigation and incident prevention.

Given the rapid ice melting, the presence of vast untapped natural resources in the Arctic
and the geographical strategic position of the Polar Sea, is it possible and economically
feasible to build up permanent Arctic routes suited to shorten global maritime traffic and
bring Polar natural resources to the world markets, in other words to save and widen the
Global Common status (access, movement’s freedom, stability) for the Polar Sea? This is
the question we will try to answer in this Chapter.

Satellite monitoring & ice melting

NASA's scientists involved in the satellite monitoring say ice melting trend in the Arctic is
part of a fundamental change. According to their calculations, between the end of
August and the beginning of September 2012 the extent of sea ice was 4.1 M square kilo-
metres, an area smaller compared with a previous low of 4.17 M square kilometres
recorded on 18 September 2007, i.e. 6 years ago.

The sea ice cap grows during the cold Arctic winters and shrinks when temperatures climb
again. Nevertheless, since the 1980s satellites have recorded a 13 per cent decline per
decade in the summertime minimum. What is more, the thickness of the sea ice is also
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declining. Therefore overall the ice volume has fallen far - though estimates vary about
the actual figure.

Joey Comiso - senior research scientist at NASA's Goddard Space Flight Center - affirms
that “this year’s [2012] ice retreat was caused by previous warm years reducing the
amount of perennial ice - which is more resistant to melting. It’s created a self-reinforc-
ing trend”. According to the NASA scientist, “unlike 2007, temperatures were not unusu-
ally warm in the Arctic this summer”. But the real problem is that “we are losing the thick
component of the ice cover” - Comiso says - “and if you lose that, the ice in the summer
becomes very vulnerable” (Harrabin, 2012). Another scientist from the NSIDC, that collab-
orates in the measurements, Walt Meier, stated: “in the context of what’s happened in
the last several years and throughout the satellite record, it’s an indication that the Arctic
Sea ice cover is fundamentally changing” (Harrabin, 2012).

Professor Peter Wadhams, from Cambridge University, says that “a number of scientists
who have actually been working with sea ice measurement had predicted some years ago
that the retreat would accelerate and that the summer Arctic would become ice-free by
2015 or 2016". Prof. Wadhams was one of the above scientists, and now recognizes
those predictions were wrong: “/ was one of those scientists, and of course bore my share
of ridicule for daring to make such an alarmist prediction”. By the way, Prof. Wadhams is
convinced that the prediction is now coming true, and the ice is becoming so thin that it
will inevitably disappear: “Measurements from submarines have shown that it has lost at
least 40 per cent of its thickness since the 1980s, and if you consider the shrinkage as well
it means that the summer ice volume is now only 30 per cent of what it was in the
1980s”. Professor Peter Wadhams states that “this means an inevitable death for the ice
cover, because the summer retreat is now accelerated by the fact that the huge areas of
open water already generated allow storms to generate big waves which break up the
remaining ice and accelerate its melt”. Cambridge University’s scientist thinks that “the
implications are serious: the increased open water lowers the average albedo (reflectivity)
of the planet, accelerating global warming, and we are also finding the open water caus-
ing seabed permafrost to melt, releasing large amounts of methane, a powerful green-
house gas, to the atmosphere” (Harrabin, 2012).
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Nothing better in July 2013, according to the NSIDC, in Colorado, United States (Beitler,

2013):
“While the rate of Arctic Sea ice loss is normally fastest during July, the warmest month
of the year, ice loss was even faster than usual over the first two weeks of July 2013. As
a result, on July 15 extent came within 540,000 square kilometers (208,000 square
miles) of that seen in 2012 on the same date. The ice loss is dominated by retreat on
the Atlantic side of the Arctic, including the East Greenland, Kara and Laptev seas, and
Baffin Bay. In the Beaufort and Chukchi seas and much of the Eurasian coast, the ice
cover remains fairly extensive, especially compared to recent summers. Compared to the
1981 to 2010 average, ice extent on July 15, 2013 was 1.06 M square kilometers
(409,000 square miles) below average. During the first two weeks of July, ice extent
declined at a rate of 132,000 square kilometers (51,000 square miles) per day. This was
61 per cent faster than the average rate of decline over the period 1981 to 2010 of
82,000 square kilometers (32,000 square miles) per day. The fast pace of ice loss was
dominated by retreat in the Kara and East Greenland Seas, where the ice loss rate from
July 1 to 12 was -16,409 and -17,678 square kilometers (-6,336 and -6,826 square
miles) per day, respectively. The Laptev Sea ice retreated at about half that rate, at -8,810
square kilometers (-3,402 square miles) per day. In contrast, on the Pacific side, sea ice
has been slow to retreat. During the first part of July, the rate of ice loss in the Beaufort
and Chukchi seas was only -3,375 and -6,829 square kilometers (-1,303 and -2,637
square miles), respectively. Temperatures at the 925 hPa level for the first two weeks in
July were 1 to 3 degrees Celsius (2 to 5 degrees Fahrenheit) above average over much
of the Arctic Ocean and as much as 5 degrees Celsius (9 degrees Fahrenheit) above aver-
age over the Kara Sea, where ice loss was pronounced”

It is true that in the summer 2013, Polar ice did not decline at the same spectacular rate of
the previous year, the lowest level on record. Nevertheless, according to the last report —
first large-scale study in six years by the UN - IPCC, published in September 2013 - “a near-
ly ice-free Arctic Ocean in September before mid-century is likely” (IPCC, 2013).

All this has important consequences: Polar sea is more accessible today, and it will be even
more so in the near future. That means access to vast untapped energy resources and raw
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materials. It is believed that 25 per cent of the world energy reserves is under the Polar Sea;
these reserves will be more and more attractive thanks to the rising energy world demand.
Ice melting also implies access to new shorter sea routes, which might be ice free for a
longer part of the year. In fact, “the shortest line between Russia and North America runs
across the Arctic. From the northern point of Canada, which lies 4,000 kilometres north of
Ottawa, the distance to Murmansk, Russia, is only a little over 2,500 km." (Bgrresen, 2008:
10). Given that today 90 per cent of international trade is on the sea, the implications for
the global economy could be enormous.

Arctic Sea Lane?

As the ice volume decreases and becomes easier to penetrate, the prospects for a perma-
nent Arctic Sea Lane connecting Asia, North America and Europe seem realistic and attrac-
tive to oil and shipping companies. The Lane could result in a substantial reduction of time
and costs for energy, people and goods transportation North-South, North-North and
Atlantic-Pacific. All this could lead to an Arctic golden age: commercial and civilian ship-
ping would increase, coastal infrastructures would improve, and thus boost the economic
and social development of Arctic human communities.

Nevertheless this is a very optimistic picture. In reality, even in case of the most pessimistic
global warming scenarios, Polar shipping will continue to be a challenge, both from a phys-
ical and an economic point of view. The true story is that the Arctic is scarcely suited for
human settlement and activities and is a very fragile ecosystem. It is very hard to believe
that the Polar Sea will ever be ice-free all year round. The perennial winter darkness at these
latitudes multiplies the ice related dangers for commercial, military and civilian ships. As a
matter of fact, a dramatic meltdown will make it even more difficult to predict sea ice and
iceberg formation.

Hence Arctic shipping may stay tricky and costly for a long time. It will require enhanced
satellite monitoring, icebreakers and ice-reinforced boats, which are twice expensive than
ordinary ships; insurance will be always more expensive for vessels operating at these lati-
tudes. Last but not least, delays caused by navigation in ice-infested waters will contribute
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to make Polar shipping economically
disadvantaged compared to the regular
routes taken by vessels.

Another major problem will be the
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greater environmental risks due to XA -
increased traffic jam in the Polar Sea:
oil spills and toxic materials losses will
probably increase and therefore the
Polar coastal authorities will have to
improve the patrolling and the rapid
reaction capability in case of these kind
of accidents. These requirements repre-

sent relevant costs that will sum up to
Polar shipping total costs. S J

The best Arctic Sea Lane scenario would be the Polar Route over the top, the shortest route
between the North Atlantic and Pacific Oceans, intersecting the Arctic Ocean and drawing
a line from Iceland, over the North Pole to the Bering Strait. Unfortunately the Polar Route
is not feasible today, with the rare exception of the most potent icebreakers. A more real-
ist alternative is the route passing closer to the Siberian coast but not so close to be inside
the 12 nautical miles of Russian territorial limits. Longer - but not so much - than the Polar
Route, it will have the strong advantage of being virtually ice free for three months dur-
ing the summer, in a decade or two, given global warming and present Arctic melting
trends. Considering that multi-year ice is now largely absent in the area towards the
Siberian coast, it is reasonable to predict all year navigation in the near future around this
Polar Route’s Siberian variant, with a little help from icebreakers.

Avoiding the Russian territorial waters will permit to circumvent the Russian official and
grey bureaucracy associated with the NSR transit passage fee; last but not least, there will
be no imposed limit to ship size, outside the shallow narrows of the NSR.

On the other hand, the vessels will need special ice-protection and engine power that will
make them not economically valuable on other routes. This will open up a market for tran-
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shipment ports at both ends of the Polar Route, multiplying the costs associated.
Legal status of the Arctic

Important and controversial issues have to be fixed before Polar shipping could really
become commercially competitive. First of all, the legal status of the Arctic, in particular of
the NSR along the Siberian coast and the NWP in North America. In accordance with the
UN Convention on the Law of the Sea, relevant shipping State actors like the United States.
consider them as international straits, therefore not subject to any transit passage fee or
national law. On the contrary, Moscow and Ottawa insist that these routes are within their
internal waters, hence subject to full national sovereignty. The position of Russia and
Canada could weaken the Global Common status of the Polar Sea.

Besides, it is necessary to create a regulatory regime in order to reduce accidents and pol-
lution’s hazards. It is true that the MARPOL already exists and applies to the Arctic region,
but it is not enough. The region should be designed as a Special Area under MARPOL, fol-
lowing what was proposed by the Arctic Council’s working group on the Protection of the
Arctic Marine Environment years ago (Bgrresen, 2008: 37-43).

It is important to enhance the free fundamental principles of Global Common applied to
the Polar Sea. Safe, open, reliable maritime routes are indispensable to the geopolitical sta-
bility of the area, to the economic development of the Polar region and of the all world.
This is especially true for the global energy industry that is always looking for access, sta-
bility and movement’s freedom for its traffics. The opening of a new, secure, stable
transcontinental sea route through the Arctic could help the oil and gas companies to deliv-
er their product to a world that will be more and more energy thirsty.

Conclusions

The growing salience of the Arctic from the strategic and business-related points of view is
given by the geographical position of the Polar Sea situated between the North American
and the Eurasian continents; the presence of important natural/energy resources; and, last
but not least, the chance to build up permanent Arctic routes ideal for commercial aims. In
fact, the Polar sea routes to deliver commodities to the world markets are much shorter
than the traditional ones, not infested by pirates as in the Red Sea, or crowded by oil tanker
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traffic jams, such as in the Bosphorus, Hormuz and Malacca straits.

On the other hand, as we stressed, Polar shipping will continue to be a hard challenge,
hazardous and very expensive for global commercial traffic. To sum up, the opening of the
NSR and the NWP would probably just have a regional importance, at least in the
short/medium term. Nevertheless, in the long term and if global warming continues at
present trends, the Polar Route - especially the Siberian variant in the North East - may rep-
resent a major shift in the global trade that today is passing through Panama, Suez,
Hormuz, Malacca etc. In this case, the consequences for the world economy could be enor-
mous. Secure and shorter sea routes are particularly important for the energy industry with
a strong appetite for safe, stable and cheap sea transportation of oil and LNG.

The regional economy would benefit, too: the Polar Route will require transhipment ports,
rescue and repair services, extra surveillance and all the other services related. This could
boost the Arctic economy to an extent never seen before.

A revolutionary Arctic Sea Lane, connecting three different continents in a few days and
passing through a geo-politically stable region without piracy and conflicts, is a dream or a
reality in the medium term? It will depend on the future trends of global warming and the
related Arctic ice meltdown; on the solution of the issues concerning the legal status of the
NSR and the NWP, the status of the Arctic region under MARPOL. Last but not least, it will
require satellite monitoring extensively applied to Polar Sea navigation; technology
improvements in energy exploration/drilling, the construction of special ice-protected ships
and the high tech equipment associated with such. Maybe a realistic dream.
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CHAPTER 4 "SPACE”
UNION IS STRENGTH?
EMERGING COUNTRIES’ ACCESS TO ORBITAL SPACE
Valerio Briani

Orbital space is a truly unique Global Common. The issues of freedom, stability and access
in orbital space must be declined differently from the way they can be conceived in the
other Global Commons. “Freedom”, i.e. the free flow of data, goods, capitals, and peo-
ple in the Sea, Air and Cyber domain is restricted mostly because of regulations and inter-
national boundaries: it is States’ political will that interferes with free movement. In space,
almost the only factor limiting space-faring States activities are the physical features of the
Space domain. Regulations applied to behavior in space are very limited. Freedom of
movement is not limited by political choices, but by technological availability.

Regarding “stability”, or the guarantee of protection and security inside the Global
Commons, again we find a strong difference between Space and other Global Commons.
Rogue actors or conflicts can disrupt the stability of parts of AGC or SGC, or can prevent
access to portions of the Web (for example by obscuring selected websites). However,
these disruptions remain local in nature, and do not hinder movements in the rest of the
domain: Somali pirates may force civilian shipping to avoid the Horn of Africa, but piracy
doesn’t make any difference for ships travelling on the Atlantic route from the United
States to Europe. On the contrary, an accident in space has the potential to threaten a very
wide range of other actors besides those directly involved. For example, collisions between
satellites endanger all other satellites in the same orbit through the debris resulting from
the collision. The Space “environment” is more delicate than it would seems and requires
sophisticated environmental policies (von Prittwitz 2011).

The most important difference between Space and the other Global Commons, however,
is to be found in the “Access” area, or the means and system required to accede to the
Global Common. Clearly, the resources required to access space are of an incomparable
magnitude to those required to access the sGC, AGC or Cyberspace domains.
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Having access to Space means having the capability to launch satellites in an independ-
ent and reliable manner, for commercial and governmental use. Today, only a handful of
countries can do so consistently. However, the launch market is expanding, with the
entrance of new actors in the demand and in the supply sides, and with many more to
come in the future.

Access to Space has an economic and technological dimension, but also a very strong
political and strategic significance. Possessing launch capabilities, in fact, means being
able to fully exploit space-based assets to promote one’s political and security goals,
granting support to friends and allies and obtaining an advantage over hostile countries
lacking a similar capability. Cooperation in the field of access to Space, has a strategic sig-
nificance similar to that of the arms trade. Therefore, it is important to understand the
dynamics though which the newcoming space-faring States obtain launch capabilities,
and the degree of cooperation they establish with other actors.

This Chapter will provide a review of some of the most recent space-faring State’s access
to space programs, in particular trying to highlight the degree of international coopera-
tion that might have facilitated the gain of this capability. The first paragraph provide
some basic information on the launch market. The second paragraph briefly sketches
some new launch-capable countries’ access to space programs. The third and final para-
graph attempts to draw some conclusions on the issue of cooperation in the field of
access to Space.

Access to space today

The access to space “market” is characterized by a specific feature: the commercial compo-
nent of the market is actually considerably smaller than the non-commercial component
(governmental, military, scientific launches). An analysis of data provided by the US FAA in
the last five years (FAA, various years) shows that an average of 77 launches were executed
annually, only 21 of which were commercial. In 2012,< 78 launches were executed with 20
of them being commercial. Revenues from the 2012 commercial launches were estimated
to be around $2.4 Bn, which is also in line with recent trends albeit with an increase of about
$500 M. The table 1, based on author’s elaboration of FAA data, summarizes the trends of
launches in the last decade including both commercial and non-commercial launches.
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Recent forecasts do not seem to predict a significant increase in commercial launches.
Latest reports attest a number of 31 commercial launches a year throughout 2022 (FAA,
2013). However, the complexity of the market usually forces forecasts to indicate the
upper limit of market development. In other words, in the best case scenario according to
forecasts, the commercial launch market in 2020 will return to the 2000 level -hardly an
exalting market expansion.

On the contrary, most launches today and in the future are and will be non-commercial
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and in particular “governmental”, i.e. the primary payload is owned by a government for
official use only. In fact, the main value of possessing launch capabilities is not the com-
mercial value: it is the strategic value of possessing an independent access to space, which
allows the autonomous exploitation of the value of space-based assets in order to multi-
ply public policies (including in the defence field).

The "big 4" Russia, Europe, United States and China are the main providers of launch ser-
vices and currently hold a dominant position in the launch market. Aside from those, pri-
vate launchers are growing more and more important. The “multinational” data in table
2 in fact refers to international private firms such as Sea Launch, owned by a consortium

led by Russia’s Energia Overseas Ltd. and Boeing. Other countries such as India, Iran and
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Japan are slowly building up their own launch capabilities. Their access to Space programs
dates back to decades ago, but the difficulty is such that they are still not able to offer a
significant number of yearly reliable launches on the market. The table 3, also an elabo-
ration from FAA data, shows graphically the number of launches per country/region.
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In addition to those newcomers, other countries are working to obtain independent
access to space capabilities. Some conducted limited numbers of launches: North Korea
conducted one launch in 2009 and two in 2012 (one of which failed), while ROK conduc-
ted two failed launches in 2009-2010 and a successful one in 2013. Israel is able to regu-
larly launch its own satellites but is obliged to resort to foreign launchers in specific occa-
sions. Other countries, such as Argentina or Brazil, have not yet been able to obtain full
launch capability. Their cases are described in the following paragraph.

Newcomers

Argentina aims to reach an independent launch capability trought the” Tronador” project
which, contrary to the agency’s access to Space related programs, is a national effort (De
Dicco, 2008). It is entirely possible that the Argentineans benefit from the experience of
the Condor lI/Badr 2000 short range ballistic missile, developed by Argentina in the 1980s
in cooperation with Irag and Egypt. The first stage of the project, which is ongoing at pre-
sent, consists of the design and construction of a small ballistic vehicle, Tronador I, which
will allows the testing of a liquid combustion rocket motor. Tronador | has already flown
successfully in 2007 and 2008 with a payload of 4 Kg. The projected second stage of the
program will consist of the design, construction and testing of a bigger vehicle, with a
mass ten times that of Tronador I. The new vehicle, called Tronador I, will not be a balli-
stic one but its path shall be controlled through the corresponding Guidance, Navigation
and Control systems designed and produced in Argentina. It should carry a payload of
around 300-400 Kg in LEO, and its maiden flight should be in 2015.

Brazil considers independent access to Space as a strategic matter: “whoever does not mat-
ter critical technologies are neither independent for defence nor for development
(Kasemodel, 2012). Brazil has a long record of developing suborbital vehicles, starting with
the SONDA family of the 60s to the VS-30 and -40 and the SVB-30 rockets, currently also
used by the European Microgravity program. The current Brazilian effort towards reaching

”

an independent launch capability revolves around the VLS-1 project, the VLM and the
Cruzeiro do Sul program. The VLS-1 started in 1984. Two flights in 1997 and 1999 were
failures, while a third in 2003 resulted in an explosion on the launch pad.
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A mockup launch was successful in 2012, while additional VLS-1 V4 launches are schedu-
led for 2014 and 2015 (this last launch should actually place a satellite in orbit). The VLM
started in 2009 and is expected for a first flight in 2015. A simplified VLS-1 rocket compri-
sing only its first stage, should carry up to 150 Kg in orbit from 200 to 700 Km.

Finally, the more ambitious Cruzeiro do Sul program envisions five VLS with growing capa-
bilities. The last rocket, VLS Epsilon, should be able to bring a 4 ton payload into geosta-
tionary orbit. The completed program should cover 75 per cent of Brazilian launch needs.
Interestingly, Brazil is being helped by Russia in this program. Moscow offered technical
assistance in the aftermath of the 2003 incident, sending technicians to investigate the site.
The Alfa and Beta VLS are currently being developed with Russian liquid-propellant engi-
nes, and the Gamma, Delta and Epsilon launchers will be powered by a unit based on the
RD-191 engine developed for Russia's new Angara rocket. The upper stage, which will be
the same for all Southern Cross rockets, will be driven by an engine which is currently part
of Russia's Molniya launcher (Zaitsev, 2008). At the same time, Brasilia also formed a joint
venture with Ukraine called Alcantara Cyclone Space. In 2015 the company should start
launching Ukrainian Cyclone 4 rockets from the Alcantara facility on Brazil's east coast.

Israel was the ninth country on Earth to independently launch a satellite into orbit. It is a
classic case of searching for an independent capability for access to Space on purely mili-
tary and strategic grounds. Its Shavit (Comet) launch vehicle is a direct derivation from the
Jericho ballistic missile, developed for Israel by French company Dassault in the late 1960s
which then became the base for the following generation of Israeli-developed ballistic
missiles, the Jericho 2 in the late 1980s. There are strong indication that Jericho 2 was
developed in cooperation with Iran and, after the Islamic revolution, South Africa (NTI,
2013). A US official defined the Jericho 2 “a Shavit minus the upper stage, which is repla-
ced by a warhead” (Risk Report, 1995). The Shavit, indigenously built by the Israeli Aircraft
Industries including the motors, launched a satellite into orbit for the first time in 1988. It
then continued with 7 subsequent launches, all carrying Offeq observation satellites desi-
gned to offer Israel an independent space-based intelligence capability.

The Taiwan case, interestingly, is quite the opposite from Israel’s and may be a test case
of foreign intervention curbing an access to Space program, rather than sustaining it. In
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2008, officers from the Taiwan National Space Program Office expressed the intention to
a long-term plan for an indigenous launch capability through the TSLV. A test with a 50
Kg payload was supposed to take place in 2010 (clearly the development was in an
advanced stage). However, it appears that the United States has been lobbying strongly
against the program during its development phase, considering the birth of a Taiwanese
indigenous missile capability as an offensive military program sufficient to disrupt the cur-
rent strategic balance vis a vis China, and contrary to the spirit of the military agreement
between Taiwan and the United States which obliges Washington to sustain Taiwan only
defensively. A cable which emerged in 2009 would seem to indicate that the United
States has effectively lobbied against the TSLV, convincing Taiwan to abandon the pro-
gram (Cole, 2011). It is a fact, however, that Taiwanese interest in the TSLV evaporated.

The history of Korea's access to space program is also interesting. Both the North and the
South of the peninsula started programs to achieve independent access to Space a deca-
de ago. Strategic considerations related to availability of missile technology for military use
clearly played a large part in the DRK decision. The very same reasons led the United
States, ROK's longtime ally, to forbid any transfer of technology and know-how related to
the development of a launch vehicle (Lele, 2013). The United States apparently feared that
the ROK’s development of a launcher would trigger an arms race in the peninsula. After
joining the Missile Technology Control Regime in 2001, ROK was able to sign an agree-
ment with Russia according to which Moscow would provide first stages for three roc-
kets only (Lele, 2013), one of which was used in the first successful launch from ROK in
January 2013. A fully Korean launcher should be ready around 2020. However, the rich
and technologically advanced ROK was beaten by its poorer Northern neighbor in the run
for the first launch. North Korea, a country which is not able to guarantee electricity to all
its citizens, was able to successfully deliver a satellite with its Unha Il rocket on December
2012, after three consecutive failures (in 1998, 2009 and April 2012). However, it would
seem that the Hermit Kingdom's success is due to critical parts of the rocket being manu-
factured in Russia, in particular the crucial second stage (Wright, 2009), at least in its pre-
vious version.
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Conclusions

The number of space-faring States will dramatically increase in the next decade. Many
emerging countries are in an advanced stage of development of launch capabilities, and
many others are working to prepare their first launch. The strategies employed by these
countries to build capabilities are varied but many are based on a limited degree of coo-
peration with other countries.

The way of choice, generally speaking, is to go alone. Most countries analyzed in this
Chapter aimed at starting their quest for independent access to Space as national-only
endeavors, save recurring to international cooperation if national industrial capabilities
proved unable to obtain results. This strategy appears to be closely linked to the military
significance of possessing a launch vehicle, which can easily double as a ballistic missile.
However other countries, such as Israel, started as clients of foreign producers, becoming
producers themselves in a successive stage. This strategy appears to be more typical of
countries launching access to space programs during the Cold War, when launch-related
technology was less available on the market.

If an emerging country decides to sign up a cooperation agreement, this appear to deve-
lop along flexible political lines. Political choices, as obvious, do play a role in this field
which is, after all, almost completely dual-use in terms of technology and its applications.
However, the analysis of agreement also underlines greater pragmatism in the choice of
cooperation: in other words, cooperation in the field of launch technologies is driven by
necessity and commercial availability and not by political choices. Russia in particular, one
of the main launchers, also seems to be a very active suppliers of key components for mis-
siles. From single stages to raw technologies, Russia signed cooperation agreements with
old partners such as India as well as with new associates, such as Brazil, and sold its
renowned and proven engines to any country which required them. On the contrary, the
United States not only never facilitated any access to space programs of a minor ally, but
apparently contributed to stop them. In the case of ROK, US policy did not succeed, but
it might have been more efficient in Taiwan'’s case. However, it would be difficult to argue
that this policy of denial contributed effectively to any political or economic goal.
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Europe does not seem to be part of the equation as well. As one of the main providers of
launches, it will see its current commercial role challenged by growing competition. This
is inevitable. The new space-faring States will develop capabilities, whether Europe is part
of the process or not. In fact, technology is today sufficiently widespread to allow for the
development of launch capabilities even without European or American assistance, and
Moscow proved to be more than ready to help when economic or political reasons sug-
gested so. It would be wise for Europe to start reflecting on the possibility of expanding
its already wide range of cooperation agreements to access to space programs.
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CHAPTER 5 “CYBERSPACE"
SECURING CRITICAL INFRASTRUCTURES
AGAINST DIRECT ATTACK AND ESPIONAGE
Stefano Costalli and Alessandro Fasani

What is Cyberspace? This is the first question that needs to be answered in order to be
able to understand all the shades and the implications in the analysis of this delicate sub-
ject. Cyberspace is a unigue environment, with unique characteristics, that conveys the
major transactions nowadays, basically running the world. It is essentially the sum of data
packets exchanged, stored and modified through electronics and the electromagnetic
spectrum, via network systems and the associated physical infrastructures, such as com-
puters, servers and so on, combined with the software used to run them. In light of this,
it is difficult to define a cyberattack. It is clear though that we can consider as such both
an attack that uses Cyberspace as a medium and an attack aimed at damaging the infra-
structures that support and constitute the material part of Cyberspace, such as underwa-
ter cables and other hardware.

Like many other examples of modern technology, the creation of the Internet and
Cyberspace started as a military project that then was used solely by government officials
and major US universities. Its origins can be traced back to the Cold War, when the United
States wanted a telecommunication system that could resist a hypothetical nuclear attack
from the USSR. All the studies converged in ARPANET, the prototype of modern Internet
that was developed under the auspices of the US Department of Defense and thanks to
the previous work of Leonard Kleinrock and JCR Licklider at MIT. ARPANET later evolved
to be the Internet that we all know, in the 1970s with the TCP/IP model and the World
Wide Web in the 1990s. It is important to underline that “Internet” is not equal to
"Cyberspace”, as it constitutes only a portion of it, the part of the virtual data exchange
made visible to the user and that she could navigate today (Hook and Norman, 2004).

The first example of this technology used for hostile purposes happened in 1982, when,
allegedly, a CIA operation was aimed to embed a so-called logic bomb in the Control
System of the Urengoy-Surgut-Chelyabinsk (Siberia) gas pipelines, causing a controlled
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malfunctioning which led to one of the biggest explosions of the past 30 years (Reed,
2005). The story has some shades in it, but two points emerge from it. Firstly, tampering
with the SCADA of a critical infrastructure is a modus operandi that has also been found
also in the Stuxnet attack, against the Natanz Uranium enrichment facility in Iran. Secondly,
the United States gave the USSR defective te chnologies (Weiss, 1996) and this is one of the
main vulnerabilities for critical infrastructures and their ICS even today. This vulnerability has
even increased today due to the globalization of the supply chain, where products are desi-
gned, manufactured and assembled in different parts of the world, exposing them, for
example, to the alteration of modified chips or the implantation of logic bombs.

By the 2000s it was clear that Cyberspace was one of the modern warzones. The attacks
on Estonia and Georgia; the Stuxnet virus, Flame, Duqu, Shamoon, Red October and all
the other attacks with espionage purposes are clear examples of this trend. It was also
clear that the authors of these attacks were not the "nerds" of the collective imagination
anymore, but governments' representatives. The proof is that viruses like Stuxnet required
a lot of studies and, above all, funds that are normally not available to other actors in
Cyberspace (Falliere, Murchu and Chien, 2011). The more interconnected a State is, the
more cyberpower it gets but, at the same time, it also becomes more vulnerable to cybe-
rattacks and this brought governments to see Cyberspace as a domain to be controlled.

Cyberspace as a Unique Global Common

Land, sea, air and space are natural environments, which mankind tried to control since
the dawn of time. Cyberspace shares some features with these Global Commons but has
some unique ones. It is not a natural environment, but an artificial one, manmade, con-
stituted by machines, cables, and network systems. These features allow access, stability
and the existence of this Global Common. Theoretically, if the cables get cut and the
machines destroyed, Cyberspace would cease to exist. Another unique feature is that indi-
viduals or organizations own all the machines constituting Cyberspace and those are pla-
ced in some physical location that is under some government’s jurisdiction (Posen, 2003)
- except from satellite transmissions and/or undersea cables. Moreover, the biggest slice
of the physical part of Cyberspace is privately owned. The private sector has always had
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a predominant role in the creation of technology for Cyberspace, development of inter-
net policy and defense against network intrusions. An interesting duality emerges:
Cyberspace is borderless per se, as far as the virtual part of it is concerned. At the same
time however, its physical part is strictly limited by national boundaries and legislations.

Nonetheless, apart from this peculiarity, it can still be considered a Global Common for a
number of reasons. Historically, Global Commons permitted the exchange of goods, kno-
wledge, and people. In its own way, Cyberspace does that too. Following Mahan and
Douhet, gaining control of a Global Common, and therefore of the routes that pass
through it, makes the difference between a superpower and other States. In this
Cyberspace is no different: states fight in it and they try to control it. The question is if
one actor can dominate in Cyberspace over others. The mainstream view is that today the
United States enjoys the command of AGC, SGC and Space. What is the situation in
Cyberspace? Briefly, the United States had the biggest technological apparatus in the
world. The Stuxnet attack has proved that the United States is capable of attacking infra-
structures in other countries (at present, we do not have any other similar reported exam-
ple) and can also control the major private actors in the Cyberspace arena, such as Apple,
Microsoft and also Google, Facebook and Twitter.?

This has currently no equals in the world.

Access, Freedom, and Stability

Almost everyone on Earth can access the Cyberspace in this very moment. Desktop PCs,
laptops, smart phones, tablets, industrial HMIs: many are the entry points to Cyberspace.
Security of access cannot be guaranteed. Recent news history shows us that governments
can block access to Cyberspace to their citizens or that governments can access private
information of Internet users. These are the two extremes regarding access to Cyberspace.
Another feature of Cyberspace is that it has become a sort of Common of the Commons
(MNE7, 2013). Cyberspace influences the access to all the other Global Commons and
accelerates and broadens the flow of information among them. Nowadays, global com-

*Microsoft and Apple are the major software producers in the world today, and Google, Facebook and Twitter are
the main vehicle of information nowadays.
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munications heavily depend on the interaction between Cyberspace and Outer Space.
Satellites permit the connection of cyber environments anywhere in the world, but at the
same time space-based systems rely on Cyberspace for information security in communi-
cations (we could say that satellites are also part of Cyberspace). Even air traffic control-
lers, UAV control systems and GPS navigation are influenced by Cyberspace. This flow of
data takes place thanks to physical pieces of technology such as command and control
systems which are used in various sectors, such as aviation, navy, industry, global finance
and commerce or space programs. It is a trade-off, where on the one hand, Cyberspace
boosts the capabilities of various actors in different domains, but at the same time the
increase in the spread of modern technology widens the borders of the physical and vir-
tual part of Cyberspace itself.

We can conclude that Cyberspace exists as a Global Common in its own, but also that
there is an overlap between the Cyber Global Common and the others. In light of that it
is important to mention that vulnerabilities in Cyberspace would result in a spillover effect,
causing vulnerabilities to spread into the other Global Commons, such as in the possibili-
ty of hacking drones, for example (Humphreys, 2012)

For these reasons it is important to have a global degree of security in Cyberspace. Even
if now it is an expanding environment, it will become congested as any other common,
and this will call for new rules. Since there is already the need for regulatory mechanisms,
including Cyberspace in the framework of the Global Commons should help in reaching
a global stability, as far as cybersecurity is concerned. (Mather, 2013).

Stability is the most sensitive part to analyze. Cyberspace is globally widespread, it is as
complex as it is wide-meshed, so it presents flaws. As it will be further explained after-
wards, in Cyberspace the attacker has the upper hand. Unknown flaws in systems can be
exploited and can also be sold, these are the famous 0-day exploits. Furthermore the attri-
bution of an attack is not always possible, cyber- resilience is a very difficult status to achie-
ve and deterrence too, given the fact that it relies heavily on the certainty of attribution.
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Protection

Recent years have been characterized by an increase in cyber attacks against sovereign
States’ CNIs, government offices, and economic institutions. The attacks have been both
direct, oriented to the control of the infrastructure, and indirect, aimed at espionage and
stealing of information, not only of usernames and passwords, but also of sensitive data.

Indeed, cyber attacks are no more bound to a limited scale and the nature of possible tar-
gets is increasingly critical. The potential for harmful consequences on civil society is also
increasing. Cyber attacks provide low-cost means to exploit vulnerabilities found in most
computer networks that run critical infrastructures including power plants, the so-called
smart grids, banking systems, and industries that provide goods to society and fuel the
global economy. The strategic implications here must not be underestimated. Both direct
and indirect attacks constitute capital “cyber issues” for critical infrastructures today. It
must be underlined that in this peculiar Global Common there is a huge number of actors
and vectors involved. Actors range from the single, isolated, hackers or better "crackers"
(in order to distinguish the malicious intent); "organized" groups of hackers such as
Anonymous, driven by a common goal; spam and fraudulent groups; criminal organiza-
tions that sell illegal drugs and pornography on the internet; private organizations that rely
heavily on espionage; cyberterrorists and, in first place, states and governments. The
methods obviously vary with the actors and their goal(s). Cyberspace is as a domain that
privileges the asymmetry between actors and gives the upper hand to the attacker; in this
way single users are capable of causing problems to governmental infrastructures.
Moreover, in such an interconnected society, more dependence on Cyberspace means
more vulnerability. It is also true that, at the time being, modern cyberattacks have not cau-
sed tremendous consequences if compared to traditional attacks (Lindsay 2013). The risks
however must not be underestimated, and national and international regulations must be
created in order to avoid that those potential risks becoming a reality. As far as direct
attacks and Global Commons are concerned, a special mention must go to undersea cables
and satellites. Satellite connections are still very high-priced, so the majority of the connec-
tivity between Europe and North America passes through fiber-optic cables on the Atlantic
Ocean’s seabed. The more “realistic” scenario would be an attack at their endpoints that
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will disrupt the transatlantic flow of data traffic. (Lacroix et al., 2002) An attack directly
onto satellites is however implausible. Nevertheless the locations of these important means
of telecommunication are two Global Commons, and must be protected by an internatio-
nal effort, in order to preserve what sustains and fuels modern society at most.

Critical infrastructures

Even though governments are the main actors responsible for the safeguard of societies,
the role of the private sector in Cyberspace is heavy and States are facing the challenge
of giving some rules for a correct behavior in this Global Common. Critical infrastructures
are considered the vital nodes on which modern society is based. They provide electrical
supply, waste management and disposal, and water security but this category also inclu-
des those organizations that work for the government and its defense and security. Bio-
chem labs, hospitals, public transportation management systems are considered critical
infrastructures too. Thus, it is very important to protect these infrastructures in order to
protect the nation itself.

The process to obtain protection and, most importantly, resilience of an infrastructure is
not simple and it involves two branches: the human component and technology. As far
as the human component is concerned, it is important that everyone, from the top mana-
gement, on which the main responsibilities fall, to the single end user should be aware of
the important implications that cyber-misbehavior could have not only inside the infra-
structure but on the whole nation. The technological core of the infrastructure is consti-
tuted by its ICS. This is responsible of the command and control of the entire infrastruc-
ture, and it monitors and manages all the processes that take place inside of it. The lar-
gest subgroup of ICS is composed by the SCADA systems.*

Obviously, modern infrastructures have state-of-the-art ICS, but infrastructures like some
power plants or electric grids were built years, or decades ago, so modern technology
adapted to the old one. Updating software, antivirus, and prohibiting the use of personal

“See more at: http://www.enisa.europa.eu/activities/Resilience-and-ClIP/critical-infrastructure-and-services/scada-
industrial-control-systems, last accessed September 17, 2013
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USB flashdrives are basic steps that every institution should follow. Nevertheless, the pivo-
tal need is to protect these infrastructures both from the outside and from the inside.

What to Do?

We said at the beginning how Cyberspace was born, and that is basically how we end up
here, asking ourselves what are the measures to protect critical infrastructures from cybe-
rattacks. The fact is that Cyberspace, or better the technologies to exploit it, as the
Internet, were born as a governmental project. Cyberspace was not born to be a Global
Common, neither it was born for being secure, because the security depended on the
people who used it, namely governmental scientists and officials. Its nature of an entro-
pic environment, together with the combination of unplanned global access, porous
technologies, and weak governance make this new Global Common exceptionally vulne-
rable (Lewis, 2010). The best would be to avoid a “one size fits all” solution, preferring
international engagement and critical infrastructure regulation, instead. In light of the
peculiarities of Cyberspace, such as the fact that its “real life” parts are in fact owned by
someone at all times, the question is whether Cyberspace can actually be controlled or
“dominated”, except the portion of machines already under the sovereignty of some
nation. One option would be to “share” Cyberspace among current major cyberpowers,
a scenario that would be based on multilateral rules and understandings (Silvestri, 2012).
The fact is that, as stated before, Cyberspace is an environment that overlaps others, since
every day almost everything works thanks to modern technology which exploits, and is

"

part of, Cyberspace. In light of that the best solution would be to adopt a “whole-of-
government approach”, which should engage all the hierarchies of all the actors involved,

whether public or private (MNE7, 2013).

Nevertheless, governments should establish the necessary standards and regulations, and
test the defenses put in place in order to ensure a degree of control. It is interesting to
mention how, on the one hand, Cyberspace is ruled by a worldwide-accepted standard,
another feature of its uniqueness, but on the other hand its national regulation is diffe-
rent from State to State. A multilateral agreement on these matters would help avoid the
development of differentiated standards and rules, but this is not the situation we are
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living in today. Since countries have different degrees of cyber-knowledge, depending on
their level of technology penetration, many of them tend to regulate Cyberspace internal-
ly. Still, many efforts are put in place both at the national and the international level. At
the international level there is a need of norms like for any other Global Common. This is
a strong challenge because governments like the Russian or the Chinese one do not con-
demn cyber attacks and allegedly they largely use them (furthermore they did not sign the
Budapest convention in 2008).> Another difference is that Russia and China think that the
ITU is better suited to help maintain access and stability for Cyberspace, while the EU and
the United States are more inclined to give this task to ICANN, a private, California-based
body. This, is probably the main example of the public-private struggle in Cyberspace,
amongst major cyber powers. Nevertheless, after the 2010 Lisbon summit, in 2011 the
North Atlantic Council developed a NATO Cyber Defence Policy, following the request of
the heads of state. The main focus of the policy is the protection of communication and
information systems. According to the policy, NATO will develop common requirements
for all national assets critical to NATO's tasks and help those nations achieve a minimum
level of cyberdefence. Moreover, NATO will develop awareness raising programs, tackling
the Achilles’ heel of cybersecurity, the human factor. Another step taken for international
cybersecurity is, for example, the introduction of the IPv6. IPv6 is the new version of the
Internet protocol that will simplify the configuration and management of IP networks.
With this new protocol every element will occupy a precise location inside the Internet,
theoretically easing the problem of attribution.

In the European Union we have the 2008/114/CE directive, for the identification of CNIs
and for the evaluation of their needs of security improvement. There is also the ENISA,
with a number of interesting initiatives under the CIIP and Resilience Unit, such as the
European public-private partnership for resilience (EP3R) co-managed with the European
Commission (ENISA, 2013). Furthermore, in January 2013 the European Cybercrime
Center (EC3) was launched (EC, 2013), and in February the “EU Cybersecurity plan to pro-
tect open internet and online freedom and opportunity” was unveiled (EC, 2013). This is
all very positive, it depicts a proactive approach towards critical infrastructure protection
and to cybersecurity in general.

So the responses may vary. Iran has a strong data filtering policy, limiting access to content

°*See more at:http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CL=ENG
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that complies with Islam's laws, plus its encouraging the manufacturing of software locally.
Regimes in the Middle East are afraid of Internet as a means of communication, and they
shut it down in times of national uprisings (see the recent examples of Egypt, Syria and
Turkey). North Korea represents a peculiar example, with basically 0 per cent of Internet
penetration for the population, rather they have a national intranet. The access to the
Internet is allowed only for military representatives.

Apart from these exceptions, it is straightforward that the main need is a stronger private-
public cooperation with a government that should enhance national regulations for critical
assets' protection (like the executive order signed by US president Barack Obama in February
2013 "Improving Critical Infrastructure Cybersecurity"), but more importantly the gover-
nment should make sure that those infrastructures comply with the regulations. The lack of
communication and coordination between the public and private sector is slowing down the
process of finding national and international regulations. This is also due to the fact that the
main responsibilities fall on who owns the infrastructures, and thus establishes a certain
degree of cybersecurity. In many cases the incidents are not even reported for the fear that
they might go public, leading to a loss in trust from the stakeholders and the general public,
that could easily be translated in a financial loss. Given its importance, it should be useful to
point out that the private sector is split in pro- and anti-regulation positions. The first argue
that only governments have the power to impose rules on the private sector, thus creating
and establishing a common level of cybersecurity, since the private sector failed in that. The
ones who oppose the establishment of regulations state that rules limit the capability of the
private sector of improving cyber response and security and others claim that efficient cyber-
security is too costly and will reduce profits (Clarke, 2005). At the infrastructure level, the aid
of a prepared ICT department or a CERT or a more specialized ICS-CERT, is a great help in
achieving a status of resilience. These are organizations, generally funded by universities or
governments, which collect cyber incidents and vulnerabilities reports. They also provide
technical assistance, educational programs, and R&D.

Governments will have to keep up with the fast expansion and evolution of Cyberspace,
and this will happen only through strong international collaboration, but maybe more
important than that is the need for global awareness on the profound advantages and
risks that Cyberspace brings.
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CONCLUSION
Claudio Catalano

As you may have noticed in the contributions to the Chapters of this edited occasional
paper, the Global Commons have political, legal, economical and technological implica-
tions. These are strictly interconnected, and the most interesting implications tend to
influence two or more Global Commons altogether.

Access and technology

Technology influences the Global Common: you cannot access the Global Common
without the means developed through technology whether this is complex technology
(aircraft for the AGC; underwater technologies for the deep sea and seabed; launch vehi-
cles and satellites for Space) or widely available technology (vessels, including small ves-
sels, for the High Sea and simply a point of access for Cyberspace).

For assessing the ‘access’ to the Global Common, we would take into account the com-
plexity and availability of technology, the ownership of the equipment, and the access or
flows of persons.

Technological availability allows the individuals to access the Global Common, this is why
Cyber domain is the most accessible everyday for anyone living in the advanced econo-
mies.

Most common people own the equipment to access the Cyberspace, and navigate every-
day intoit. In 2013, Internet had reached 2.7 Bn users in the world or 39 per cent of world
population. Households internet access is 41 per cent in the world. Household Internet
penetration has reached 78 per cent in advanced countries and 28 per cent in developing
countries. Europe is the region with the highest Internet penetration rate in the world (75
per cent), followed by the Americas with 61 per cent (ITU, 2013). Norway (95 per cent)
Denmark and the Netherlands (93 per cent) have the highest percentage of internet users
in the world in 2012, according to the ITU/World Bank WDI.

As Costalli and Fasani argue that a point of access to Cyberspace is easily to be found in
everyday use devices. In the near future, internet access will be like digital watches in the
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1980s: you could find it in your kitchen furniture, on the top of your night stand, in the
display of your mobile phone or video recorder, or your car, and on top of buildings in the
main squares of most cities.

SGC and AGC are too close to call: aircraft and ships may be owned by States, airlines
and a few individuals. More goods are transported in the SGC, but since the 1950s and
in particular following the increase of low-cost airlines people travel more easily by plane
than by sea, particularly on transatlantic routes.

However, according to IMO, more than 90 per cent of world trade travels by sea, totaling
about 8,4 Bn of tonnes in 2010, but only 18.8 M passengers cruised in 2010 according
to European Cruise Council (IMO, 2012). Container port traffic has totaled almost 560 M
TEU worldwide in 2011, according to World Bank WDI. The highest values of Liner
Shipping Connectivity Index in 2012 were: China (156), Hong Kong (117), Singapore
(113), ROK (101), Malaysia (99), United States (91), Germany (90), the Netherlands (88)
and the United Kingdom (83) according to UNCTAD/World Bank WDI.®

Air cargo traffic in 2012 totaled only 51,4 M tons, but passengers carried by airlines were
2.9 Bn, according to IATA and ICAO. Moreover, air travel totaled more than 30 M registe-
red carrier departures in 2012 according to ICAO/World Bank WDI.

Aeronautics is a high technology sector, and aircraft are very complex platforms with spe-
cific design, and include highly sophisticated navigation and communications systems and
avionics. Average prices for new commercial airplanes range between $ 70 and 400 M
per aircraft in 2013 depending on model and customization. These are the reasons which
make aeronautics not a widely available technology. Ships include both medium techno-
logy for the platform and high technology for the navigation and communication equip-
ment, and radars. Building costs of new ships in 2010 range from $ 36 M of Qil tankers
to over $ 100 M of large containers (IMO, 2012). If we add to the picture, the seabed and
Arctic, which require high technologies with limited availabililty owned by States or a few

®The Liner Shipping Connectivity Index captures how well countries are connected to global shipping networks. It is
computed by the UNCTAD based on 5 components of the maritime transport sector: number of ships, their contai-
ner-carrying capacity, maximum vessel size, number of services, and number of companies that deploy container
ships in a country's ports. The index generates a value of 100 for the country with the highest average index in 2004.
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private companies, but not by common citizens, who never travel under the sea or sel-
dom in the Arctic, the SCG becomes less accessible than the AGC.

Space is the least accessible of the Global Commons as High Technology and security
restrictions on space technologies, allow only a small number of space-faring States, to be
part of the game. Only 500 astronauts have travelled through space till now. Private entre-
preneurs are challenging this paradigm, though it is too early to retain Space as being
accessible to private citizens.

Global Common Degree and availability of technology

Highest technology available only to space-faring
States. Only 500 astronauts, no passengers yet

High and Medium technology available to States and
private entities, including common citizens. 90% of
world trade in 2010: 8,4 Bn T but only 18,8 M
passengers. However, seabed and Arctic which imply
high technology, and State or private companies
ownership, but no private citizens influence, make SGC
less accessible than AGC

High technology very expensive and available to States
and private entities, such as airlines, VIP transport.
In 2012 flows of 51,4 M T of goods, but 2,9 Bn passengers

Cyberspace Widely available technology, internet access is available
to almost anyone, access points are increasingly
growing over time

Freedom (regulation and status)

Marchetti argues that a global governance mechanism for a management system of the
Global Commons needs to be achieved through international cooperation, by means of
agreements on the cooperation in the Global Commons or agreements on the prohibi-
tions to unlawful activities.

Though some scholars tend to consider general principles of the customary Law of the
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Sea to be applicable to general issues regarding State sovereignty or unregulated areas in
Global Commons, a specific regulation for each Global Common is often required.

Some Global Commons are highly regulated by widely accepted international agreements
and customary international law, such as SGC and AGC, some are formally regulated but
in reality are left to the conquest of the sovereign States, such as Space, whose interna-
tional agreements have the legal status of conventional norms, but they are not always
transformed into customary international law, because of persistent objectors. Space law
is very similar in this case to Non Proliferation Treaties, where the old traditional space-
faring States want to maintain the status quo, while the emerging space-faring States
want to create a new situation and acquire increasing space capabilities. On the contrary,
Cyberspace is formally an unregulated area, but State control and legal national regula-
tions are increasingly shaping its real legal status.

We may predict that Space, being a domain for space-faring States, will keep on being
unregulated and subject to the expansion of sovereign States’ control, while Cyberspace,
being it a domain for common citizens and private entities, will be increasingly regulated,
S0 as to increase State control to cope with security issues, such as cybercrime.

A general framework is not the panacea for the Global Commons, but each single aspect
of each Global Common should be regulated separately. Their very different nature requi-
re it, but above all the different ways of economical exploitation, and financial, commer-
cial and security implications of the Commons require it.

For instance, airworthiness is a key issue for the insertion of UAS in the non-segregated civi-
lian airspace, as Marrone and Ungaro argue basing it on the actual UAS experience.
Germany has cancelled the Euro Hawk programme on the grounds that it would not obtain
airworthiness from EASA. Global Hawks and Predators operating from the NATO and
national air bases in Sicily and Southern Italy utilize designated air corridors that allow them
to fly around the south coast of Italy and in the Flight Information Region monitored by
ltaly. The Flight Information Region is an airspace zone over international waters in the
Mediterranean. But in the future a more coordinated effort with Eurocontrol, EASA, ICAO
and ltalian ATM agency (ENAC) is needed for their insertion into the civilian airspace.
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UAS which are derived by civilian aircraft platforms, which have already been awarded air-
worthiness in the manned version, such as the UK-industry-led ASTRAEA project, which
utilized an optionally unmanned version of a BAE Jetstream aircraft platform, or the
Piaggio Aero/Selex ES P.THH Hammerhead, a UAS MALE derived from the widely utilized
Piaggio P-180 Avanti ll, are said to be able to obtain airworthiness more easily.

The general Law of the Sea applies to the Arctic sea lane as Rosato argues, though there
are disputes over the legal status as Russia and Canada consider NSR and NWP as inter-
nal waters, and the United States as international straits. MARPOL applies to the Arctic
region, though the area would require a special status as Rosato argues.

As Costalli and Fasani argue, in Cyberspace there are worldwide-accepted standards or
protocols, on which Cyberspace itself is built on, such as TCP/IP, World Wide Web or more
recently IPv6. However, the legal regulation is set on a national basis, and is different from
State to State.

Some experiments to privately regulate the Global Commons, such as ICANN for the
Cyberspace, do not meet the acquiescence of the sovereign States, therefore the interna-
tional regulation becomes more difficult, either if it is of a prohibitional or cooperative
nature, as Marchetti argues.

Stability (security)

As Marchetti argues in his Chapter, unrivalled dominance of the Global Commons - star-
ting with the SGC (Mahan) and AGC (Dohet) - has been the foundation stone of the
British empire and later US military doctrine in twentieth century. Those who command
the commons command the world (Posen 2003).

The newest Global Commons, such as Space and Cyberspace, will see a more hectic acti-
vity with dangers for the stability of the Commons. The emerging space-faring States have
started a new space race, but the older States will want to maintain the status quo, this
will probably cause instability.

Needless to say, Cyberspace is a breeding ground for cyber crime and illegal activities, in par-
ticular in the “deep web”, an unindexed part of World Wide Web, or the “dark net”, a
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mostly uncontrolled area of internet accessible by means of TOR tools only, which may cause
instability for the whole domain, and a sense of distrust for Cyberspace in the public opinion.

Cooperation applies to the security of the most recent Global Commons. As Costalli and
Fasani say, the EU has created in January 2013, the E3C in the Europol framework. However,
the E3C is focusing on cyber crime, in particular on cyber fraud, and not on all the cyber
threat, such as CNI or SCADA protection. This is because, banks and financial institutions are
the main target for the cyber criminals who “follow the money”. While, the CNI is still the
domain of national security agencies, while SCADA is under the responsibility of private
companies’ logic security departments. Nonetheless, the intranet of banks is more heavily
protected than CNI or SCADA systems, because usually these control systems are updated
less frequently and are designed by system engineers, not by computer experts, who are less
keen on computer security. Therefore, they are more vulnerable to terrorists or criminals.

The cyber security has a key issue in its physical infrastructure security, which is usually less
considered than the logic security of the net. Most telecommunications, internet traffic,
and all the flows of financial data between the United States and Canada, and Europe,
(the UK, Ireland and Iceland in particular) pass through the fiber optic transatlantic com-
munication cables on the Atlantic Ocean seabed. The Global Crossing's AC-1 cable, the
current leader of transatlantic communication cables, offers transatlantic connection in 65
milliseconds, the new Hibernian Express cable will do it in 59 milliseconds (the Telegraph,
2011). The Trans-Pacific Express cable was built after the 2006 earthquake in Taiwan that
disrupted the older communications infrastructures. It was completed in 2008, at the cost
of $500 M. It is 18,000 kilometers long and it connects the United States, China, ROK,
and Taiwan. As Costalli and Fasani argue, a terrorist attack to endpoints of these cables
would disrupt transatlantic communication, in particular the financial trading between the
City of London and New York stock exchanges. Unlike communication satellites, subma-
rine cables are also vulnerable to earthquakes and tsunamis, thus making space techno-
logies more secure than submarine cables.

The most interesting side of Global Commons protection and stability is where two or
more Global Commons are interlinked. The EU has created a “networked security” con-
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cept by identifying the security nexus between Space and cyber networks (Ashton, 2013).
UAS security involve, AGC, Space and Cyberspace. The Satlinks between the UAS and its
control station may be theoretically jammed or spoofed. This is easier said than done, all
UAS signals are military cipher classified signals, quite resilient to jamming or spoofing,
and this operation would require a highly organized group of militaries from a technolo-
gically advanced State, not a bunch of kids on the mountains.

Space is the most secure Global commons, only space-faring States could constitute a thre-
at; AGC is the second best; SGC takes the third position, mainly because of the emerging
piracy threat in some areas of the world; while Cyberspace is the less secure, because anyo-
ne with malicious intent, a cracker, may cause harm, even an amateur, because of the large
amount of width widely available technologies. This is because as Costalli and Fasani argue,
Cyberspace was not created to be secure: its security depended on the users of ARPANET
themselves, who were part of the governmental scientific or security community. Space is
not yet a battlefield, but attacks against satellites are a potential threat. In strategic terms,
to blind enemy’s spatial capability of observation can give a strategic and tactical superio-
rity. However, the only way to blind a satellite is an electromagnetic impulse by means of
an atomic explosion in the orbit. This is the only credible threat to satellites, as anti-satelli-
te missiles currently do not have the same degree of efficacy. However, an electromagne-
tic impulse requires a space-faring State with nuclear weapons, not simply a terrorist group.
The fact that the electromagnetic impulse would blind all satellites in orbit, including those
of the hostile space-faring State, is also a sufficient dissuasion for this kind of initiative.
Therefore, Space seems to be the most secure Global Commons by now.

Insurance costs for third party liability risks give a good measure for Global Commons-rela-
ted risks. According to a recent report, the US market estimated terrorism reinsurance
capacity is in the range between $6 Bn to $8 Bn. Global terrorism reinsurance capacity is
estimated to have a value of about $ 9 Bn (Carpenter, 2011). However, this figure inclu-
des all kinds of non crime-related violent activities including air-related terrorism, political
terrorism, maritime piracy, cyber piracy.

Threats to the AGC are related to technologically advanced threats which can only be per-
formed by State entities, or State-sponsored entities including terrorists. Terrorism has
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become a lesser perceived threat than in the 9/11 era, due to the small amount of inci-
dents, as compared to other security threats. The economic impact of the terrorist attack
of September 11, 2001, has been estimated at about $ 32.5 Bn or $40.0 Bn in 2011 cur-
rent dollars. Following the 9/11, the Terrorism Risk Insurance Act enacted by Congress in
November 2002 did coverage for terrorist attacks, (lll, 2012). The Terrorism Risk Insurance
Program Reauthorization Act was passed in 2007, extended the federal terrorism insuran-
ce program until 2014. Since 9/11, airlines had to insure for Excess Third Party War
Liability market, which covers risks of war, terrorism and hijackings. These premiums have
declined from $1.7 Bn in 2001 to $0.13 Bn in 2007 (AON, 2007). Since 2007, the mar-
ket has partially reinstated coverage at a significantly higher cost, but the high end cost
of premiums did not exceed 2001 levels.

Maritime piracy is becoming increasingly more dangerous than air-related terrorism. SGC
has registered a dramatic increase of maritime piracy in certain areas such as the Horn of
Africa, where the fragile states in the areas constitute a safe harbor for piracy and other
illegal activities, or South East Asia, as in the strait of Malacca, where the morphological
conformation of the coasts and islands is more favorable to the pirates. The International
Maritime Bureau estimated the annual cost of piracy as somewhere between $1 Bn and
$16 Bn in 2005, with an annual value of maritime trade in 2005 at $7.8 trillion (Chalk,
2008). A more recent estimate in 2011 by shipping companies ranges the cost of piracy
between $ 7 Bn and £ 12 Bn a year in insurance premiums, ransom and disruption.
Maritime piracy seems to have reached its climax, and it is now starting to decline, in par-
ticular in the horn of Africa.

Cyberspace is the less secure, the World Economic Forum has listed cyber threat in the
2012 top five of global risks in terms of likelihood, and it is the only technological factor.
A report from CSIS and a well-known antivirus company estimates the high end of range
of probable cost of cyber crime and espionage at around $400 Bn every year. Moreover,
the high end estimate of $100 Bn in losses from cyber espionage would translate into the
loss of 508,000 jobs. Considering a World Bank estimated global GDP of $70 trillion in
2011, this means a loss of about 0,5 per cent of global GDP, while the report accounts
car crashes between 0,7 and 1,2 per cent, maritime piracy between 0,008 and 0,02 per
cent, and drug trafficking at 5 per cent (CSIS, 2013).
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Global Common Degree of security

Safest - only space-faring States may be a
threat, in particular fro States with nuclear
capabilities

Safe - only technologically advanced threats
including insurance costs of War and Terrorism
at $1,7 bn to 0,13 bn or 0,002% to 0,0018%

of world GDP

Medium safe - in the last few years piracy
has become a key security threat, high end cost
up to $ 16 Bn or 0,02% of world GDP

Cyberspace Unsecure - anyone with malicious intent can be
a threat, high end costs of cyber crime up to $ 400 Bn
or 0,5% of world GDP

Opportunities

As for the opportunities, Cyberspace is by far the most promising domain, as most of the
new technologies are focusing on it. Cyberspace has become the domain in which every
financial transaction or information news flows daily Internet contributes to 20 per cent
of GDP growth in advanced countries (McKinsey 2011) and eCommerce annual turnover
is estimated at $ 8 trillion (McKinsey 2012). Moreover, it has become as the main connec-
ting Global Common to connect all the other Commons. Therefore its influence on the
other Commons make it a key opportunity in the Global Commons.

Occupational opportunities also elect the Cyberspace as the Global Common which gives
more job opportunities. According to the fifth report of the UCSD on university graduate
careers: cyber-related jobs are 4 out of 10 in the top list of hot careers for 2013. The UCSD
looked at four criteria, such as: “current employment in the field, projected growth in the
occupation between 2010 and 2020, median annual salary in the occupation, and wor-
kplace environment characteristics”(UCSD, 2013).
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AGC has reached its maturity, in 2012 airlines had revenues of $ 600 Bn according to
IATA. AGC opportunities are related to the forecasted growth air traffic in airline passen-
gers and cargo traffic between now and 2032, as fuelled by the emerging countries,
China in particular. Already in 2016, IATA forecast 3,6 Bn passengers to be carried by air-
lines or about 600 M persons more than in 2012. Moreover, the insertion of UAS in the
non-segregated civilian airspace may boost aeronautics technology, in particular the avio-
nics and navigation and control systems as Marrone and Ungaro argue.

Space is already a challenging area in commercial terms, but as we already stated it is now
the least accessible of Global Commons. There are now ‘newcomers’, or emerging space-
faring States, as Briani argues. Space had been very promising in the 1960s and 1970s,
but the Space divestment in the United States since the 1980s have reduced space as a
business solution. However, by 2020 over 1,213 satellites are to be launched globally
(communication, EO, navigation, reconnaissance etc) thus creating multiple innovative
applications in many different fields, including civilian logistics, pollution monitoring,
natural disasters relief, maritime navigation monitoring etc.

Moreover, it is true that thanks to private entrepreneurs, Space is becoming increasingly
accessible to private companies entering the space business, such as Richard Branson’s Virgin
Galactic or Space X. These companies may revive the space business in the Global Common.

SGC is a mature Global Common, and in the 1950s it has lost some trade traffic, and most
of passenger traffic to the AGC. However the multimodal transport and “revolution of
containers” since the 1960s have made traditional means of transports such as cargo
ships, railways, and trucks regain most of the world traffic of goods. Today, SGC employs
1.5 M seafarers according to IMO. According to Dr Martin Stopford, Managing Director
of Clarkson Research Services Ltd by projecting trade growth trend of the last 150 years
by 2060 trade transport by sea will amount to 23 Bn tons of cargo (IMO, 2012). However,
these estimates take into only fixed technology. On the contrary, new technologies such
as ALM or 3D printing may revolutionize the world as we know, and according to some
projection the maritime trade in the SGC may be heavily reduced by this new manufactu-
ring technique as you do not need to transport components for end products, but you
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can print these on site with a 3D printer. However the creation of NSR and NWP are pro-
mising for sea lane traffic, if the NSR and NWP succeed in creating an alternative to the
usual sea lanes in the Southern Hemisphere.

e N\

Global Common Degree of new opportunities

Cyberspace Very high - technological opportunities, daily
flow of data, and its status as global connector
ecommerce estimated at $ 8,000 Bn in 2012
High employment opportunities

High - new technologies, UAS in particular, and
commercial aviation growth forecasted, due to
emerging countries. By 2016, 3,6 Bn passengers

Medium - possible growth from emerging
space-faring States, launch of new satellites,
and new private companies entering the business

Medium/low - mature technologies, and static sea
lanes, unless NSR and NWP create new sea lanes.

New technologies such as ALM may even reduce
maritime trade. Today SGC employs still 1.5 M seafarers

- J

A look into the past and a leap into the future

Technology has created the Global Commons, this is evident for Cyberspace, but it is also
true for AGC and Space, while SGC is more the result of a regulatory framework which
took into consideration political balance of power and trade customs.

However, we can see the path of technology progress in the creation of SGC too: vessels
have travelled through the High Seas for centuries, however the exploration of the under-
sea and the exploitation of the seabed and the Arctics started at the end of nineteenth cen-
tury and in the mid-twentieth these were mature technologies, thus starting a new dimen-
sion of the SGC.The Air or aeronautical Common began in the early twentieth century and
the AGC was first theorized by Douhet. In the late 1950s, the space exploration started. In
1957 the Soviet Union launched the Sputnik and in 1959, the UN created the COPUOS to
regulate the Space common. CUPUQS drafted the key Space Law Treaties.
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In the 1970s the Cyber domain started to emerge, with Arpanet - the first connections
were activated in December 1969 - though it only became a real Global Common with
the creation of the World Wide Web in the early 1990s.

a )
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(BRI and deep sea exploration
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17th Mare liberum
(TN subermersible vessel (1620) - Acknowledgment of GC
- J

Every Global Common has had a “triggering event” and a point of time in which the
"acknowledgement” of the emerging Global Common created it.

The "triggering event” could be a simple fact or theory (like the trade customs and the
“Mare Liberum” for the SGC) or an emerging technology (underwater technologies for
the SGC, aeronautics for AGC, space technologies, computer networks such as ARPANET
for Cyberspace).

The "acknowledgment”, which is when the Global Common is actually born, may coincide
with the start of its theorization or its regulatory framework (Mahan, Douhet, and COPUQS)
or just the public acknowledgment of the existence of a new Global Common such as for
the World Wide Web for Cyberspace. “Triggering events” may be many, as shown by the
history of SGC, but the “acknowledgment” is only one single time in history.
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By taking into account the “acknowledgements” illustrated in table 4, and by utilizing a
‘trend analysis’ methodology - which is not always an exact science - we may estimate
that about every 30-35 years (in average) a new domain is born. Should we expect a new
Global Common to be created just before the 2030s?

What this will be, is a matter of future studies, or better science fiction, rather than
technology pace, though it is acknowledged that technological progress is mostly a result
of technological leapfrogging.

A new Global Common could be the result of technology progress or of simple events,
but the trends should be already be emerging right now.

For instance, Climate change may make the Arctics emerge as a distinct Global Common
separating it from the SGC. This trend is already evident, but as Rosato argues, we do not
know whether this will be a “dream or reality”. A couple of years ago, ice melting see-
med more a reality than we know now by reading the 2013 IPCC report.

However, we may try to be imaginative and we may find in the current science fiction lite-
rature what a future Global Common will be like.

In the nineteenth century, a heavier-than-air aircraft seemed a dream, but balloon airship
have been flying since the end of eighteenth century. In late nineteenth century, Jules
Verne dreamt of flying to the moon in a missile, this was accomplished a few years later.
In the 1950s, space travels and inhabiting other planets in the outer space seemed to be
the next frontier. This dream, which could seem realistic at the start of the space race, was
not made possible by subsequent space divestment. In fact, science fiction first started to
conceive the Cyber domain when the first military networks were developed.

If the future Global Common is the result of a new emerging technologies we should have
a look at the current cutting-edge technologies such as: modeling and simulation, unman-
ned technologies and smart technologies.

Future advancement in modeling & simulation may create a “virtual reality” dimension,
thus making you living a second life in a virtual dimension in which you interact through
avatars. This “virtual reality” should be different from Cyberspace, as rather than naviga-
te the web you can actually interact in the virtual domain.
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Unmanned technologies or Al are going to transform the AGC as we know it today, as
Marrone and Ungaro argue. Unmanned technologies may also conquer the SGC, in par-
ticular the deep sea, and Space, but these would not create a distinct Global Common
from those already existing. Though unmanned and space technologies, such as unman-
ned space and ground vehicles, may help in exploring and exploiting the moon, which
could become “a province of all mankind” (UN,1979) or a new Global Common.

Smart technologies are going to transform the way in which we actually live, by creating
smart cities, smart grids and smart transports. Megacities are a key macro trend, and these
would easily fulfill the requirement of being a “connective tissue”, but it is difficult for a
megacity to become a Global Common because it should be no longer under State con-
trol, though science fiction imagines these to become unruled or self-ruled areas in the lon-
ger term.

These assumptions seem to be unrealistic right now, but so it was Cyberspace some 35
years ago, when the computer networks were already an emerging technology.

Today, a few economists are already defining “Wikis” or “open-source” softwares as
“digital commons” or “knowlegde commons” to be owned and shared by internet com-
munities (Stadler, 2010). Our more risk-averse prediction is that the Arctic could emerge
as a separate Global Common or become a disputed area for neighboring States.
However also this assumption may be tricky as our more imaginative solutions.

In this edited occasional paper we only made assumptions from a qualitative observation
of the last few years. This is considering the technology available now. The future may be
quite different from what we know, and this depends on the future key technologies and
the priority of R&D investments, or it could just be the same as we know today.
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